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1.2

Introduction
Foreword

In its capacity as an access control system, the Access Engine provides dialogs for data
acquisition and data modification as well as the necessary features for ID card creation and
individual layout presentation. In addition to this, the Access Engine also controls and
monitors its own system components. These different tasks and activities can be carried out
on specially set up workstations independently of the actions of other users.

How to use this Help File

This help file will assist you with the Access Engine operation. The following information
explains how to use this help file.

Tool bar buttons

Button |Function |Description

:E Hide Click this button to hide the navigation

pane (Contents, Index, Search, and
Favorites tabs). leaving only the help
pane visible.

Show When the Hide button is clicked it is
replaced by the Show button. Click this
button open the Navigation pane.

i

Back Click this button to move back through
the chain of topics most recently
viewed.

Forward |Click this button to move forward again
through the same chain of topics

Print Click this button to print. Choose
between “Print the selected topic,” and
“Print the selected heading and all
subtopics”.

W & 4

Tabs

Contents Tab:  This tab displays the help file topics in a
book-oriented table of contents format. Click
a book icon to open it and then click on a
topic icon to view the topic.

Index Tab: This tab displays the index terms in
alphabetical order. Select a topic from the
list or type in a keyword to find the topic(s)
containing that keyword.

2021-0514.9.0.1 | OM
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Search Tab:

Favorites Tab:

Links

Jump Link:

Use this tab to find a keyword. Enter a
keyword in the field and then click the List
Topics button to display topics that contain
the specified keyword.

Use this tab to maintain a list of your favorite
topics for quick access. Click the Add button
to add the current topic to the list. Select a
list item and click Remove to remove the
item from the list.

This link type brings you to a new topic page.

For example, click this link to learn to create
personnel data.

Building Integration System
Version 4.0

Ay [}
Copyright € 2014 Bosch Security Systems

Help Window Dimensions
Adjust the size of the help window by dragging the corner or edge of the window to the

desired size.

Using the Online Help

In addition to the standard delivery, the access control system Access Engine can be extended
by numerous modules which can be activated according to customer requirements. The Online

Help therefore describes all orderable extensions as well as the standard delivery dialogs and

equipment.

Depending on the components installed and the user’s rights not all extensions described may

be accessible in the dialog system

Bosch Sicherheitssysteme GmbH
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Division capability

Although the division capability is shared by many dialogs it is not described there but in a

separate chapter (see “Technical Data”) for the following reasons:

— Depending on license keys divisions may be disabled. In this case the division controls
are not shown in the dialogs.

—  Because the capability is shared it is best documented centrally to avoid describing the
same functionality for each dialog.

—  The divisions topic is complex and would affect readability of dialog documentation if
included there.

2021-05]4.9.0.1 | OM Operation Manual Bosch Sicherheitssysteme GmbH
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Starting the system
Starting the workstation

The Access Engine dialogs and reports are available via the BIS client application. Run the BIS
client by opening the address http://<servername> in an Internet Explorer window, where

<servername> is the computer name of the BIS Login Server.
If necessary, the BIS client installs or updates its internal components on the local

workstation. Then it shows the BIS logon dialog.

* http:ffbosch-demo-pefHitml-Login/login. htm?lang-en-us - BIS Client Application

& BOSCH

Building Integration System

Operator: |

Password: |

Change password |

—
;
R p—
1
i
i

i

T —
Dane o

Log on with an authorized operator's name and password. The main page of the BIS client will

f.}xy
s
I

appear
To open the dialog manager of the access control system, just click the Access Engine button.

Permissions are checked briefly and the dialogs are grouped together using the user and
workstation profiles. The dialog manager then makes the menus and dialogs available.

Initializing. ..

| Reading dialog hierarchy...

Bosch Sicherheitssysteme GmbH
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3

3.1
3.1.1

Operating the system

General creation and editing of data

Construction of the dialog system
The following figure is an example for an application of the dialog manager with running
dialog.

Building Integration System - Access Engine - Dialog-Manager - http://localhost/Documents/DigMgr.htm

Access Engine (1] ) BOSCH

‘UB|QK‘E’”ED<°WI Division:

« Main menu Neme: [Mustermann First name: [ Max
Birth name: ,—
Persornelno.: [Scsson Date of bith: [Ty ceooyions =
Emplovee I0: [Emplovee 7] onder [ile 3]
h Companies Compary: [Test Fma e [or
Carlicense How: [CariOOB38
@ Prirt badges

10/20f2014
Cardro.: | readsr., | /20

nddress | contact | Addiional person data | Addtional company data | Remarks | Estrainfo | signature |

Cards

Strest, no: [ Mustermann Strafie, 1101

FIN code
Zip code: | 52064 Location: IAaEhEH
Country, state: | Germany Mationality: | German

bo ke }o

Biocking

Blackist

il

Group of
persans

Group
authorizations

Areas

DR

Change divisian

Pegasys
=G0 stoppage card

) ieyvs e
6
Registered: T [locked: B [Nn suthorizations: o:- st access: [Pegasys: = |

|BoschRrdr Common [40f 5 [L0f20/2014 11:01:17 AM [10f212014 09:26:37 AW [EIS

Description

Title Bar

Toolbar

Division Selection

Dialog header

Dialog field

Stautsbar

Statusbar

Dialog bar

000000 e:
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The biggest part of the window of the dialog manager takes in the dialog field in which only

one subordinated dialog may be displayed in each case. With the aid of the m-button in the

title

bar the dialog manager is closed.

The lower status bar in the lower part of the dialog mask is used for the representation of
different information:

1 2 3 4 5 7
[Dialog fhof & Imodified [21.06. 2006 11:04 [21.06, 2006 16:28 BIS
1. Displays of the selected type for data capture
2.  Only if division mode is active: displays the selected division
3. Current number of the displayed record in the search list
Number of selected records which the search list contains
4. "Changed", if an input has taken place
5. Date and Time of generation of the displayed record
6. Date and Time of the last change of the displayed record
7. Last Editor

The status bar above is only displayed in the personnel data dialogs.

3.1.2 The

A Qo

toolbar

Q > H O < @

The toolbar contains various buttons that offer shortcuts to most of the menu functions. The

above figure shows the standard buttons that feature in most dialogs

Icon Function Description
|__T New Removes current data from the dialog to prepare the
dialog for the entry of new datasets or new search criteria.
B Save Saves the data entered by the user when changing an
existing dataset or creating a new one.
q Search Searches for data. To use this function, any existing data
must first be removed using the New button. Click the
Search icon. A list will appear containing the records that
have been found. The first of its datasets will be shown in
the dialog.
4 First Jumps to the first record in the search list.
4 Previous Jumps to the previous record in the list.
— Search list Opens the search list that was previously created using
U; the Search command. The user can double-click each
— entry in the search list to open that record.
2 Next Jumps to the next record in the list.
(4] Last Jumps to the last record in the list.

Bosch Sicherheitssysteme GmbH
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< Back Returns to the dialog that was displayed before the
current dialog. When clicked repeatedly, this takes the
user back through each individual dialog.
o Help Opens help files.
m Delete Removes the record from the database.
The following are additional buttons that are only used in a few dialogs:
Icon Function Description
Copy function Copies the current record to a new record.
m Event log The data of the selected person are send to the Event log
as predefined filter criteria.
@ Preview Displays the print view of a report.
% Print Prints a report or a visitor certificate.
3.13 Behavior of data fields in the dialog manager

Three different procedures must be taken into account with data processing:
1. Selecting saved datasets

2. Changing an existing dataset

3. Creating a dataset

Data selection
A saved dataset may only be selected with cleared masks. This status is reached by clicking

the button in the toolbar. Search criteria can be entered in all fields with blue labeling.

Marme: I |

Firsk name: |

Birth name: I

Personnel no.: |

Date of birth: |

Emnployes ID: I j Gender: I j
Company: I J Title: I

Zar license Mo, I

Zard no.: I

Feadet ., | bl

2021-0514.9.0.1 | OM
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The search process is started by clicking the button in the toolbar or by pressing the
ENTER key. The first dataset that fits the search criteria is set. If more than one dataset is
found, the search list is also shown automatically to select the desired dataset.

Marne: |Mustermann Firsk narne: |Max
Birth name: I
Personnel no,: ISCQQQDDD Date of birth: IT"' D5/09/1955 ﬁ
Employves 10 IEmpIDvEE j Gender: IMaIE j
Company: [Test_Firma ] Title: |

Zar license Mo.: I Zar0009393

Zard no,: |

Reader.. | 3 |

Data changing

If an existing record is changed, the dialog manager and the input fields behave as follows:
— the labeling of the input fields is black

— all changed data are marked in red

Mame: |Public First name: |Samantha B.
Perzonal no.: |?555? Diate of birth: |Sa 01.01.1972 ﬁ
Employes ID: |F|:ureign Ermployes j Gender: |Female _:J

Campar: |B|:|S|:h ST J Title: ||

ID card hio: | [alz 3

If an attempt is made to switch the dataset or dialog without saving the changes, the dialog
manager asks for the changed dataset to be dealt with.

Quit record =

The record was changed, save the changes?

Yes Mo | Zancel |

A choice can be made between saving the changes (Yes), discarding the changes (No) or
canceling the switch to another dataset or dialog (Cancel).

New data record

It is also only possible for new records to be created with cleared masks . In contrast to
the searching process, data may be entered in all activated fields - independent of the labeling
color (the field ID card no. in the personnel data dialogs is an exception - see Creating new
data section). At least the underlined fields must contain entries.

All data that has not yet been saved is marked in red - as when changing data.

Bosch Sicherheitssysteme GmbH Operation Manual 2021-054.9.0.1 | OM
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Mame: | Mustermann First name: |Max
Birth name: I
Personnel no.: |5.;ggg|:||:||:| Date of birth: ITu 05/09/1955 j
Emploves ID: IEITID|D¥EE j ender: IMaIe j
Company': |Test_Firma J Tikle: I

Car license Mo.: I Car00099g

Card no.: |

Rieader, , | » |

The entries must be saved by clicking the button - pressing the ENTER-key activates
the search function and the following message would be displayed:

Dialog system: Persons E

o record Ffound.

Notice!

After clicking the button, it is possible to select saved datasets and create new ones in
the dialog manager. Since the default setting activates the search function, failure to save a
new dataset is not registered if fewer than three fields have been changed. The dialog
manager switches to another dataset or dialog without notification and all data that has been
entered is lost as a result.

3.14

Person-related dialogs

In addition to the general dialog elements of the toolbar, dialog bar and status bar, all person-
related master data dialogs are made up of three other dialog elements.

In the common upper area (dialog header) are general declarations to the person as for
example last name, first name and date of birth. Data that has been selected once is
transferred from the other dialogs to the personnel data dialogs, which therefore allows a
dataset to be processed completely and continuously.

Marme: | Mustermann

First name: IMax
I Administered globalky

Eirth name: I

Personnel no.: | SC999000

Date of birth: |Tu 05/09/1955 3:

Employes ID: IEmponee

j Gender: IMaIe -

Company: | Test_Firma

J Title: |—

Car license Mo.: | Cardoo9ss

Cardno,: |

Reader., [ ®» | 10f20/2014

The following dialogs use this dialog header, which enables them to transfer selected
personnel data including the search list:

2021-0514.9.0.1 | OM
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—  Menu Personnel data

- Persons

—  Print Badge

- Cards

—  PIN Code

- Locking

- Area

-  Black List

A variable part (dialog field) follows which offers other input options (e.g. recording ID cards
or setting blocks) depending on the dialog functionality.

In addition to the general status bar, there is another status bar in the lower area in which
current data concerning the person displayed is shown. The image below shows a view of the
status bar with a selected person.

"Reg\stered: 1 [Blocked: B Mo authorizations: B sk access: [Pegagys: = |

3.1.5

[ [Common |3 0f 4 [ [10j20/2014 11:01:17 &M [10f20/2014 12:20:51 PM [BIS

This shows the following information at a glance:

—  This person has been assigned a card and is therefore registered I or unregistered Hl,
i.e. this person does not own an ID card.

—  The person is blocked & otherwise 3

— The person's access authorizations are either currently not valid [, i.e. the access
authorizations have not yet begun or they have expired [, i.e. the valid-until date has
passed - active access authorizations: .

—  The person was specified for random screening Bl (flashing), otherwise 3 - at the same
time a block entry is generated and the blocked label is set to red.

— The date and time of the person's last access, i.e. the last ID card identification by a card
reader is additional information that can be configured to appear:

Last Access: 2206 2006 10:50:13

Company selection in the personnel data dialogs

Depending on the size of the system the selection of company datasets may be set up
differently. The standard delivery offers a selection dialog to guarantee a quick Search
especially for many data records.

In this case, the company entry field is grayed out

Compary: |

—] and the selection is made by clicking

the _J button on the right-hand side of the display field in the dialog header. Once the search
criteria has been entered in the short name and/or name fields and the Search button has
been clicked, a selection box will open displaying a list of the appropriate existing datasets
from the database. The desired dataset is selected in the list and transferred to the display
field in the dialog header by clicking the OK button.

Bosch Sicherheitssysteme GmbH Operation Manual 2021-05[4.9.0.1 | OM



16 en | Operating the system

Access Engine (ACE)

3.1.6

Select company

Short name: I Test_Firma

Mame: | Test_Firma

M | Seatch |
Campany' no. Mame Division
Tesk_Firma Tesk_Firma  Cormmon

I I Zancel

Selection Using ID Card Number
An assigned ID card number may also be used as a selection criterion. This requires a
workstation that is equipped with a card reader or configured to allow entering the card data
manually. Click the Reader button to the right of the ID card no. field and scan the card at the
card reader to quickly find the holder of that card. Alternatively, if the workstation is
configured for entering card data manually, one of the following dialogs appears - the dialog
variant displayed depends on the ACE card definition being used.

v Dialog (\Wiegand)
Dialog (Bosch)

Record ID

X]

Card ho.: ]|
Customer code: | gononnonn

Cancel

Record ID

Customer code: | gnonm

Country code: |og

3

Card no.: '||
Merzion: |

ok

LCancel

2021-0514.9.0.1 | OM
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Using the card number data, the relevant dataset can now be selected. To do this, the
numbers printed on the card can be entered without the preceding zeros. Other than the
version number, the other data does not need to be adapted as a rule.

At dialog stations with ID card readers, another 2lbutton is located next the Reader... button.
This allows you to switch from manually inputting the card number to using the connected
reader, so that the user can also initiate a person search by scanning an ID card.

Standard wiegand 26 bit code
HID 37 bit code, CH-H10304
HID corporate 1000

v Dialog (Wiegand)
Dialog (Bosch)

Notice!
In contrast to the manual input the automatically selection needs the physical card in present.

If the card isn't present, the user can always switch to manual input.

3.1.7

If the appropriate reader type is selected, the switch also appears in the lower status bar.
BoschRdr |

The Reader button is clicked to open the following dialog. The ID card must be held close to
the reader and card holder data appears in the dialog mask described above.

Read card

Please hold the card close to the
card reader.

HENENENRENNRNEREERER
The progress bar shows how much longer the ID card must be held near the reader. If the time

passed without the ID card being read, the following note appears:

Dialog System:Main Menu/Personnel DatafCards E|

F.ey code could not be read

Editing Personnel Data

By clicking the button, the entries are saved in the relevant database tables and can
also be used immediately in other dialogs.

All changes to this personnel data and the deletion of a person-related dataset can only be
performed in this dialog, because in contrast to the other personnel data dialogs, the input

A i

fields remain active after the selection. The and buttons in the other dialogs,
which transfer the personnel data, therefore also only relate to the contents of the dialog
fields or to connections of personnel data with system data, but not to the personnel data

itself.

Bosch Sicherheitssysteme GmbH
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Persons created via the Persons and Visitors dialogs can be selected in all dialogs with the
dialog header and then transferred as described in construction of the personnel data dialogs
section.

To select certain persons or person groups by means of entries in one or several input fields,

any existing entries must be deleted by clicking the button. At the same time, the input
fields are activated and new entries are enabled (the dialog fields are active the first time the
dialog is opened). This allows every single field input or any possible combination to be
selected.

Except for the Employee ID, Company and Gender fields, which are list fields and therefore
offer a choice of possible inputs, it is sufficient to enter partial data in the other input fields
(e.g. one or several letters of a name, single figures from the personnel or card number etc.).

Once the selection criteria have been defined, the button is clicked or the enter key
pressed to start the search process. The first dataset that fits the specifications is entered.
The number of other available datasets is displayed in the lower status bar and the list of

Al

persons can be called up via the ———— button.

Notice!
The maximum number of selected data records is limited to 1000. If you can't find the
expected dataset in the search list, repeat the search with other or more criteria.

3.1.8

Selecting data in the dialogs

Single and multiple selection

Single Single left-click
selection

Multiple consecutive elements | Hold the Shift button down and left-click the first and
selection the last list entry of the selection.

multiple non- Hold the Ctrl button down and left-click the desired
consecutive elements |elements.

Assignment and reassignment

Some dialogs contain two columns, one with items that are available for assignment, and one
with items currently assigned. Double-click items in either list to transfer them to the other
list.

Sorting
Click any column header to sort the table by that column.
Click the header again to reverse the order of sorting.

2021-0514.9.0.1 | OM
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3.1.9

3.1.10

[rate [cur. vear] | Dezcription ﬁ Cray model |
Mon 25,12 2006 | Christras Day DA C-Holiday
bon 09.10.2008 | Colurmbus Day DhaC-Holiday
Tue 04.07. 2006 | Independence Day DkaC-Holiday
bon 04.09.2006 | Labor Day DhaC-Holiday
bon 16.01.2006 | Martin Luther King Jr. Day DhdaC-Holiday
Mon 29.05. 2006 | Mermorial Day DA C-Holiday
Mon 20.02. 2006  Presidents' Day DkAC-Holiday
Thu 23.17.2006 | Thanksgiving Day DhaC-Holiday
Sat 11.11.2006 | Veterans' Day DkAC-Holiday

[rate [cur. vear] | Drezcription

= | Day model

Sat 11.11.2006 | Veterans' Day DkAC-Holiday
Thu 23.11.2006 | Thanksgiving Day DtAC-Haliday
bon 20022006 | Presidents' Day DtAC-Holiday
bon 29.05.2006  Memaorial Day DAC-Holiday
kaon 16.01.2006 | Martin Luther King Jr. Day DkAC-Holiday
bon 04.09.2006 | Labor Day DAC-Haliday
Tue 04.07. 2006 | Independence Day DtAC-Haoliday
Mon 09102006 | Columbuz Day DkAC-Holiday
Mon 25122006 | Christmas Day DtAC-Holiday

Saving, editing and deleting personnel data

By clicking the button, the entries are saved in the relevant database tables and can
also be used immediately in other dialogs.

Special behavior of the ACE database

Each data record, which is saved in the database, gets an identification number (ID) from the
system. This ID is built with the current date and time stamp and guarantees that the data
record is unique. Deleting a record and recreating it with the same data creates a new record
that has a new ID and is unrelated to the deleted record.

Example:

A dialog user with the user name Smith will be determined in the system by his unique ID,
only. All message belonging to this user will be managed using the user ID. If the user Smith is
deleted and will be created new, the new one gets his own unique ID and is a new record in
the system. Messages belonging to the old user cannot be displayed to the new one.

Behavior of Time models

Time models related to persons will be checked only if the default state of the reader

parameter Check time model upon access didn't change.

Because time models can be assigned to several system components, it is possible that two or

more time models working together. Therefore note the following rules working with time

models:

— If a person gets authorizations with time models for certain entrances, the time model
will be ignored.

Example:

A person gets the following authorizations:

- Entrances A, B, C, and D with a time model valid from 9 a.m. until 5 p.m..

—  Entrance B and D without time model.

Bosch Sicherheitssysteme GmbH
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The person gets access for the entrances A and C between 9 a.m. and 5 p.m. and for the

entrances B and D without a limit.

— If a person gets with the same entrances but different time models the sum of the time
models will be used.

Example:

A person gets the following authorizations:

- Entrances A, B, C, and D with a time model valid from 7 a.m. until 1 p.m..

- Entrances B, D, E, and F with a time model valid from 9 a.m. until 17 p.m..

The person gets access for the entrances A and C between 7 a.m. and 1 p.m., for the

entrances B and D between 7 a.m. and 5 p.m., and for the entrances E and F between 9 a.m.

and 5 p.m..

— If a person gets authorizations and an additional time model for the general use of the
card, the intersection of the time intervals will be created.

Example:

A person gets the following authorizations:

- Entrances A, B, C, and D with a time model valid from 7 a.m. until 1 p.m..

—  Entrances B, D, E, and F with a time model valid from 9 a.m. until 5 p.m..

- Atime model valid from 11 a.m. until 7 p.m..

The person gets access for the entrances A and C between 11 a.m. and 1 p.m. and for the

entrances B, D, E, and F between 11 a.m. and 5 p.m..
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Authorization

Person's WO

Perscn's
Timemodel

imemode
(T} valid

Timemodel

NO

3.2 Common operator tasks
3.2.1 Creating Time Models
Prerequisite

Authorized because of
Area-Time-Authorization
without Th

Authorized because of
Area-Time-Authorization
with T

Geaneral Autharization

Authorized because of TM

Time models are created from existing day models and defined holidays.

Dialog path

ACE Client > System data > Calendar
AMS Client > Main menu > System data > Calendar
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3.2.2

3.2.3

3.2.4

1. Clear the input fields by clicking the New button
Assign a unique time model and an optional description.

3. Define the period number, i.e. enter of the number of days included in the time model,
after which the model will start again.

4. Define a reference date; this date determines the start of the first period.

Usually you will want the time model to start on a certain weekday, like Monday, so be
sure to select a reference date that falls on this weekday.

5. By default, holidays as defined in the Special Days dialog will always be treated as if they
had the “Holiday” day model, no matter which day model is specified in the time model. If
you want to change this, activate the Ignore special days check box.

6. Assign the desired day model to every period day in the upper list field. Double-click in
the day model column to open a selection list with available day models.

7. Save.

8. Optional - but recommended: saved time models can be tested before being used. To do
this, click the Preview button to open a dialog that offers the option of testing the time
model on certain calendar days. By setting a maximum time period of 90 days in the date
fields and then clicking the Calculate button, you can check whether the correct days
have been assigned and whether holidays have been taken into account.

Creating Personnel Data

All personnel data - except for the visitor data - is created exclusively in the Persons dialog.

To create new data,

1. click the New button to clear the input fields

2. enter the desired personnel data in the corresponding fields:

3. enter the most essential master data in the dialog header,

4. supplementary data can be entered in the fields of the tabs. (These tabs can have up to
ten freely definable additional fields for entering information that does is not covered by
the standard fields).

5. click the Save button to save the data. If you navigate to a different person or dialog
without saving the data that has been entered is lost

Further steps:

—  Assign access authorizations

—  Create access authorizations

- Create card

- Assign card

Assigning cards

Use the Cards dialog to assign one or more cards to a person (except for visitors, see below).
This requires a workstation that is equipped with an enrolment reader or is configured for
manual input of card data.

Select the person

Optionally assign access authorizations

— Read in or enter the card data

- Save

Temporary cards
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Introduction

A temporary card is a temporary replacement for a card that has been misplaced by a regular
cardholder. It is a duplicate that contains all the authorizations and limitations of the original,
including rights for offline doors.

To prevent abuse, the system can optionally block one or all of the cardholder’s other cards
for a limited period, or until unblocked manually.

Temporary cards are therefore unsuitable for use as visitor cards.

Prerequisites
—  The operator has access to an enrollment reader configured on their workstation.
— Asuitable physical card is available for enrollment in the system as a temporary card.

Dialog path
ACE client: Personnel data > Cards

Procedure: Assigning temporary cards
1. Load the required personnel record into the Cards dialog
In the list of cards, select the card or cards that require a temporary replacement
Click Change card
In the Change card popup window, select Temporary card
In the Period list, select one of the options:
- Today
-  Today and tomorrow
—  Enter number of days
6. In the case of the last option, enter an integer for number of day in the box.
Note that in all three cases the Period always expires at midnight on the relevant day.
7. If required, select the check box Deactivate all cards now.
—  If selected, all cards belonging to this cardholder will be blocked.
— If cleared, only the card selected above will be blocked.
8. If required, select the check box Activate card(s) automatically after period.
—  The blocked cards will be unblocked automatically when the Period defined above

ok wbd

expires.
9. Place the temporary card on the enrollment reader
10. Click OK
The badge ID is recorded by the enroliment reader.
—  The temporary card appears as active . in the list of cards, along with its validity
period and code data.
—  The other card or cards appear as blocked x, depending on the setting made above:
Deactivate all cards now.
11. (Optional) In the list of cards, click the column Collecting date for the temporary card,
and set a date for retrieving it from the cardholder.
The default value is Never.

Procedure: Deleting temporary cards

When the misplaced original card is found, delete the temporary card as follows:

1. Load the required personnel record into the Cards dialog.

2. In the list of cards, select the temporary card.

3. Click Delete card
The temporary card is deleted from the list, and the card or cards that it replaced are
unblocked immediately
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3.2.5

3.2.6

Procedure: Removing temporary blocks on cards
If the blocking of the original card is no longer required, delete the block as follows:
1. Navigate to the Blocking dialog: Personnel data > Blocking.
2. In the list of cards, select the personal card marked as blocked in the Lock(s) column.
3. Click Release temporary lock
Note that removing Blocking does not remove temporary cards. Temporary cards will
expire naturally after their validity periods. If required, delete them manually.

Notes on temporary cards

—  The system does not allow temporary cards themselves to be replaced by temporary
cards.

—  The system does not allow a personal card to have more than one temporary card.

— To see a quick summary of all the cards held by a cardholder, mouse over the leftmost
small pane, labeled Registered, in the status bar of the main dialog window.

Assigning access rights to personnel

Use the Cards dialog to assign access rights to all persons except visitors (for visitors use the

Visitor dialog):

—  Select the person in the dialog

—  Assign authorizations, either by selecting a preconfigured access profile or by picking
authorizations individually from the “Available authorizations” box

—  Optionally edit date and time values to restrict the validity period of assigned
authorizations

—  Save changes

In the Visitor dialog, only access profiles marked as visitor profiles can be selected.

Person types can be configured to have a default access profile. Any person created with such

a type (employee ID) will automatically be assigned the default profile.

The default profile may also be made mandatory. In this case the dialog will show the

authorizations but will not allow to change them.

Granting access to persons
The following steps are necessary to register a person to be able to use the access control
system with an access card.

Dialog path
Main menu > Personnel data > <sub-dialogs>

Overall Procedure

1. In the Persons sub-dialog enter the person’s ID data.

2. In the Cards sub-dialog:
— assign access profiles or individual access authorizations.
— assign a time model, if required.
— assign the card.

3. Inthe PIN-Code sub-dialog: assign a PIN-Code, if required.

4. In the Print Badges sub-dialog, print the card.

For Visitors, proceed as follows:

—  Enter the personal data in the Visitors dialog of the Visitors menu and assign an escort
(attendant), if required.
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Notice!

ID cards and access authorizations do not have to be assigned at the same time. It is
therefore possible to assign ID cards to persons without assigning access authorizations or
vice versa. However, all access is denied to these persons in both cases.

The process of scanning cards.

When cards are scanned at readers, the reader carries out a number of checks:

— s the card valid and registered on the system?

— Is the cardholder currently blocked (disabled in the system)?

- Does the card holder have the access authorization for entering in this direction?

- Is the access authorization an area-time authorization? If so, is the scanning time within
the periods set by the time model?

— Is the access authorization active, i.e. neither expired nor blocked (disabled)?

— Is the cardholder subject to a time model? If so, is the scanning time within the defined
intervals?
Prerequisite: Time model checks must be enabled at the reader concerned.

— Is the cardholder in the correct location according to Access sequence monitoring ?
Prerequisite: Access sequence monitoring is enabled at the reader concerned.

— Has a maximum number of persons been defined for the destination area of this reader,
and has this number already been reached?

— In the case of Access sequence monitoring, including anti-passback : Is this card being
scanned at a reader before the blocking time set by anti-passback has elapsed?

— Is an additional PIN code required? Prerequisite: the reader has a keyboard.

— If athreat level is in operation, does the Person security profile of the cardholder have a
security level that is at least equal to the security level of the reader at this threat level?

3.2.7 Create cards / Print badges

Prerequisites
—  The personnel record for the new cardholder should already exist in the system.
— A workstation with the following hardware connected, typically via USB:

— A badge printer

— A camera for capturing ID photos.

Procedure:
Dialog path
ACE client: Personnel data > Print badges
1. Load the personnel record for which the card is to be printed.
2. In the Layout pull-down menu, select the desired card layout from the stored layouts.
3. Obtain an ID photo by one of the following methods:
—  Click the Capture button and select the desired camera from the list of connected
cameras.
—  Click the Import picture button and use the cropping frame to select the part of the
photograph to be printed on the card.
4. Click Preview to ensure that the correct data will appear in the correct layout on the
badge.
5.  Click Print to print the badge.

Supported Cameras
All USB devices that the operating system recognizes as a camera.
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3.2.8 Creating Access Authorizations

Dialog path
Main menu > System data > Authorizations

Procedure
1. Clear the input fields by clicking the New Ij';l in the toolbar.

Alternatively, click Copy D to create a new authorization based on an existing one.
Enter a unique name for the authorization

(Optional) Enter a description

(Optional) Select a time model to govern this authorization

(Optional) choose an Inactivity limit from the list.

This is a timed period of between 14 and 365 days. If an assignee of this authorization
fails to use it within the defined period, then he will lose it. Each time the assignee uses

ok wbd

the authorization, the timer restarts from zero.
6. (Mandatory) Assign at least one Entrance.
The existing entrances are listed on different tabs, depending on their door models.
(Generic) Entrance, Time management, Elevator, Parking lot, Arming Intrusion
detection.
Select individual entrances from the lists on the various tabs, as described below.
Alternatively, use the Assign all and Remove all buttons on each tab.
— on the Entrance tab select an entrance by selecting one or both check boxes for In
or Out
— on the Time management tab (for time and attendance readers) select one or both
check boxes for In or Out
— on the Elevator tab select the various floors
— on the Parking lot tab by selecting a parking-lot and a parking zone
— on the Arming Intrusion detection tab by selecting Armed or Disarmed.
7. Select the appropriate MAC from the list

8. Click save to save the authorization.

Notice!
If you edit an authorization, the changes will immediately affect persons who already have
that authorization.

3.2.9 Creating Access Profiles
Access profiles combine multiple access authorizations so that they can be assigned together.
Use the Access Profiles dialog in the System Data menu to create an access profile:
To create an Access Profile proceed as follows:

Clear the input fields by clicking the New button in the toolbar, or

Select a profile with similar properties and use the Copy function.

Enter a unique profile name

Enter a description - optional

Mark the profile as a visitor profile - optional

Optionally enter the default duration of validity by selecting the number of days, months,

A o o

and years
Select available authorizations for inclusion in this profile
Save the changes.
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Modifying Access profiles in a running system

Later modifications to an access profile normally have no effect on persons to which the
access profile has already been assigned. In this case an access profile just a convenient
means to assign multiple access authorizations at once

However, if a Person type and an Access profile are locked together (Profile locked), then
modifications to the profile need to be propagated to all persons of that type.

Notice!

If a Person type is locked to an Access profile, and the Person type contains many persons,
then any modifications to that Access profile may take considerable time to propagate to all

those persons.

In such cases, plan modifications to the Access profile for times when a large propagation will

have least impact to the system.

3.2.10

Refer to
—  Dialog: Person Types, page 107

Configuring random screening
Random screening is a common method of enhancing site security by selecting personnel
randomly for additional security checks.

Prerequisites:

—  The entrance should be of the man-trap or turnstile type to prevent one person’s
"tailgating" another without presenting his own ID.

— A card reader must be present for the at least one of the directions of passage.

—  The readers must be configured for normal access control.

—  The randomizer can be configured separately for each reader.

—  There should be a workstation in the immediate vicinity for releasing any blocks set by
the system.

Procedure

1. Locate the desired reader in the device editor DevEdit

2. On the Settings tab, select the Random screening check-box.

3. In the Screening percentage box, enter the percentage of persons to be screened.
4. Save your settings.

The random screening process
1. A cardholder presents his card to a reader configured for random screening.
Note
Only persons authorized to pass through the entrance in the defined direction can be

randomly selected. As authorizations are checked before random screening takes place

any unauthorized person will immediately be barred, and will not be included in the
selection process.
2. If the randomizer selects this person for screening his or her card will be blocked
throughout the whole system.
— The event is recorded in the system event log.
—  The Blocking dialog receives an entry of unlimited duration marked Random
screening. [Figure below - number 1]
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—  The status bar of the personnel data dialogs displays the "LEDs" Blocked (red) and
with it Random screening (flashing violet).

Notice!
Persons for whom the parameter Excluded from random screening has been set (in the
Cards dialog, Other data tab) are not included in the screening process.

3. The randomly selected person is invited for further checks in a separate security booth.
4. After carrying out these checks the security guard resets the block in the Blocking dialog
as follows:
—  Select the appropriate block in the list control Blocking list.
—  Click the Delete button.
—  Confirm the deletion by clicking Yes.
The randomly screened person can now use his card again at all readers for which he is
authorized.

Example room layout for random screening

<
|

_
: 2 1

1 = Present card - screening - system-wide block

2 = Cardholder enters security booth

3 = Cardholder is searched and the block then removed from his/her card via the dialog box.
4 = Cardholder leaves the security booth, without presenting the card to the reader again.

Notice!

The screening percentage is achieved cumulatively over time. For instance, at 10% random
screening there is still a possibility (1 in 100, that is 1/10 x 1/10) that two consecutive
persons be selected.

3.2.11 Creating visitor data
Visitors have a special status in access control and are kept separate from other personnel
data. For this reason, visitor data is created and maintained in separate dialogs.
Use the Visitor dialog in the Visitors menu to maintain visitor data:
1. Click the New button to clear the input fields.
2. Enter the visitor data and select an attendant, if necessary.
3. Save
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3.2.12 Assigning visitor cards
As a rule, a pool of cards is maintained for exclusive use by visitors. For the duration of the

visit, a visitor is assigned a card from the pool, after which the card is dissociated from the
visitor and returned to the pool.

Use the Visitor Cards dialog to add a card to the pool:

—  Click the Register card button

—  Scan the card using an enrolment reader

—  Alternatively, enter the card data manually

Use the Visitor dialog to assign a card from the pool to a visitor:

—  Select or enter the visitor data

—  Optionally assign the access rights

— Scan a free card from the pool or enter the card data manually
Use the Visitor dialog to return a card to the pool after use:

—  Select the visitor data

—  Select the card in the visitor’s card list

—  Click the Withdraw card button

3.2.13 Printing visitor certificates

The toolbar of the Visitors dialog contains an additional button E for printing out a visitor

certificate. Among other things, the person receiving the visitor can use this visitor certificate
to confirm if and when the visitor arrived and left.

3.2.14 Configuring usage of key cabinets
The following dialog in the Configuration Browser tracks the return of keys to the key cabinet:
# BIS Configuration Browser =8lx|
Fle Edit Extras Help
+ % v tety | % Discard | & BOSCH
= Connection servers
= By ACIACE-52006 | Device deta | Devica type assignment |
----- 7] AccessEngine + 03 2 x
= ‘E”gsmc "18PR P | Options | Door control | Addiional settings | Offine locking system ey cabinet | Cards |
= AMcRC-3 [~ Key retum
- el AamcRresD
@ aMc-RC3DEL Check key retum I
r-H 4 AMC-RC-3-02 |NE’"E | Select 2l |
& amc-oss<g2
Deselect all
@ Administration
AT Doormedelozc
ﬁ FrTEiii—s Common door with entry or exit reader
(e mnfrastructure
General settings | \ Cutput
Entrance
(=37 Logging / Protocol O
T oo
k| 5]
BIS [Ready [ C:\MgiS\Customer_Corfiguration\ACE4.0 TU1 [ )

1. Select an acces, e.g. ,I-BPR 0101_01“ as in the example shown.
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2. Activate the field Check Return of Keys.
3. Select at least on key cabinet from the list.

The error message as in the example above will show if no key cabinet was selected.

Keys

k Building Integration System - Access Engine - Dialog-Manager - http://localhost/Documents, DigMgr.htm

Access Engine

« Misin menu

! Persons
h Companies
@ Print batiges

& Cards,

FIl codle
Blacking

Blacklist

Group of
persons

Group
authorizations

Areas

Change division

R R il e be

PegaSys
Stoppage card

Al

ot E||Q Mo« » < @ Civison:

@ BOSCH

Name: [Fusterfrac
Birth name:
personnelno.: [Scatise
Employee 10 [Employee o]
company: [Fest Fima ||
Carliensebo.: [Carzstsizz

Date of bith: [Th 12/14/1995 =
Gender: [ Female >
Title:

First rame: [Anja

[T admiristered glbally

10/20f2014
Cardro.: [ Reader, | v /201
Persan | authorization | roup authrization |
User name displayed at the terminal ; | 003, Test
Role: [ administrator
Must enter PIN code:
Keystakeni ey Terminal Cabinet DivEsion
|Registered: 7 |Blocked: 9 |Mo autharizations: B [Last access: |Pegasys: = [

By clicking the Key file a list with 4 columns is displayed:

|BoschRdr [ [2of 5

—  Key: Number of the key.

—  Terminal: At which terminal is the key used

—  Cabinet: Description of the respective key cabinet.

—  Client: Name of the client.
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3.3
3.3.1

3.3.2

Building Integration System - Access Engine - Dialog-Manager - http://localhost/Documents/DigMgr.htm
Access Engine = BOSCH
A A e« Frrm <o it R |
Mair Name: | Musterfrau First name: | anja
Ehei e J | B [ administered globaly
Birth name:
! Persons Personrel no.: [Sca1156 Date of birth: [Th 12/14/1995 = =1
Employee 10 [Employes = Gender: [Femals = ‘ '
A n
h Companies Company: | Test_Firma J Title: . ‘ .]
¥ \
Car license Mo, | Car2515132 i I
@ Prirt badges
Cardro.: | [readz [ 10/20/2014
.E Cards person | authorization eruupeuthunzeuun|
PIN code
assigned key groups Avaiable key aroups:
5 Key group Division Key group Division
Blocking
]
E% Blacklist
|
e Group of
== persons e
e
% sutharizations il
el
£ e =
& Change division
PegaSys
= Stappage card
Regseered: == [oced B8 o authorzatons: = [Lest access: Peamsye: =

|BoschRdr [2ofs [ |

By clicking the Key groups file a list with 2 columns is displayed:
—  Key group: Description of the key group
—  Client: Name of the client

Time and authorization profiles
Day Models

Day models help to manage a fictitious daily routine. Independent of a particular weekday a
day model specifies which times of day access shall be granted or not.

Thus different day models must be created for different daily routines.

Three intervals with starting and ending time can be used each day model. The defined
intervals activate the corresponding function depending on the usage.

Two day models are predefined: “None” and “Holiday”. By default, both have no active time
interval.

Day models are used to construct time models which can be assigned to card holders, access
authorizations etc. to restrict access to certain times.

Special days

When used in the time models, the days defined in this dialog should be given a temporal
regulation that deviates from the weekday on which they fall. The day model assigned to the
holiday is used instead of the day model for the weekday.

The preconfigured list can be changed and supplemented at will. Holidays that are not needed
can be removed from the list, so that the normal day model of the respective day is valid for
these days. Holidays that are not already available - mainly customer-specific holidays - can be
added and defined individually.
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Thus, time models periods remain small and contain only those days that follow a different
sequence. This allows the calendar to be updated from period to period and year to year.
Without holidays, the entire year would have to be defined in the time models and updated
every year.

3.3.3 Time Models

Time models restrict the general access at the assigned entrances to certain times of day. This

allows assigned authorizations to be withdrawn or to be permitted only in conjunction with

additional control procedures, e.g. during the night or at weekends.

Time models can be used in several situations in the access control system Access Engine.

In connection with:

—  Access authorizations:
Time models can be assigned to certain access authorizations, so that the use of
entrances included in these authorizations is only allowed at the times enabled in the
time model. Access authorizations without temporal restriction can be used at the same
time.

—  Persons:
Time models assigned to persons restrict the general use of the ID card to the enabled
times.

- AMCs:
The activation of input and output signals can also be managed via time models.

- Doors:
Time models can also control door opening times.

- Readers:
also includes a membership check, i.e. a check to verify that the credential presented to
the reader belongs to the customer’s system at all.

- PIN-Code:
As with the general requirement, PIN code entry can also only be requested as an
additional control feature at the times defined in the time model.

—  Reader block:
When a time model is assigned, readers may be blocked at the times declared in the time
model.

Time models must be created differently according to their application, since the defined

times activate the respective function.

Example:

If time models are used for access authorizations or persons, and if they are set up to prohibit
access on weekdays from 7 a.m. to 7 p.m. and at weekends, 2 day models are required:

—  One with the interval from 7 p.m. to 7 a.m..

—  One without time specifications.

If, however, a time model is set up that makes it necessary to enter a PIN code outside the
given weekday times, the day models for this time model must be set up as follows:

—  One with the intervals 0 a.m. to 7 a.m. and 7 p.m. to 12 p.m..

—  One with the interval from 0 a.m. to 12 p.m.
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Notice!

Where necessary, if time models are being used, the intersections of the given times must
also be defined where several time models meet.

Regarding the example above, a person or access authorization may not be given a time
model if the PIN code input is wanted at the defined times.

However: If authorizations exist containing the same entrances and both variants are
assigned to a person, the general authorization is will apply, i.e. the time model is ignored in
this case.

3.34

3.3.5

Authorizations

To use an ID card, the relevant person must be given authorizations at certain entrances.
Access is granted to the person if the assigned authorizations contain the relevant entrances.
It is possible to assign up to 1024 authorizations per each MAC

Since in the access control system Access Engine it is not possible to assign particular
entrances to persons, these must be summarized in authorizations. An authorization must be
created even if only a single entrance is to be assigned. However, because as a rule several
entrances are assigned which belong, for example, to a complex of buildings, the assignment
of the authorizations is simplified by combining them. This way, the number of access
authorizations can be kept clearly arranged, even in large plants with several hundred
entrances.

In the dialog Cards or Visitors the adjusted authorizations are assigned to the relative
persons.

Access Profiles

This simplifies the assignment of access authorization - also of a large number of

authorizations. Access profiles ensure that no access authorization are forgotten or added too

much at the assignment.

By selecting an access profile in the Cards or Visitors dialogs, the contained access and area-

time authorizations are assigned. Here the profile serves only as a help for the assignment and

as a selection criterion - it is not saved with the personnel data (Exception: Profile locked).

Access profiles are particularly suitable for visitors:

—  They must be marked as visitor profiles, in order to be used for this purpose.

—  This ensures that visitors are not granted access to special areas.

— By the specification of a default validity access authorizations become automatically
invalid after the expiration of the given term - this also applies if the visitor fails to return
the card.

Notice!

This assignment can be changed by adding or removing single authorizations. Selecting
another access profile replaces the assignment made before - you can only select one access
profile for each person. By default, all assignments are replaced by the authorizations in the
new profile. However, you have an option to keep the old assignments in addition to the new
ones.

3.3.6

Secured Facilities
Secured facilities can be divided into Areas for which special control functions can be
implemented, for example:
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—  The localization of individual persons within the secured area.
—  The estimation of the number of persons within a given area, in the case of an emergency.
—  Limiting the number of persons or vehicles in an area:
When the predefined population limit is reached further admissions are rejected until
persons or vehicles leave the area.
- Implementing access sequence control and/or anti-passback
Access is denied if a person tries to scan a card at a location to which he has not been
tracked. This situation can arise if the person does not scan the card correctly at the
entrance to each area he passes through.
Areas can be of any size: one or several buildings, single floors or even single rooms.
The definition and administration of the areas is performed in the BIS Configuration Manager.
Entrances are assigned a location area and a destination area in the Device Editor. When
someone scans a card at a reader belonging to a certain entrance, his new location becomes
the destination area of that entrance.
Areas can be defined for both persons and vehicles (i.e. parking-lot areas). These are stored
separately and can be created and modified in the Areas dialog. When a card is scanned at a
reader leading to a parking-lot area, the location is registered for the person's vehicle.
Scannings of cards at readers for all other areas are registered for the person.

Notice!

Access sequence control and anti-passback require the existence of both ingress and egress
readers at the areas' entrances.

Turnstile-type entrances are strongly recommended to prevent accidental or deliberate
"tailgating", i.e. following a cardholder through an entrance without scanning one's own card

34

Using the personnel data dialogs

Introduction

Before a person can get access authorizations, he or she must be registered in the acces
control system with personal information and one or more credentials of identity:

—  Physical credentials such as cards or tokens

— Intellectual credentials such as identification PINs

—  Biometric credentials such as fingerprints

—  Combined credentials such as cards with verification PINs

The various tabs of the Persons dialog serve to record these credentials, and any other
information that your security policy requires. All data is optional except where the labels for
the field are underlined, for example, Last Name and Employee ID.

The Persons dialog is used to record data about persons with long-term access to your site.
These are usually employees, but can also be external, temporary or contracted staff.

Note that visitor data is handled entirely separately, in the Visitors menu.

Refer to
- Visitor Management, page 58
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3.4.1

Persons

The Persons dialog

Note that the toolbar of this dialog contains an additional button - which invokes the
BIS Event log with the personnel data currently displayed, so that you can quickly find system

events involving this person.

Access Engine

« Main menu

l Persons

h Companies
ﬁ Print badges
=

&’ Cards

OB S oW«

Al

» [ 2] m < o m Division: ||

Last name: ‘ Smith |

Birth name: ‘ |

Personnel no.:
e — =
Car license No.: l:l

First name: ‘Jghn ‘

Administered globally

—

Card no.: ‘

| Reader.. ﬂ

| Address | Contact [ Additional person data | Acditonal company data | Remarks | Extrainfo | Signature | Fingerprints
[

Tabs and fields for recording personnel data

The following table lists the data that is displayed by default in the Persons dialogs. The
dialogs are highly customizable. See section Custom fields for personnel data.

Nearly all fields are optional. Mandatory fields are clearly marked with underlined labels in the

user interface.

Tab Field name
Dialog header Name
First name

Birth name (called maiden name in some cultures)

Personnel no.

Date of birth

Employee ID (also known as Person type)

Gender

Company

Title

ID card no.

Car license no.

Address Zip code (called postal code in some cultures)
Street, no.
Country, state
Nationality

Contact Phone other
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3.4.3

Company phone

Company fax

Mobile phone

Phone

E-Mail

Web page address

Additional Person Data

Patronymic (an additional name used in many cultures)

Birthplace

Marital status

Official identity card

Identity card no.

Valid until

Height

Additional Company Data

Department

Location

Cost center

Job title

Attendant (Escort)

Reason for visit

Remarks

Remarks (Provides a free-form text field for notes and remarks about the
person.

Extra Info 10 user-definable fields

Signature Capture, re-record and delete signatures

Fingerprints

Capture, re-record, delete, and test fingerprints as biometric
credentials.
Designate certain fingerprints to signal duress.

Recording user-defined information
Use the Extra info tab to define additional fields that are not provided on other tabs. If no
additional fields have been defined the tab remains empty.

Recording signatures

Recording signatures with the Signature tab

Prerequisite

A signature capture pad from the signotec company must be connected and configured in the
system in order to capture signatures. Consult your system manager if in doubt.

1. Click the Signature tab

2. Click the Capture Signature button to record a new signature.
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Sign directly on the capture pad using its special stylus.

Click the check-mark button on the capture pad to confirm.

The new signature is now displayed on the screen (Click the signature for an enlarged
view).

Related procedures:

3.4.4

Click the Capture Signature button to overwrite an existing signature.
Click the Delete Signature button to delete an existing signature.

Enrolling fingerprint data

| Address | Contact I Additional person data I Additional company data I Remarks | Card control | Extrainfo | Signature | Fingerprints

172.30.11.50 51211 (]

Enroll fingerprint

Match fingerprint
Delete fingerprint

Duress fingerprint

Identification mode

() Card only

() Card and fingerprint

Enrol finger "Left index finger'

Prerequisites:

One or more fingerprint readers must be configured at the entrances, in order to perform
biometric access control.

IMPORTANT: These readers periodically receive and store card and fingerprint data from
the servers. The settings on the individual reader ultimately decide which credentials are
accepted. They override any settings made here for the person.

In order to use fingerprints as a verification for (or alternative to) card-based
authentication, all cardholders must have their fingerprints scanned.

The enrollee is in front of a fingerprint reader that is connected to and configured for your
workstation. This fingerprint enrollment reader must not be an access reader.

As the operator you are communicating directly with the enrollee, that is, with the person
whose fingerprints are to be recorded as biometric credentials for access.

You have familiarized yourself with how to present your finger repeatedly at the particular
reader used, to allow it to capture fingerprints efficiently.

Procedure for enrolling a fingerprint for access

1.

4.

Navigate to the fingerprints dialog: Personnel data > Persons > tab:Fingerprints and
create or find the enrollee in the database.

Ask the enrollee which finger they wish to use for regular access at the fingerprint reader.
Select the corresponding finger in the hands diagram.

Result: The fingertip is marked with a question mark.

Click the Enroll fingerprint button.
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Give the enrollee instructions for presenting their finger at the reader.

Example instructions can be read from the dialog pane below the hands diagram, but

different reader types may require slightly different procedures.

If the fingerprint is successfully enrolled, a confirmation window will appear.

Select an Identification mode; this determines what credentials a fingerprint reader will

demand of the enrollee when they request access. Note that the mode set here will only

take effect if the reader parameter Person-dependent verification has been selected.

The options are:

—  Fingerprint only - Only the fingerprint scanner in the reader is used

—  Card only - Only the card scanner in the reader is used

— Card and fingerprint - both scanners in the reader are used. The enrollee will have to
present both card and chosen finger at the reader, to obtain access.

Click Accept to store the fingerprint and identification mode for the enrollee.

Notice!

Reader settings override person settings

Note that the identification mode chosen in the fingerprint dialog will only operate if the
fingerprint reader itself is configured with the option Person-dependent verification in the

device editor. If in doubt, consult your system administrator.

Procedure for enrolling a fingerprint to signal duress
Prerequisites:

Fingerprint readers can only send duress signals if they are configured in the Device
Editor with the following setting

Network & Operation modes tab > Templates on server > Card and fingerprint

At least one fingerprint of the enrollee has already been successfully enrolled and stored.
The fingerprint reader is online. In offline mode the reader, of course, cannot send a
duress signal to the system.

Ask the enrollee to choose a finger they wish to use to signal duress, that is, in case
forced by an unauthorized person to use the fingerprint reader.

Repeat the fingerprint enrollment procedure, described above, for that finger.

When the second fingerprint is successfully enrolled, select it in the hands diagram and
click the Duress finger button.

The designated duress finger is marked with an exclamation mark in the hands diagram.

If the enrollee subsequently uses the duress finger at a fingerprint reader, and the reader is
not offline, the system will signal duress to the operator, using a popup window.

Procedure for testing stored fingerprints

1.
2.
3.

In the hands diagram, select the fingerprint you wish to test.

Instruct the enrollee to place that finger on the reader.

Click the Match fingerprint button

Result: a popup window will confirm whether or not the stored fingerprint matches that
placed on the reader. Note that this procedure may need to be repeated to reduce the
likelihood of a false alarm.

Procedure for deleting stored fingerprints

1.

In the hands diagram, select the fingerprint you wish to delete.

2021-0514.9.0.1 | OM

Operation Manual Bosch Sicherheitssysteme GmbH



Access Engine (ACE) Operating the system |en 39

2. Click the Delete fingerprint button
3. Await confirmation of the deletion.

Biometric verification
Biometric verification means allowing a cardholder to enter only after they present biometric
proof that they are the true owner of the ID card (or equivalent credential).

3.4.5 Enrolling palm vein data

Biometric verification
Biometric verification means allowing a cardholder to enter only after they present biometric
proof that they are the true owner of the ID card (or equivalent credential).

Enrolling a palm vein pattern for ID verification

Prerequisites:

—  The palm vein reader is configured on your operator workstation.

—  The palm vein reader is powered on and connected to the network.
The palm vein reader is presenting constant blue lights.

—  You are acquainted with the manufacturer’s instructions for the enrollment process with
your palm vein reader.

— The enrollee has already been defined as a cardholder in the system.

Procedure

1. Start the ACE client (Dialog Manager), or close and restart if already running.

2. Navigate to Personnel data > Persons > tab:Palm vein

—  The green tick icon, next to the Enroll palm veins button, means that the palm vein
reader is connected.

3. Load the required cardholder’s record in the main dialog.

Ask the enrollee which palm they wish to use at the palm vein reader.

5. Select the corresponding palm in the hands diagram.

The palm is marked with a question mark.

6. Give the enrollee instructions for presenting their palm at your model of the palm vein
reader. (The following steps may be require some modification depending on make and
model).

7. Click the Enroll palm veins button.

The palm vein reader’s lights change to indicate readiness to read.

—  Place the palm on the palm vein reader.

—  Wait until the reader lights flash

—  Remove the palm from the reader for approximately one second, and replace it again.

— If the reader lights flash again, repeat the previous step until the reader shows either
constant green or red lights.

—  Green: The palm vein pattern has been enrolled successfully.
— Red: The palm vein pattern has not been enrolled. Verify that the enrollee followed
the manufacturer’s instructions and repeat the procedure.

8. When the palm vein pattern is successfully enrolled, the question mark icon in the hands
diagram turns into a green tick icon.

&

9. Click (Save) to store the read palm vein pattern.
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Testing a stored palm vein pattern

PobdE

Navigate to Personnel data > Persons > tab: Palm vein

Load the required cardholder’s record in the main dialog.

In the hands diagram, select the hand you wish to test.

Click the Compare palm veins button.

The palm vein reader’s lights change to indicate readiness to read

Place the palm on the palm vein reader.

Wait until the reader shows either constant green or red lights.

—  Green: The palm vein pattern matches the pattern stored.

— Red: The palm vein pattern does not match the pattern stored for you.
Verify that the enrollee followed the manufacturer’s instructions and repeat the
procedure if necessary.

Deleting a stored palm vein pattern

ok wbdE

Navigate to Personnel data > Persons > tab: Palm vein

Load the required cardholder’s record in the main dialog.

In the hands diagram, select the hand whose palm vein pattern you wish to delete.
Click the Delete palm veins button.

Await a dialog box confirming the deletion.

Using a palm-vein reader at an entrance

Notice!

Reader offline
If the palm vein reader is flashing blue lights, then the reader is not connected to the
network, and will not function. Inform the security staff.

Present your card to the card reader.

If verification by palm vein pattern is required, the palm vein reader now signals readiness
to read.

Hold your palm over the palm vein reader until it displays either green or red lights.
Green: The palm vein pattern matches the pattern stored for you. Access granted.

Red: The palm vein pattern does not match the pattern stored for you. Access denied.

LED light signals
Note that light signals may vary depending on make and model.

Blue (flashing): The device is powered on but not connected to the network.

Blue (constant): The device is powered on and connected to the network.

Blue and pale (constant): The device is ready to read a palm vein pattern.
Flashing under the enrollee’s palm: Signal to remove the palm from the reader for
approximately one second, and replace it again.

Green (constant): The palm vein pattern has been recognized.

Red (constant): The palm vein pattern has not been recognized.
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3.4.6 Authorizing persons to set Office mode

Introduction

The term Office mode describes the suspension of access control at an entrance during office
or business hours. The entrance remains unlocked for these hours, to allow unhindered public
access. Outside of these hours Normal mode applies, that is, access is granted only to persons
who present valid credentials at the reader.

Office mode is a typical requirement of retail, educational and medical facilities.

Prerequisites

For office mode to operate, the following requirements must be met:

In the configuration (device tree)

—  One or more entrances must be configured to allow extended unlocked periods.
— At least one keypad reader must be used at the entrance.

In the client (Persons dialogs)

— One or more cardholders must be authorized to put the entrance in and out of office
mode.

—  Their cards must be valid and allow access to the entrance outside of office mode hours.

Procedures for authorizing persons to set office mode

Procedure for individual cardholders

1. Navigate to: Personnel data > Cards > tab:Other data and create or find the designated
cardholder in the database.

2. Select the check box Permission to unlock doors.

A

3. Click the diskette icon to save the cardholder’s data.

Procedure for groups of cardholders

1. Navigate to: Personnel data > Groups of persons and use the filter criteria to assemble a
list of cardholders in the list window.

2. From the dropdown list Field to change select Unlock doors

Select the check box Unlock doors.

4. Click the Apply changes button to save the cardholders’ data.

w

Instructing the cardholder how to start and stop office mode

To start or stop office mode at an entrance, the cardholder presses the number 3 on the
keypad, and then presents their specially authorized card at the reader.

The entrance remains unlocked until an authorized cardholder presses 3 and presents the
card again.

Note that guards with guard cards can stop office mode in the same way, without special
permission.

Notice!

Office mode and device parameters for Door

Office mode overrides the Unlock door parameter in the Options tab of a door in the Device
Editor, allowing only 0 Normal mode and 1 Unlocked.
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3.4.7

3.4.8

Companies

Introduction to the Companies dialog.

—  This dialog can be used to create new companies and modify or delete existing company
data.

— The company's name and short name must be entered. The short name must be unique.

— If the entry of a company is mandatory in the Persons dialog, create the company in this
dialog before attempting to create personnel records for that company.

—  Companies cannot be deleted from the system if personnel records are still assigned to
them.

Print Badges

Dialog path

Client main menu > Personnel data > Print badges

Procedure

1. Create or find the relevant cardholder in the database.

2. Click the Import picture button

3. Select the correct photo from the file system.

4. Click Open to choose the file.

5. If required, adjust the cropping frame to select only a part of the photo.
6. Click the OK button to finalize the selection.

The selected area appears in the photo frame on the dialog.

Marne: | “ustermann

First name: IMax
I Administersd globalky

Eirth name: I

Personnel no.: | SC999000

Date of birth: |T._. 08091938 3:

Employes ID: IEmponee

j Gender: IMaIe -

Company: | Test_Firma

J Title: |—

Car license Mo.: | Cardoo9ss

Cardno,: |

Reader., | » | 10f20/2014

Capturing ID photos on the dialog
Prerequisite: A USB camera is connected at the current workstation, and directed at the face
of the person in question.
1. Navigate to Personnel data > Print badges
2. Select the personnel record of the person to be photographed.
3. Click the arrow button next to the Capture button and select a camera from the list of
connected cameras.
4. Click the Capture button.
A photograph is taken and displayed in a preview window with a cropping frame.
5. If required, adjust the cropping frame to select only a part of the photo.
6. Click the OK button to finalize the selection.
The selected area appears in the photo frame on the dialog.

Printing a badge

Prerequisites:

— At least one badge layout has been created and saved (with the command Save to
gallery) in the ACE Badge Designer tool, invoked from the BIS Configuration Browser.
This tool has its own online help.
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3.4.9

Note that badge layouts can be single or double sided. Layouts that are activated for use
by the Print badges dialog are stored on the server in the folder ..\Mgts\AccessEngine
\AC\Layouts\

— Asuitable badge printer is connected to the workstation.

Procedure

1. Navigate to Personnel data > Print badges

2. Select the personnel record of the person to be photographed.

3. Select a layout from the Layout drop-down list.

4. Click the Print button.
A preview of the badge appears, instantiated with the personnel data and ID photo of the
current

5. Verify that the data are correct, and click the Print or the Cancel button.

Printing forms

ACE provides template forms for printing records of personnel data.
To print a form, proceed as follows:

1. Inthe ACE Client navigate to Personnel data > Print badges

2. Select the required personnel record.

3. Select a layout from the Form drop-down list.

4. Click the Print form button.

5. Select a printer from the list of those available to your system.
The form is instantiated with the personnel data of the current personnel record, and
sent to that printer directly.

Cards

The purpose of this dialog is to assign cards, access authorizations, or bundles of

access authorizations called access profiles to personnel records.

Access authorizations and profiles are assigned to persons, not to cards.

New cards that are assigned to a person receive the access authorizations already assigned to
that person.

Note: Using access profiles to bundle authorizations

For consistency and convenience, access authorizations are not assigned singly, but typically
bundled into Access profiles and assigned as such.

— ACE Client: System data > Access profiles

The card list

A list of cards owned by the selected person is displayed in the Cards dialog. Among the

attributes shown in the list are:

—  The card usage type.

— Aflag whether the card can be used for a configured offline locking system.

—  Whether the card is blocked due to the repeated use of invalid PINs. This state is
specially highlighted.

—  The creation date of the card

—  An expiry date (Collecting date) of the card.
Note: If a motorized card reader is in use, it can physically withhold an expired card.
Otherwise the card is simply invalidated.
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—  The date when the card was last printed, and the number of cards printed.
—  Details of the code data.

Option Administered globally

The data of persons who have the setting Administered globally (check box beside the photo
frame) can be only be edited by operators who have the additional right Global Administrator.
The following data are read-only for operators who do not have this right:

—  All data of the dialog Persons, except the tabs Remarks, Extra info and custom fields.

—  All data of the dialog Cards.

—  All data of the dialog PIN Code.

This Global Administrator right can be assigned in the in the following check box:
—  BIS Configuration Browser menu: Adminstration > Operators > tab: ACE operator
settings > check box: Global Administrator.

3.4.9.1 Authorizations tab

Assigning authorizations bundled as Access profiles

The most convenient and flexible way to assign authorizations to cardholders is to bundle

them first into Access profiles, and then assign the profile.

—  For creating Access profiles see the section Creating access profiles

— To assign an Access profile to this cardholder, select a defined profile from the Access
profile: list

Assigning access authorizations directly

On the Authorizations tab:

All access authorizations that have already been assigned to the person appear in the list on
the left.

All access authorizations that are available for assignment appear in the list on the right.
Select items and then click the buttons between the lists to move items from one list to the
other.

A . .
J assigns the selected item.

il unassigns the selected item.

<< ) ) .
—lassigns all available items.

>3 . ) .
——lunassigns all assigned items.

Option: Keep authorizations assigned

The effect of assigning an access profile to a person depends on the check box Keep

authorizations assigned:

— If the check box is cleared, any selection made before this and any access authorizations
that have already been assigned are replaced when the profile is assigned.

— If the check box is selected, the authorizations of the profile are added to the assigned
authorizations.
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Limiting the time-span of authorizations

Use the date fields Valid from: and until: to limit the start and end times of the authorizations
and profiles. If no values are set then the authorization is valid immediately and of unlimited
duration.

Click J to open a dialog to set durations for individual authorizations.

Displaying the entrances of an authorization
Right-click an authorization in either list to display a list of the entrances that belong to it.

Locations tracking for persons and vehicles

ID card readings at parking lot readers are assigned to an ID card holder’s vehicle. Detailed car
data is stored along with the card holder’s access rights for parking lot areas. A person’s
current whereabouts therefore include the locations of both car and person. A location record
is created each time the ID card is scanned. When the card is read by the parking lot's exit
reader, the final record is created.

Example A person with authorizations for parking lot area A and building Il scans his ID card at
the reader in parking area A. A record is created, specifying that this person is in "parking lot
area A”. If the person subsequently scans his card at other readers, e.g. a reader at an
entrance to building Il, another location record is saved. This location record is updated at
each subsequent reader until the card is once again scanned at the reader in parking lot area
A.:

Recording Card Data

Every person under access control requires a card or other electronic credential, which is
assigned to its holder in this dialog.

Reader registrations cannot be done using the Persons dialog. Registrations can only be
assigned to the person when his data is linked to the ID card via this dialog.

According to the settings of the system the card number can be assigned by manual input or
automatic capture.

Manual Data Input

Click the Record card button to assign an ID card to a person. The Record ID dialog mask
appears. One of these two input dialogs will appear, depending on the type of card and the
controllers and readers in use.

Card no.; “ Card no.: “
Customer code: | DoOOQQO007 Yersian IW
Custamer code; ||:||:||:||:||:|1

Country code; ||:||:|

ok Cancel | ok Cancel
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3.4.9.2

Manually enter the number printed on the ID card - card numbers are automatically padded
with zeros so that they are always stored as 12 digits. In some systems, no new ID card
numbers will be assigned if an ID card is lost; instead the same ID card number is issued, but
with a higher version number. The national index number and the customer code are provided
by the manufacturer and must be entered in the registration file of the Access Engine system.
After checking that the ID card is not already in use by the system, it can be assigned to the
person. Successful assignment is confirmed by a pop-up window.

Data capture by reader

Personnel data can be read from ID cards.

1. Click the 2}button on the right-hand side of the Record card button to select a
configured card reader.

2. Click the Record card button. Depending on the type of reader you can now enter card
details in a dialog box, or read data from the card by presenting it to the reader.

Changing Cards
By clicking the Change card button the following dialog is brought up if Dialog reader is
selected. Otherwise the Read card window is shown as seen above:

Recording badge ID [x]

Codro: [~
Version: lﬁ
Customer code: [oanien |
Countiy code: [z

B

Deleting ID Cards

Click the Delete card button to remove a person's assignment to a card. If you delete a
cardholder’s last card then the person's status changes to unregistered (red label next to
Registered in status bar).

Other data tab
On the Other data tab you can set additional options for cards.

Assigning a time model:
Use the Time model list box to specify the card holder’s daily hours of access, that is, the
periods in which the cardholder’s credentials will grant access.

Excluding persons from random screening
Select the check box Excluded from random screening to exempt them from being randomly
selected for inspections at entrances and exits.

Exclude persons from PIN-code checks
Select the check box Disable PIN code check to exempt them from having to enter their PIN
codes at PIN-code readers outside of normal working hours.

Notice!

Exclusion from PIN-code checks affects the whole system.

For example, because the PIN codes of these persons are not checked, they will also be
unable to arm or disarm alarms at entrances in door model 10.
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Extending the door opening time

Select the check box Extended door opening time to give persons with disabilities more time
(default is 3x) to pass through an entrance before the state Door open too long is generated.
Note: The default extension factor can be reset in the properties of the MAC in the Device
Editor.

Select Global Access Settings > Time factor for handicapped persons

Tour monitoring

A Tour or Route is a strict sequence of readers that is defined in the Client menu:

Tour monitoring > Define routes dialog.

To assign a tour to a cardholder, select the Tour monitoring check box, and select a defined
tour from the drop-down list. If no tours have been defined the check box will be inactive.
When assigned to a cardholder a Tour becomes activated as soon as the cardholder scans
their card at the first reader in the sequence. After that all the readers in the sequence must
be used in order, until the tour is completed. Typical uses are to enforce strict access
sequences in industrial clean environments, hygienically controlled, or high-security areas.

Permission to unlock doors
Select the check box to allow the cardholder to unlock doors for an extended period, see
Office mode.

3.4.9.3 Smartintego tab

Smartintego locking systems

Introduction

The Smartintego card reader first tries to authorize access via the main access control (AC)
system. If connection fails it searches its stored whitelist for the card number.
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Present
valid card

Access reguest sent
to AC system

Card

author-
ized?

Answer
from AC
System?

Card on
white
list?

Unlock door

Do not unlock door

k.

Access authorizations for the Smartintego locking system are assigned in much the same way
as any other access authorizations.
Prerequisites

A SimonsVoss Smartintego locking system has been configured within your access control
system. See the configuration guide for instructions.

The cardholders are using MIFARE Classic or MIFARE Desfire cards.

Smartintego uses the Card Serial Number (CSN).

The assignment procedure

The following procedure describes how to add a card number to a Smartintego whitelist , in
addition to any authorizations that are already assigned via the main access control system.
Whitelists are stored locally on the Smartintego doors, so that a reader can grant access to
the whitelisted card numbers even when the connection to its MAC is broken.

Additions to and deletions from the whitelists are transmitted to the Smartintego readers as
soon as the cardholder data is saved, and a connection is available.

1.

2.
3.
4

In the ACE client menu select Personnel data > Cards

Select the person to receive Smartintego authorizations

Select the Smartintego tab.

Make the assignments:

—  All access authorizations that have already been assigned to the person appear in the
list on the left.

—  All access authorizations that are available for assignment appear in the list on the
right.
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3.4.9.4

3.4.10

Select items and then click the buttons between the lists to move items from one list to the
other.

4 . .
A assigns the selected item.

il unassigns the selected item.

€4 . . .
assigns all available items.

> . . .
——lunassigns all assigned items.

Alert card tab
This section describes how to create an Alert card that can be used to trigger a threat level

Introduction

An alert card is a card that triggers a particular threat level when presented to a reader. A
threat level cannot be cancelled by an alert card, but only through the access control
software.

Prerequisites
—  An enrollment reader is configured on your system.
— At least one threat level has been defined in the system.

Dialog path
Main menu > Personnel data > Cards > Alert card

Procedure
1. Load the Person record of the person to whom the Alert card will be assigned
2.  On the Alert card tab, click Record card
- A popup window appears: Select threat level
3. Inthe popup window, select the desired threat level and click OK
— A popup window appears: Recording badge ID
4. Enter the usual card data corresponding to your site installation, and click OK
—  The Alert card that you have recorded appears in the list on the Alert card tab.

Permitting access by PIN alone

Background

Keypad readers can be configured to allow access by PIN alone.

When readers are so configured, the access control operator can assign individual PINs to
selected personnel. In effect, these personnel receive a "virtual card" that consists solely of a
PIN. This is called an Identification PIN . By contrast a Verification PIN is a PIN used in
combination with a card, to enforce greater security.

The operator can enter PINs for personnel manually, or assign to them PINs generated by the
system.

Note that the same personnel can continue to access using any physical cards that are also
assigned to them.

Notice!
This feature is only available to operators with the special permission to assign virtual cards.
Please contact your system administrator if you lack permission.

Bosch Sicherheitssysteme GmbH Operation Manual 2021-05[4.9.0.1 | OM



50 en | Operating the system Access Engine (ACE)

3.4.11

To allow a cardholder to access at a keypad reader by PIN alone, proceed as follows.

Path

Procedure

1.
2.
3.

6.

Select the cardholder for whom you wish to permit access by PIN alone.

Click the *] arrow button to the right of the Record Card button.

Select a reader of type Dialog Enter PIN or Dialog Generate PIN.

If there are none of these available, please contact your system administrator.

Depending on the type of reader, proceed as follows:

— If the reader is of type Dialog Enter PIN then enter a PIN in the text box and click
OK.
Note that the system may reject PINs that do not conform to system parameters or
standard security regulations. In this case please use a different PIN.

— If the reader is of type Dialog Generate PIN then click the button Generate PIN and
click OK.
Note that you may click the button repeatedly until a PIN is shown that is acceptable
to the cardholder.

When the PIN has been accepted, a new line appears in the list of cards for the selected

cardholder. The line represents the PIN as a virtual card with the word PIN in the Card

no. column.

Click the H diskette button to save the cardholder data.

PIN Code

Dialog: PIN-Code

For access to zones with higher safety requirements, access authorization may not be
sufficient. Here a PIN code must also be entered. Each person or ID card can have a PIN code,
which is valid for all areas. The system prevents the use of very simple codes (e.g. 123456, or
palindromes like 127721). Validity can be restricted and is specified for each person in the
dialog.

If a PIN code is blocked or has expired, access to the area requiring the code is denied, even if
the ID card is still valid for all other areas.

If an incorrect code is entered three consecutive times (default setting - this can be
configured between 1 and 99), this card is blocked, i.e. access is denied to all areas. A card
blocked in this way can only be unblocked via the Blocking dialog.
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|—_T B ‘ Q - - ﬁ - » < e Division: |fefauis
% Main menu Mame: I Mustermann First name: I Max
Birth name: I
L Perzons Personnel no. : |5cggggug Date af birth: ITu 0509/ 1955 3:
Emplovee ID: IEmponee j Gender: IMale vl
h Companies Company: | e Title: ID,-
Cat license Mo, : | Car000993
ﬁ Prirt hadges
£ 10/20/2014
Card no.: | Reader.. | >| f2of
Cards I administered globally
FIN code PIM code: I LTI
Confirm: quu
:ﬂ Blocking valid until: [P 01/21/2013 =]

Enter a new PIN code in the PIN-Code input field and confirm by re-typing. The length of the
PIN code (between 4 and 9, default value 6) is configured by the system administrator.

Notice!

How cardholders enter identification PINs at card readers depends the kind of readers
configured in your system. For example:

At RS485 card readers the cardholder enters: 4 # <the PIN>

At Wiegand and other card readers the cardholder enters: <the PIN>#

Be sure to inform cardholders how to enter their PINs. If in doubt, consult your system
administrator.

PIN-Code for arming intrusion detection systems (IDS)

Input of a 4 to 8 digit PIN (default = 6 - the same length as the verification PIN). This PIN will
be used to arm an IDS.

The display of this fields can be parametrized. Only if the control separate IDS PIN is
activated the control are available.

—  Configuration Browser > Infrastructure > System configuration > ACE PIN-Codes
Select an expiration date if required.

If the input fields to enter the IDS PIN are not available, the verification PIN can be used to
arm and disarm the IDS too. But, if the input fields are shown in this dialog, the arming PIN
can be used for IDS, only.

Default setting: The input fields for the PIN Code Arming are invisible.

Alarm (Duress) PINs

Persons under duress may trigger a silent alarm via a special PIN code. Because the silent
alarm needs to remain unnoticed by the aggressor, access is granted, but the system
operators are alerted to the duress.

Two variants are available which are activated at the same time and the person being
threatened can choose between them:

— Inputting the PIN code in reverse order (321321 instead of 123123).
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— Incrementing the PIN by 1 (for example: 123124 instead of 123123). Note that if the last
digit is 9 then the PIN is still incremented, so PIN 123129 would have a duress PIN of
123130.
3.4.12 Blocking

Dialog: Blocking

In certain situations it is necessary to deny access to a Person temporarily, or to remove a
block imposed by the MAC, e.g. due to incorrect PIN codes being entered three times, or to
random screening.

Blocking means that all access is denied for this person, regardless of the credential used.

<« hdain menu

I Persons
h Companies
H Prirt badges
=]

; Cards

¥ PIM code

e

Blacklizt

Group of
pErSONS

Group
autharizations

),
&

Ateas

A W« T » o <O
Mame: |MusterFrau First name: |nnita
Eirth name: |
Personnel no.: Isc41155 Date of birth: ITh 12{14/1995 3:
Employes ID: IEI'ﬂD|DVEE vI Gender: IFemaIe - ” !
Campany: Iil'est_Firma J Title: I »
Car license Ma.: ICar2515132 I‘
10fz0f2014
Card no.: |DDUDDDIDIZS4 Readzr, , |>| i20f
Card no. Application type PIMlock | Created on Last printed on Mo, of prints | Code data

4 | Personal card

10/21/2014 0Z:57. 0 | Customer code:150, Badge no.:10123: rsion:4, Country o

Release PIN ack

~Blocking

Elocked Fram Elocked until Elocking reason Last edited by

lew | change Delete

1. Select the person as usual.

In the Blocking pane, click New or to create a block for the currently selected person.
3. Enter additional information in the popup dialog:

—  Blocked from / until: (If no end time period is specified, the person is blocked until
the block is lifted manually.)
Block type:

Blocking reason: (For the person’s record, if the block type is Manua1l)

Click Save in the popup to save the block.

If required, select a block from the list and click Change or Delete to change or delete it.
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If Manual lock is chosen as the block type enter a Blocking reason for the person’s record.

Notice!
The block applies to the person not to a particular credential. It is therefore not possible to
cancel or avoid the block by allocating a new ID card.

3.4.13 Blacklisting
Dialog: Blacklist
Any cards that must never be used again are, for example stolen or lost cards, are entered into
a blacklist table.
Note that the credential is blacklisted, not the person.
Notice!
The process is irreversible. Cards on the blacklist can never be unblocked, but must be
replaced instead.
Blacklisted cards do not grant access. Instead the attempted use is recorded in the log file,
and an alarm is generated.
A« « T »»w<eo over: QT -]
 Main menu Marne: |,\‘1usterfrau Firsk nare: |Anja
Birth name: I
l Persons Personnel no.: |5c41155 Date of birth: ITh 12{14/1995 3:
Employee 1Dt IEmplUYBB - Gender: IFemaIe vl
h Companies Compary: ITest_Firma J Title: I
Car license Mo.: I CarZ515132
% Print badges
Card no.: | mlﬂ 10j20{2014
el Card no. |Applicatiun bype PIN lock | Created on Last printed on | Mo, of prints |CUdE data

PN code
:ﬂ Blocking

fa® Croupof
a[i=| persons

Beason:

Fut cardlon black list |

Main menu > Personnel data > Blacklist

1. Select the person whose ID card is to be put on the blacklist.

2 If more than one card is assigned to this cardholder, select the card in the list ID card No.
3. Enter the reason for blacklisting this card in the Reason input field.

4. Click the Blacklist this card button.

5. Confirm the blacklisting in the popup window.

The card is blacklisted with immediate effect.
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Notice!
Blacklisting affects cards, not cardholders.
Non-blacklisted cards belonging to the same cardholder are not blocked.

3.4.14 Dialogs for editing multiple persons simultaneously
Group of Persons
QA< e
1 Persans Mame: [ wni staing it [

First name: until starting with:

h Companies
Personnel number: until starting with:

ﬁ Print badges Company: until starting with:
E Xl
Card: until starting with:
-~ Cards
Walid are j—|
¥ i code Gender: It
-
Department:
Blocking
:ﬂ Cost center:
=
:@ Blacklist
Number of records found: 2 7 Show al
1 Name First name Gender Pers. number | Location | Cost unit Job title Company Department Card number Time model Walid from Walid until
= Musterfrau  Anja Female SC41156 Test_Fima
Mustermann Max Male Sc933000 Software-Entwickler | Test_Firma
Group
authorizations
<§> Areas
& Change division
PegaSys
= Stoppage card 4 | _DI
wianted field to change: I j
i) Keys
‘wanted action: -

Another dialog selects a group of persons to which group modifications can be defined. To
keep control over the selected group of persons the first ten persons are listed with names
and real data form the database (real data: if “ST-AC” is selected as a department, then e.g.
“ST-ACS” and “ST-ACX” will be displayed). In addition, the number of persons of the selected
group is displayed.

After the group of persons has been selected the following entries can be selected:

- Employee ID

- Name

—  First name

- Personnel number

- Company

- Card

- Valid on

- Gender

—  Department

-  Cost unit

-  Reserve fields if defined
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Then the modification option can be selected:
—  Field to be changed

-  Desired action

- Old value

- New value.

Thus the designed values are entered into the field Old value or New value respectively. By
selecting a button Apply changes and confirming the safety request apply changes for all
selected persons? the action will be completed, i.e. the dialog cannot be used while the
action is ongoing. Actions triggered by the fields *1 to *4 will probably take more time than the
other fields (without a star), and not all modifications are allowed. Thus, for instance, Desired
action cannot be compared with New value, as these inputs are not covered by the standard
product. The Old value and New value fields can also vary respectively.

Group Authorization

« Main menu

1 Persons
h Companies
% Prirt badges
Cards

PIM cacle
’n Blocking

S= Blackist
=5

) Group of
a[i=] persons

Q< e
Employee 1D IEmpInyee -

Mame; I"— until starting with: li
First name: I— uritil starting with: li
Perzonnel number, I— until starting with li
Company: l— until starting with: l—
Card. I— until starting with: l—
Yalid on Iﬁ
Gender. I had
Department: I—
Cost center I—

Group authorizations

2 selected persons Authorizations Filter: 141

Mame | First name Personnel na, Assign Wwithdraw | MName | MAC | Time mode | Divisian
C

Musterfrau | Anja SC41156 Mo Mo Door AL
Mustermann | Max 5933000

Common

In the menu item [Group Authorization] the following search criteria are supported:
- Employee ID

- Name

—  First name

—  Personnel number

- Company

- Card

- Valid on

- Gender

—  Department

—  Cost unit

-  Reserve fields if defined
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3.4.15

After this, a list shows in the lower part of the dialog which displays all selected persons (with
name, first name, and personnel no.). All authorizations with description of the authorization
are listed on the bottom right, with description of the authorization, time model, and the
columns [Assign] and [Withdraw]. When the authorization list opens the current
authorizations are not shown, and the columns [Assign] and [Withdraw] are preset to “No”.
Now, the individual authorizations can be assigned by double clicking the field in either
column, which converts the “No” to a “Yes” entry or vice versa. Clicking Execute changes all
authorizations assigned with “Yes” are added to all selected persons, or withdrawn,
respectively. All other authorizations for the persons remain unchanged, as usually the
selected persons don’t have completely identical authorizations.

Areas

Dialog: Areas

The system can automatically trace a person's whereabouts. If, for one reason or another (e.g.
fire alarm exercise), the trace is lost, the person's location can be set manually in the system.
If, for example, access sequence check is activated and a person passes an ID card reader
without using his ID card, the system will not be aware of the person's change in location. At
the next ID card reader, what the system considers to be the wrong location can lead to the
person being denied access. In these cases, the location must be corrected manually. The
same applies to vehicles.

Dialog path
Main menu > Personnel data > Areas

E Building Integration System - Access Engine - Dialog-Manager - http:/ /localhost /Documents /DlgMgr_htm

.
Access Engine = BOSCH
PR A w<« T»>» <o o (|
= MWain menu Marne: IMustermann Firsk name: | max
Birth name: I
l Persons Personnel no.: | scgganon Date of birth: | Tu 08091988 3:
Emploves I0: [Employes = Gender: lhl
h Companies Comparty: [fest_Firma J Title: [or
Car license No.: | Car000998
ﬁ Print badges
=
Cardro.: | m 10/20j2014
e Carcs
Location: I j
L PIN cods

Jﬂ ekl Location of the vehicle: I j
=
:@ Blacklist
[ Group of
a[E=] persons

Group

authorizations:
& Change division

PegaSys
= Stoppane card
i) Heys

Registered: 0 [Blocked: = [o authorizations: B [Last access: |Pegasys: =
|Boschrdr Common [4of 5 [10f20/2014 11;:01:17 AM [10/21/2014 10:10:24 AW [BIS
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1. Select the person from the database as usual
2. Select a new location from the pull-down lists Location or Location of the vehicle

3. Click to save the correction.

General reset of locations

Note that corrections made in the Personnel data > Areas dialog affect only the location of
the selected person or the vehicle.

To reset the locations of all persons/cars unkNowN in, for example, after an evacuation drill,
use the dialog:

Main menu > System data > Reset Areas Unknown dialog.
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Visitor Management
Visitor Data

Introduction

The system supports the quick and easy administration of visitor data. Data for visitors who
are already known can therefore be entered and access authorizations set before the visitor
arrives. When the visitor arrives, only the card has to be assigned. At the end of the visit, when
the card is returned, the connection between the ID card and the person is deleted again and
the authorizations are automatically withdrawn.

If the visitor's data is not deleted by the user, this is done by the system at the end of the
configured amount of time (default value 6 months) after the ID card was returned for the last
time.

There are two dialogs for the administration of external visitors.

-  The Visitors dialog is used for entering visitor data and visitor access authorizations.

—  The Visitor cards dialog regulates the registration and deletion of visitor cards.

Dialog: Visitors

Visitors have a strictly separated status from other persons and are therefore processed in a
separate dialog. Persons with visitor identification can neither be created in the Persons
dialog nor have ID cards recorded for them in the dialog for that purpose.

Among other things, there is no Employee ID input field in the Visitors dialog. Since there is a
separate database table for visitors, persons created in the dialog described here are
automatically identified as visitors. This therefore means that no persons other than visitors
can be created here. Accordingly, selections are only made in this dialog in the relevant
database table. In contrast, all persons registered on the system can be selected in the other
personnel data dialogs, but may not always be able to be used for visitors (the Cards dialog).
Where known, visitor data can be completely or partially entered in the system before the
visitor arrives. This provides a minimum of waiting times for visitors whose data have already
been recorded.
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|—_T B ‘ C)\ ™ - ﬁ - M % < e i Division: [Sege v
. — ) - Official pass
« Main menu Last name:  Wisitor11 Firstname:  Firstname11
Birth name: Date of birth:  Tu 03/16/1976 s © Passport
Visit () Driver's licence
oL Street, no: Zip code J City: ) Identity card
Phone: () other:
% GELTES Car license MNo.:
Employee ID: | yisitor - Company: Number:
Card no.: Reader.. ﬂ
Additional data | Authorizations | Form/Photo | Signature |
Attendant: E] Reason:
Remark:
Expected arrival:  Tu 07/18/2017 12:00 AM = Expected departure: s
Date of arrival: . Date of departure: =
Visited person: E] [T Extended door opening time
Location:
Card no. Application type PIM lock Collecting date  Code data Read card ... Ll
Withdraw card

The Reason of the visit, the Location the visitor visits and a Remark may be entered in the
input fields below.

If you choose to enter data in the expected arrival and expected departure fields, these dates
will then also appear in the valid from and until fields.

The relevant dates are entered in the Date of arrival and Date of departure fields by the
system when visitor data is respectively assigned to and separated from a visitor ID card.

As with the Cards dialog, there is also the possibility of assigning visitors extended door
opening times" to ensure easier access, e.g. for disabled persons.
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Access profils: | | [~ Keep authorizations assigned
Assigned access authorization Available access authorizations Filker: I oj 0o
Hame [mac Time model | alid from Wald unti Hame [mac [ 7ime madel [ oivision
Hl
=
(3 |
= |
41 | |
Walid from: 3: until: I 3: I
Time model: I(wwthuut time model) : j T Tour moritaring -
Card no. IAppIication bype | PIN lack ICreated an ILast printed on Mo, of prints | Code data | Read card ... j
Canfiscate card
Registerad: = |Blacked: 9 [Mo authorizations: B |Last access: [Pegasys: = |
[Boschrdr Common  [1of 1 changed [10/20/2014 03:15:33 PM | 55

In the Assign authorization dialog field an existing visitor profile can be selected in the
homonymous selective list, or single access authorizations from the Available access
authorization list can be selected in the Assigned access authorization list on the left by
marking and transferring them from the right list.

Only Access profiles which are marked as Visitor profiles can be selected in this dialog.
Thereby it shall be avoided that visitors get access to special areas by the allocation of general
authorizations.

The validation of access authorizations can also be set for each authorization by themselves.
If the card reading has got an error, the ID card number may also be given manually. The
current date is stored as arrival date simultaneously.

After the visit the visitor returns his ID card. While this ID card is read in a card reader or the
ID card number is entered manually, the associated person is selected and his data are
displayed on the screen.

The operator confirms the return of the card. The association between the ID card and the
visitor is removed by clicking the Confiscate card button. The date and time of this action are
stored as departure date.

Dialog: Visitor Cards

Some cards in the system are reserved as visitor cards. Normally a visitor card is assigned to
an incoming visitor and returned when that visitor leaves. Then the card can be reused. Such
cards need to be registered as visitor cards in this dialog before they can be assigned to
visitors:

Notice!
In general, visitor ID cards are created without a name or photo, to make them reusable.
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« Main menu

@ Yisitors

< @

Division: | Reyg e

Reqister card

| Reqister card

rDereqgister card

Read card I 3 | Card no.: I
Delete card I Last name: I
First name: I
Drake of birkh: I j
Show list 52

Click Register ID card button for the registration.

The input procedure described previously (sections Persons and ID cards in the Personnel

data chapter) is then used with the ID card number in order to detect the ID card. This allows
the system to recognize the ID card as a visitor ID card and it can then be applied within the

scope of the following dialogs.
<<= Hide lisk

Card no,

In use

Marme

First narne

Usage type

Division

To make the assignment of visitor ID cards quicker, it is advisable to scan all existing ID cards,
so that these cards can be assigned to the respective visitors in the next dialog.

At the end of the visit, the visitor returns the ID card. By scanning this ID card at a dialog
reader or by entering the ID card number, the person to whom the card is assigned is selected
and this person’s data is displayed on the screen. [For inputting the ID card number manually
and switching to the use of readers, please see the descriptions in the Dialog: Cards and
Dialog: Visitors.] The user confirms the return of the ID card. The connection between the ID

card and the personnel data of the visitor is removed using the button. The current date is

stored as the departure date.
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Printing a Visitor form

The toolbar of the Visitors dialog contains an additional button
visitor certificate. Among other things, the person receiving the visitor can use this visitor
certificate to confirm if and when the visitor arrived and left.

Visitor pass

Firsl- and lasiname

Steven Visitor

Company

Access Engine (ACE)

for printing out a

Proot of authonty Reglstration plate
for plant area
Passad card
Contact person =hone Department

Aeasaon of vslt

Wislt appaintment

D Yes  [] Me

Type of officia
Passport

Humber of ofcal document

accep! the terms
and condifions overleal

Locadon, cale

Sign of visitor

denty card with phata seen 7

] res [] Hhe

Sign of plant protective force

To compiete from wisibed person

Amival at
Ceparture at

To sign on visted parson
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4.2

Visitor too late

The view Visitor too late enables an operator to check the location of visitors on the premises,

and see whether they have overstayed their scheduled departure time.

— Toview the html page, authorized operators need to have its link configured on their start
screen.

— It is possible to create an alarm trigger in the BIS to respond to the Visitor too late
message. The trigger can then open the html page with the visitor's data.

Events that lead to the message Visitor too late:

When a card is assigned to a visitor the operator enters the expected time of departure. When
the visit ends the visitor returns the card to the reception desk where an operator cancels the
card.

Alternatively a motorized card reader can be used as an exit reader for visitors, and configured
to retain the visitor’s card when they leave the premises.

If a visitor fails to return the card before the prearranged time of departure, regardless of
whether the visitor is still on the premises, a Visitor too late message is generated by the
system.

This check for overdue card returns is executed at regular intervals (e.g. every minute). A
Visitor too late message will be generated by each check until the card is returned. The time
interval can be configured in the server’s registry under: HKLM\ Software\Micos\SPS
\Default\VLDP\Interval

Notice!
The generation of this message can be deactivated in the server’s registry under: HKLM
\Software\Micos\SPS\Default\VLDP\Active

This feature enables the customer to detect any visitor who doesn’t meet the designated
officer or doesn’t report back at the reception or exit gate after meeting the officer in the
given time frame.

It is checked:

—  Which is the last used area for the visitor’s building access tag,

— If the visitor has drawn back the building access tag,

— If the visitor has drawn back the vehicle tag, if applicable.

A Visitor too late and Vehicle too late report are generated.

If not returned, the current area of the tag could be printed in the ‘visitor too late’ report.
The visitor status is displayed on the website with colored bars::

—  Green: The visitor has returned all access cards.

—  Yellow: The visit is not yet finished and the time has not yet expired.

— Red: The visit is not yet finished and the time has expired, i.e. Visitor too late.
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Datei Bearbeiten Ansicht Chronik Lesezeichen Extras Hilfe

Time Account Manage.. % Bl RESTClient

x EMMM u_‘_mmmm_ x  hpf172

‘_'J; httpe// 172 torsToolate X \_'!-

& & 1721801903

v! Show returned

| Vehicle search: AC

e B~ Googt

. Shopping | Mac [ Citrix Receiver [ Citrix Access Gateway .. [] BOSI-ENG Issue Tracki... [E) Google [l LEO [ Piuralsignt

PR ¢ AGE =

BASTA | Community . Nachrichten | BOSCH »

o i Refresh (in 10s)
LI Too late only ¥ No date
Fritz Mustermann A 15.07.2014 08:21:00'000
Dep. 10:22:00 exp. Vehicle
over 1 d/23h 58'31 Dur. 1 d/23h 59'31 Last area Zone A
Test Visitor Test Visitor Arr. 16.07.2014 14:55:00'000
e Dep.  09:04:54 Vehicle
! 6%?;2?: 15h 04'54 Dur  16h09'54 Last area AUSSEN
Malmendier Walter Arr. 16.07.2014 14:52:00'000
(| Dep.  00:00:00 exp. Vehicle AC-WM-1234
over 10h 20'31 Dur. 17h 28'31 Last area
Cibis Roman Air. 16.07.2014 14:53:00'000
Dep. 02:00:00 exp. Vehicle AC-CC-1010
over 8h 20'31 Dur. 17h 27'31 Last area
Nettelbeck Ulrike Arr. 17.07.2014 07:39:00'000
Dep.  00:00:00 exp. Vehicle AC-UN-4646
still 13h 3928 Dur. 4131 Last area

The page does an automatic refresh every 30 seconds. The refresh time is configurable inside
the webpage. In addition the operator’s view can be adjusted using the filters Show returned,
Too late only, and Vehicle search.
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Car Park Management
Overstayed Parking

This feature enables the operator to do the following:

—  Detect overstayed parkers,

—  Show violations on the terminals of the car parking management,

— Allow the exit of an overstayed parker only after manual release,

- Keep a log of violations,

—  Check for overstayed parkers at selected readers,

—  Exempt selected persons from checks on overstayed parking.

The car park management feature can detect users who leave their vehicle on the car park for
24 hours or more.

If the maximum period is exceeded, however, the barrier will remain closed when the card is
presented, and exit will be denied. A message appears on the workstations of the car park
operator. An operator must accept the message, which automatically activates a live video
image of the exit concerned. The operator is shown the telephone number of the exit, and can
contact the driver directly.

After contacting and checking the driver, the operator can manually release the barrier via his
interface but has to provide a comment. The incident will be recorded with time of entrance,
time of exit, and the comment.

.Aumurizaﬁunslﬂmer data | Pegasys Parking

—Iv Check overstayed parking

Mo, of violations: IU Repart...

Credits: |0 j‘ Bookings...

+_1u|

Detection and handling of overstayed parking
The system records the entry and exit times of each vehicle, as long as the complete system is
online. If the LAC is offline it will allow or deny entry depending on its stored data.
— If the driver is exempt from checks on overstayed parking, the MAC allows the exit
through the barrier in any case.
— If the driver is not exempt the exit time is compared with the last-recorded entry time of
the vehicle.
— If the complete stay is less than the maximum allowed, the exit will be allowed.
—  If not, the barrier will remain closed and the driver will need to contact the parking
lot supervisor to open the barrier manually.

Statistics about overstayed parking
This feature provides an overview of how many overstayed vehicles are in the parking lot.
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5.2

Parking Tickets

This feature enables the customer to issue multi-park tickets for a defined number of single

parking procedures (configurable).

The authorized user gets a parking ticket that allows him to enter one of the assigned car

parks.

Prior to admitting the access to a car park the system checks if there is still a minimum of one

parking procedure left on the ticket.

— If this is the case, the access will be permitted and the assets on the ticket reduced by
one

- If this is not the case, the access will be denied.

When entering the car park, a time interval will be defined in which the ticket owner is allowed

to enter and leave the car park at will. This interval has the same length as the maximum

parking period (default: 24 hrs).

Owning a parking ticket means to have permission to use any of the permitted parking zones

for one day (24 hrs). Within this period of time it is also possible to change the parking zone

or the car park

— If the owner of a multi-park ticket exceeds the maximum parking period, the assets on the
park ticket will be reduced accordingly. This can also lead to negative assets! In this case
the same rule applies as for overdue parking: the exit must be released manually and the
incident will be logged..

— If the owner of a multi-park ticket exceeds the initial time interval (e.g. by repeatedly
entering and leaving) without exceeding the maximum parking period, the assets will be
reduced by 1, and exit will be permitted.

Assignment of Multi-Park Tickets

For the assignment of multi-parking tickets the following applies:

- Only persons with certain, specified personnel classes are authorized to have a multi-park
ticket. This can be parameterized in the Person Types dialog.
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% Building Integration System - Access Engine - Dialog-Manager - http://localhost /Documents/DlgMgr.htm

Access Engine & BOSCH

B ‘ < o ‘ Divisian: |
« Main menu Predefined employee IDs:
Employee ID Show as I Apply IPrDFi\s name | Profi... |PegaSys wvalidity period
% Autharizations Emplayes v |l
Foreign Employves v [l
v
v v
é;: Access profiles i 4 F
@ Areas
User defined employes IDs:
@ Reset arsas Employes ID Show as Profile name [Profi... [Park... [Pegasys validity perind
71 o Emplayes Employee v [¥ | Locking system settings
Random
soreening
PegaSys
Canfiguration
m Calendar
3 Key cahinet
Delete based on: I Employee vl Add
|BoschRdr [Comman | changed (10212014 08:34:13 AWM [10f21/2014 08:36:10 AWM [BIS

— If the assets on a ticket falls below an adjustable value (default = 4) the owner will be
automatically informed by email.

The operator can check the assets of a ticket owner at any time and make corrections if

necessary. All corrections will be logged and saved into the database.

The system allows to increase the assets for complete personnel groups by a value of x. The

owners will be informed by email.

To configure the email message go to your installation directory of the BIS ACE. Select the

directory: <Your path to the installation>\MgtS\AccessEngine\AC\Cfg.

In this directory you have two choices:

—  Edit EmailTextl.txt to create a message text that the ticket account has been increased:
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g Ch\MgtShAccess Enginef\AC\Cfg\EmailTextltxt - Notepad++

File Edit Search View Encoding Language Settings Macre Run  Plugins  Window
cHEHB I GE sMDoe|thigltx|BE

H count json | B template json | = EmailTextDbd | = EmaiTexd|ixt |

?

SI1(ED R R Y

S T Y R S

[T e:]

Dear %1 %2 %3,

you have got parking tickets for %4 days.

This email has been automatically generated.
Please do not reply to this email address.

—  Edit EmailTextD.txt to create a message text that the configured Email threshold has

been reached (4 in the example):

b+ Lokaler Datentrager (C:) » MgtS » AccessEngine » AC » Cfg

nen - Freigeben fir +

N (&)

Drucken Brennen Meuer Ordner
MName . Anderungsdatum Typ Grabe
|| AEOPCLastMessage.csv 7/201511:34 AM  CSV-Datei 1KB
|| CatDefthl 7/28/2014 434 PM TBL-Datei 3 KB
|| DbGroups.cfg 8/1/2014 2:24 PM CFG-Datei 10KE
| EmailTextD.bt 8/6/2014 9:50 AM Textdokument 1KB
| EmailTest] txt 8/6/2014 9:50 AN Textdokument 1 KB
|| GroupDef.thl f ﬁ EmailTextD.txt - Editor " -
=] installation.xml Datei Bearbeiten Format Ansicht ?
|| IPCWeb.WGen pear %1 %2 %3,

] IPCWeb.WSDL
|| IPCWeb.wsml
|| IPCWebClientwsml | |pTease do not reply to this emai
| MsgDef.thl

|| PrcTablethl

|| PrcTraceTable.thl
|| TstDef_DE.thl

|| TstDef EM.th

=] WebSnvQuery.xml

you have got only %4 parking tickets left.

This email has been automati ca'l'lﬁr gggerated.
address.

Notice!

The wildcards %1, %2, and %3 in the first line of the messages refer to the addressing of the

user and will be filled in with the respective card, e.g. “Mr. Henry Average,”.

The limit value itself can be set in the Parking Registry under Micos\SPS\DEFAULT\Parking

\EmailThreshold:
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%" Registrierungs-Editor
Datei Bearbeiten Ansicht Favoriten ?

.. Crystal Dedisions
Micos

..... | PC

|| MAC
. MiCard

| AccessControl
. AcsCi

. ACSP

. ACSP-1

. ACSP-2

. ACSP-3

. ACSP-4

. Acta

. AEQPC

J Al

. AMP

. BISLoginService
| CalTa

. CardData

. CardReader
| CardReader1
| CardReader2
. CardReader3
| CardReader4
. COTA

, Cl

. CLV

. CMP

. Crystal

. DlgMagr

. Domains

| DVEdit

. EMAILSP

. EPM5

| Global

. GuardTour

. HtipService
. ImpExpServer
| Instal

. Licence

. Logaifier

. LogViewer

. LoP

| Master

. OLsP

. Parking
"
MaxParkingDuration

| Ticketvalue

. PathDlg

. PersData

. PersDataReserve

=l

=10l x|
Mame | Typ | Daten
ab) (Standard) REG_SZ (Wert nicht festgeleat)
i’_‘.'J @description REG_SZ Threshold to fall below to send an email to ticket owners
4] @type REG_BINARY 4300
) @value REG_DWORD 0x00000004 (4)

The example shows the default setting of 4.
In likewise manner the two other features under Parking can be set:
—  MaxParkingDuration: Default setting is 23:59 hrs
—  TicketValue: Default setting 10 parkings.

SMTP Settings

Use the registration editor to configure your SMTP settings: for using Email in the context of
the car park management
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iten Ansicht Favoriten ?

| ResetAlldreas
; RTC

J Signature
| SMTP
. SMTPPart
g SMTPSender
.| SMTPSenderAddress
.. SMTPServer
. SMTFTimeout
[ L) TAccExc
- [ Visitors
[~ | VLDP
G-}y WEBSRV
Fl- | Microsoft
[ | Mozila
Bl | MozillaPlugins
. Motepad++

Administration of ticket credits

L TPC 2] | Mame | ™vp | Daten
L KcC Eﬂ{SEndard} REG_SZ {Wert nicht festgelegt)
y KCS Eﬂ@dESUiDﬁDH REG_S7 SMTP Sender Beschreibung
. Licence 24 @type REG_BINARY 5300
| Loggifier ab] @value REG_SZ SMTP Sender Mame
, LogViewer
| LoP
| Master
| OLsP
| Parking
. PathDlg
, PersData
| PersDataReserve
., PhotoDisplayDlg
-1 PxP
< QuerySry
| Reparts
|| REPS

The current assets of a person gets saved to the database for the owners of multi-park tickets.
An entry field Parking credits in the Cards dialog shows the current value and can be edited.

Modifications in this field are logged and saved into the database.

The parking credits can only be edited if the operator has a special permission for the cards

dialog (see Dialog Permission in the Configuration Browser).

The same special permission is required to use the mass data dialog for this purpose.

Notice!

Several cards per cardholder are possible. The parking assets are saved person related, so a

card change will do not lead to a problem for the assets counting.

Credits updated on access
On access of a multi-park ticket owner the system checks the ticket for reduction of the
assets. If the assets is O or less the access will be denied.
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-BPR P I Options  Door control | Additional settings I Offline locking system I Key cabinet I Cards I

Reader blocking: IEI = Feader iz in nomal mode j

Time model to block reader: ann time modell:

Out of order: [~
Check time model upon access: W

Video verfication: [~
Host request timeout - |3EI 1/10 sec.

Open door f no answer from host: W

Check parking ticket credits:

10

Check overstayed parking:

—  To configure the ticket check, activate the check box Check parking ticket credits.

—  To check for overstayed parking activate the check box Check overstayed parking.

Prior to admitting the access to a car park the system checks if there is still a minimum of one

parking procedure left on the ticket.

— If this is the case, the access will be permitted and the assets on the ticket reduced by
one, unless it is a park zone change within the allowed period of time (24 hrs).

— If this is not the case, the access will be denied.

Email notice if fallen below minimum assets

If the assets on a ticket falls below a certain set value (e.g. 4) the ticket owner will
automatically be informed by email.

If the email cannot be shipped to the ticket owner, an error message will be sent to the BIS.

Ticket credits

The personal assets of a multi-park ticket owner is displayed in a field in the Master Data
dialog under Parking ticket credits.

The operator can edit the value of the ticket assets at any time. Any modification will be
logged and put into the database.

The ticket assets can also be modified for whole groups of persons. For this, the entry field
Parking ticket credits is available in the Mass Data dialog. A group of persons is selected via
filter functions in the Mass Data dialog. Then a delta value (e.g. “n”) is entered in the field
Parking tickets credits.

This increases the value of parking assets by the value ,n“, and the involved persons get an
Email which informs them about this.

Wwanted field to change: | Parking ticket credits =] Add value; |4 -
‘wanted action: Ilncrement credits j + 10 |
With costs: [

Apply changes |
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If the email cannot be shipped to the ticket owners, error messages will be sent to the BIS.
All modifications of the parking assets will be collected in the ACE database and provided as
report in the dialog under Parking ticket credits.

5.3 Export of parking-lot utilization figures
This feature enables the operator to evaluate the utilization of parking lots statistically. The
access control system exports parking lot utilization figures to a CSV file at predefined by the
operator.
The Export into the CSV file contains data about the utilization of all car parks by the various
classed of card owners - i.e. personnel classes. The values are taken in periodical, settable
intervals with a length of max 15 minutes.
The data for any point in time are:
- Date
- Time
- Car Park
—  Number of parkers, subdivided in:
—  parking zones
— user groups (personnel classes)
Notice!
If individual card holders change the personnel class, report data from an earlier period will
still show the old allocation.
The export path can be set in the system parameter editor under Default\TAccExc\PB-Dir. As
soon as a valid directory was entered one capacity per car park will be exported.
5.4 Export Mobile Validity check

Prerequisite
This feature requires a separate license.

Overview

This feature enables the operator to check the parking authorizations of vehicles on the
parking lot.

A CSV file is generated in regular intervals which contains all ticket owners together with
additional information about the car park zones. .

For configuration select the system parameter editor under Default\PXP\Task0001... and
switch on the export path, file name, and export explicitly (or off respectively).

The export is performed at configurable intervals. The exported data are:
—  Validity of the card (entry field valid until in AC Persons)

—  Name of the authorized person

—  Car registration number

—  Registered card numbers

- Phone number

—  Card status

— Name of the car park or parking zone if applicable

—  Reserve fields (optional if configured)
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5.5

Authorizations for several park zones

Some car parks have zones for handicapped and non-handicapped drivers. In this case the

following rules apply:

—  Owners of season tickets are only allowed to drive in as long as there are still parking
bays for non-handicapped persons available.

— Handicapped persons are allowed to drive in as long as there are still parking bays for
handicapped or non-handicapped persons available.

Notice!

This presupposes that the ticket owners follow the rules. This especially means that:
Non-handicapped persons do not park on a parking bay for the handicapped

Handicapped persons use the parking bays for the handicapped as long as they are available

A person who has several authorizations can access both, if handicapped or not. The AMC
tries to book in the person in according to the configured sequential order of parking zones. In
case one zone is full, the search for the next authorized and free zone will proceed.

Counter calculation in MAC and AMC:

1) One AMC controls all entrances and exits of a car park:

=> The AMC counts on its own and can be corrected by the MAC when going online.

2) Entrances and exits of one car park are divided up onto different AMCs:

=> The MAC counts for the AMC in case of online operation. When operating offline, the AMCs
permit the access (if configured accordingly) but don’t count.

If several AMCs control one car park, activate the checkbox No LAC accounting.in the AMC
configuration
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5.6

Parking lot list

AMC 4-W I Inputs | Outputs | Teminals |

Name: [AMC 441

Deseription: |ApC

Communication to host enabled: W

— Controller interface

Interfface type: ||_|DP vI

PC com port:

IEI
Bus number: I‘I vI

IP address / host name: |

Port number: |'| oot

Program

Power supply supervision: [

Parking lot report

Mo LAC accourting: [

: ILEMUEFEE.HUN WIE, AMC-4w j

Division: ICummun

gl

This report shows the current occupancy of areas that are designated as parking areas. Select

Parking lot occupancy from the list of layouts.

Dialog path

Reports > Reports system data > Areas

Date 08.11.2013 , 14:51:23

Page 1

Parking area Zone Wehicle count State
Main Park 51

Zone A 30 full

Zone B 9 =

Zone C 12 =
Building A 39

Zone A 30 full

Zone B 9 o
Building B 39

Zone & 30 full

Zone B 5 -
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,_é' http://localhost:35000,/ParkingBalance - Windows Internet Explorer

A second example Parking Balance shows what is possible with the web server. All parking
places are shown including the current usage counters for all parking zones. Furthermore the
example contains a language selection button to show how easy the language could be
toggled between German and English. The localization is only done inside the web page only.

@ﬁ - I@ http: fflecalhost | 35000 ParkingBalance ,Dj 2 s = lacalhost b 1_1 Y ‘:2? g:?a

Parking Zone # Cars max. # Cars
Place

| Zones |

|Z one A“ | 2 |

PaIkfﬂmzm__

|Zone C|| || 1 |

|Zone DH || 1 |

Zones |

Parkplatz] |ZGHE X“ 0 ” 1 |

2 |Zone Yﬂ 0 || 1 |

|Zone Z|| 0 I 1 |

Language: EN |

5.7

- next refresh in 6 seconds -

Extended parking-lot management

Introduction

The operator can adjust the number of parking spaces in a parking area in order to
compensate for vehicles of non-standard sizes, for example:

- Trucks

- Handicapped access

- Motorcycles

Dialog path
Main menu > System data > Areas

Procedure

1. Select a parking area

2. In the Parking areas pane, adjust the value in column Max to the new number of parking
spaces for that area.

P w o« g o> om (@ -
« Main menu Access control area
Area name: |PO1
%9 Authorizations
Description: | ‘
&9 Access profiles | Refresh number | | Synchronize counter |
max. number of cars: MNumber of subareas: | 3 | | Parking time check |
{;}l Areas
rOd I Parking areas
Reset areas ] Subarea ¢ Description Max Actual Infa
Parking_02 [

Random Parking_03 3
sCreening
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Notes:

—  Settings made in the Max column override the settings made in the Areas configuration.
See Configuring areas for vehicles at the link below.

— Azero 0in the Max column means Unlimited; all vehicle counting is switched off.
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6 Offline doors - Managing Personnel Data

The database of the main access control system is used to store personnel data for the offline

system as well.

Acco

rdingly this data is entered via the access control system dialogs, and each cardholder for

the offline system requires a valid card for the online access control system

6.1 Adding personnel data

Online data
To add personnel data and assign online authorizations, follow the steps below:

1. Switch to the dialog manager of the main access control system.
2.  Open the dialog the Personnel data > Persons
3. Enter at least the mandatory data for the person.
4. Save the new record.
« Main menu I% H ‘ M m @ 0 Division:  [eint] -
w* Mame: | First name:
Birth name:
Personnel no. : Date of birth: &
Employee ID: v] Gender: :
Companies Company: E] Title:

Car license Mo.:

Card no.: j

Address |Con13ct | Additional person data | Additional company data I Remarks | Extra info I Signaturel

Street, no:

rﬁq Zip code: Location:
] Country, state: Nationality:
PIN rnde

5. Create a badge in the Print badges dialog, if there is not one available yet.

6. Switch to the Cards dialog.

7. If an enrollment reader is already configured in the system, select it.

8. Press the Record card button to register the card in the system.

Offline data

The corresponding authorizations for the locking systems are allocated separately.

1. Inthe Cards dialog, switch to the PegaSys tab with the selected personnel data.

2. Select the relevant locking system from the upper drop-down list - the doors and door
groups set up for this system are displayed in the Available access authorizations list
field.

3. Double-click to add individual entries or select several list entries and press the left arrow
button to add the required doors and door groups. Repeat steps 2 and 3 for other
systems - the selections made previously are retained. The authorizations for a maximum
of three systems can be saved onto one (HITAG) card.

4. If necessary, overwrite the parameter values (validity dates, time model, etc.) if you do

not wish them to have default values.

— Permission for extended unlocking (toggle):
If the parameter Extended unlocking (toggle) is set on the door, then the cardholder
can unlock that door for extended periods by presenting his badge at the read
terminal for three seconds.

- Valid from:
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This field contains the current date and time by default, but these can be overwritten
with future dates.

- Valid until:

A date that specifies an absolute validity period for rights can be entered in this field
- e.g. calendar year.
Any date entered here supersedes information in the Validity field.

- Time model:

One of the offline time models can restrict use of the badge to the times defined by
the parameters.

[time model no. 1 is not included in the selection list. It cannot be assigned to
personnel.]

The Time check parameter must be selected for the terminal.

- Validity:

The default value specified when the system was configured is displayed in the
default settings. This value can be modified individually for each cardholder.
The validity period can be defined in different ways and on different levels - see also
Special settings, page 84.

5. Writing to the card

6. Choose one of the following options:

—  Place the badge on the read-write unit at the workstation and press the Encode card
to initiate the write process. [The system automatically activates the dialog reader
for the offline system without you having to select it beforehand.]

—  Alternatively, the badge can also be encoded on one of the online readers (DELTA

Authorizations | Other data | PegaSys
Locking system:  Mifare System : ExampleCity -
Assigned access authorization {2) All access authorizations
City / Organisation Mame Divisio . Single doors
l_ . Door 1 Commi| m Door groups
[ m Example Floar 1 Commj
[ Permission for permanent opening (Togale) Time model:  {Without time model) - Encode badge
valid from:  Th 08/12/2014 12:00 AN until: $ Validity:  Facility specification (48) - = Check badge
i ]
Notice!

The validity limits of the online access control system apply to the offline system and take
precedence in case of conflict.

Data check during write process
When the Encode card button is clicked, a dialog box appears prompting you to place the card
on the read-write unit.

2021-0514.9.0.1 | OM

Operation Manual Bosch Sicherheitssysteme GmbH



Access Engine (ACE)

Offline doors - Managing Personnel Data | en 79

Badge encoded

Flease lay the card belonging to this perzon on
the reader.

Let the card on the reader until the encoding is
complete.

{

The following circumstances result in error messages and in the termination of the write

process.

— No card is place on the unit or the code data cannot be read.

—  The card is not a user card.

—  The card does not belong to the selected person.

Display of the validity period indicates that the write process has been successful. The current
date and time of 00:00 are used as a start time to ensure access even to terminals showing
the incorrect time.

[E5C)

Dialog system: Cards

Badge successfully encoded for the period

from 06/12/2014 12:00:00 AM to 06/14/2014 09:34:57 AM,

Validating cards

Pressing the Validate card button opens a dialog that validates the authorizations just

encoded on the card by comparing them with the database.

Check badge

B

For the following person
Hame Testperson. Lara
Pers. No.
Database
Vialid from:
Vald unti
Titne madel

Open pemanertl

Autharizations

Card
Walid from:
Walid until
Time modek

Open pemanertly

Close

Encode badge

Show anly canflicts (]

This function can also be used as an initial troubleshooting measure, for example if a card
does not work. One reason for malfunctions is data conflicts between card and database.
1. Select the relevant record from the database using the search fields in the dialog header.
2. Press the Validate card button on the PegaSys tab to open the Check authorizations

dialog.

Data for the selected person is entered in the Name and Pers. no. fields as well as the
fields in the Authorizations in the database dialog field.
3. Place the badge on the dialog reader for the workstation.

>

Now press the Read card button at the bottom of the dialog.

5. Compare the Authorizations in the database with the Authorizations on the card.
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If the comparison reveals differences in the dates, the badge should be encoded again. The
displayed dates do not have to match exactly. Rather the dates on the badge should fall
completely within the validity period in the database.

6.2 PegaSys - Blocked cards
If the dialog authorization is valid, the PegaSys Blocking dialog appears in the Personnel data
menu. When the locking system is selected, a list of currently invalid user cards is displayed
on the right.
Currently invalid means:
—  Personnel who have been actively blocked but whose cards still have active
authorizations.
—  Personnel whose card's validity has been terminated online but where the cards
themselves still have active authorizations.
The offline terminals only have a limited memory for the entries in the blocked cards list.
Therefore user cards that are to be blocked must be selected manually.
The expiry date of the user card is displayed in the Card validity column. Entries in the Invalid
authorized badge list can be added to the Blocked cards list using the arrow buttons.
« Wain menu ‘ € 0 Divison:
w @ PegaSys blocking cards
Persons Locking system: | mfd : ac |
& Blocked cards r~ Invalid authorized badge
Companies Name  |Fistname  |Badgeno. | card valdity Name  |Frstname  |Badgeno. | card validity
Test 000000000032 06/13/201407:12:00FPM @
‘cﬁ‘j Test 000000000032 06/14/201402:36:26FM @
Group
authorizations
-
=<
]

Blacklist

<

=

L [A

Group of

Blocking card(s) successfully encoded. |

persons

Pressing the Encode button adds the entries to so-called Blocking Cards. These encoded
Blocking Cards must then be read into the offline terminals. Only then it is no longer possible
to use these badges on these terminals.
The left list also provides an overview of which badges are currently on the PegaSys blocked
list. A green/red lamp indicates whether or not the relevant entry can be removed from the list
again.
- Red

Card should be blocked.
- Green

Card either re-authorized or expired and therefore no longer active.
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6.3

« Main menu

Authorizations

wy

Access profiles

The green entries are removed automatically the next time the blocking cards are encoded.

Online/offline access authorizations

The Access authorizations and Room/time authorizations dialogs in the System data menu
contain a tab named PegaSys. All defined door groups (not individual doors) are listed in this
tab.

AW R »l‘@)x‘

Division: LefaliilyTay] A

Reszet areas
unknown

Random
sCcreening

PegaSys
Configuration

L
Person Types

Calendar

6.4

Authorization name: MAC: -
Description:

Time model: v

Entrance | Time management | Elevator | Parking lot I Arming| PegaSys |

Locking system Organization Doar group authorized Division
PegasysSystem Test Group 1 [ Common
PegazyzSystemn Test Group Doors 2 [l Common
PegasysSystem Test Door Groups 3 I Common
PegazyzSystemn Test Door Groups 4 [l Common

Warning: PegaSys uses its own time model
Mote: Mo card reader with writing functionality is configured at this MAC.

Withdraw Assign all Remave all
authorization. .. authorizations authorizations

Door groups of the offline locking system can be assigned to any access authorization in the
online system. In order for the cardholder to access the door group, their card must be re-
encoded.

Door groups that were assigned as a result of the access authorizations cannot be removed in
the Cards dialog.

This also applies for the room/time authorizations, even though the time models for the online
system do not apply to offline installations. This is highlighted in a message under the list
field: Note: PegaSys uses its own time models]. In terms of offline authorizations, there is no
difference between access authorizations and room/time authorizations - online room/time
authorizations and offline authorizations are grouped together here.

Offline data on Temporary cards

Avoid putting offline data on temporary cards

Online access control systems can generate temporary replacements for cards, potentially
including cards containing offline data. The offline data will remain valid on the card even
when the online data has expired.

To prevent possible security breaches, it is safest to ensure that you do not generate
temporary cards for cards containing offline data.
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6.5

6.6

Personnel classes - Validity period

If software for the offline locking system is installed, the additional column PegaSys validity
period is displayed in the two list fields in the Personnel classes dialog.

If the relevant personnel class is selected when creating new personnel records in the
Persons dialog, the validity period specified here is assigned to the offline authorizations. This
validity period supersedes the default validity period that can be set when the offline locking
system is configured.

The validity period can be defined in different ways and on different levels - see also Special
settings, page 84.

« Main menu Predefined employee IDs:
Employee ID Show as Apply  Profile name Profile locked PegaSys validity period
% Authorizations Employee Bosch [ [ Locking system settings
Foreign Employee Police v Test_Profile02 r Locking system settings
Visitor Visitors v Icd Locking system settings
g i Guard Residents Icd r Locking system settings
{% Areas
User defined employee IDs:
6: '} Reset areas Employee ID Show as Profile name Profile locked  Parking-ot ticket PegaSys validity period
? unknown Employee New_Employee Test_Profiled2 Icd [l Locking system settings
Foreign Employee Test_Foreign Employee Test_Profile03 v | Locking system settings
Random Wisitar Test_Visitor Test_Profiedl Icd [l Lacking system settings
‘screening

PegaSys
Configuration
,E:S-L Person Types

E Calendar

a Key cabinet
Delete based on: | Employee v H Add ‘

Clicking the corresponding line in the PegaSys validity period column opens a dialog for
selecting and setting a new value.

Status bar in main access control system

In addition to the displays for the access control system (Known, Blocked, Currently not valid
and Random screening) the status bar also contains a colored visualization of the
authorizations for the offline system (PegaSys).

This display and varying captions indicate the following states according to the processing
state of the offline data.

LED Caption Meaning
i PegaSys This card is not defined for the
offline system.
| Encoded A card with valid authorizations was
encoded.
] Expired The validity period for the offline

system has been exceeded.

Not current The validity period for the offline
system has not yet started - the
start time is in the future.
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6.7 Lists for offline data

The Reports > Reports master data menu in the main access control system has been
extended to include the Persons PegaSys dialog, which allows users to print offline data.

Filter options
—  Personnel data
Individual people or groups (e.g. all personnel from a company/department) can be
filtered out using the input fields.
- Offline elements
—  Locking system
—  Door groups
- Doors
—  Organization (= grouping door groups)
—  Area (= area where door is located)
- All filters can be combined with one another.

Layout selection
The layout determines how the search results are displayed and which information is included.
Four predefined list layouts are available.

Persons with doors/groups Every person who has been
assigned authorizations is listed
together with the most important
access control data. A system,
location, and doors/door groups
are listed for each person.

Doors with persons The persons authorized for each
door are listed and sorted
according to the system.

Door groups with persons The persons authorized for each
door group are listed and sorted
according to their offline systems.

Crosstab persons Table view.
The columns contain the
designations of the doors and
door groups (G), while the lines
contain the names of the persons
from the offline system. A cross
(X) at the intersection of a column
and a row indicates an existing
authorization.

Event log by doors All bookings (containing
personnel information) at these
terminals are listed according to
their respective doors.

Logbook by person All doors at which persons have
booked are listed by person.
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6.7.1

6.8

Blocked cards List of all PegaSys cards that will
be blocked or unblocked by the
next encoding process.

PegaSys data in online reports

The reports

—  Access authorization for each person
with a display of PegaSys authorizations in the form:
— Individual door, location, system
—  Door group, organization, offline system

—  Access authorizations and room/time authorizations
with a display of PegaSys authorizations in the form:
—  Door group, offline system

contain information about the PegaSys system.

Special settings

Unlike online systems, authorizations for offline locking systems are only allocated for
relatively short periods and must be renewed and extended at regular intervals. The validity
period can be defined in three different ways and on three different levels.
1. Individual setting for each person.

See Offline data, page 77.
2. Assignment via personnel class.

See Personnel classes - Validity period, page 82.
3. Specification of a default validity period for the entire locking system.

See.
The sequence specified reflects the relative importance of the information. An individual
setting supersedes personnel class assignments and settings of the locking system. Personnel
class assignments supersede settings of the locking system.
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7 Offline doors - Description of Procedures
The following procedures for offline / online hybrid systems differ from those for pure online
systems.

7.1 Data creation

The following procedure is recommended for new objects.

1.

2.
3.
4

Definition of door groups
Definition of time models
Definition of terminals (doors)
Management of Personnel Data

Adding personnel data

Authorization allocation - online (optional)
Card allocation - online

Authorization allocation - offline

Card encoding - offline

7.2 Access

1a
ib
2a
2b

Read card

Card number sent to the AMC
Current data shared with the reader
Current data written to the card

For details on the validation and write process on the
AMC, please see the flow diagram in Write process,
page 86.
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7.2.1

»

Door release for the online system (if configured)

(3}

Authorization check at door terminals

Write process

Read Card No. Transmitted to AMC

Does the file
exist?

o

||

alse

?
0
(=]

I Y
2
<

@

Parameter:
Write to card only

a
@
@

Parameter:
Write to card only
no IfLAC is online
false
LAC online? yes
Do
yes Wiite-attempts
fail?
- i Parameter:
" e Write to card only

false

=
o
2
(=]

alse

:
g

e
o

Parameter:
Write: to card only

|
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In the majority of cases write processes are used to extend access authorizations by the
amount of time specified.

For this reason, the last write date is also stored in the database. The need for extension is
determined by means of a comparison with the current date or the current time. However, as
this would mean that expiration data would be updated every time the card is scanned, a
write process would also need to be carried out each time. To avoid unnecessary waiting
times and delays at read-write units, a validity period and the preset writing rules (see also
Configuring the read-write unit) are used to determine a point in time until which the badge
data is considered valid.

In the default setting, the data is only updated when two-thirds of the validity period have
expired.

Example of default writing rules

Validity period: 1 day = 24 hours

2/3 of the validity period: 16 hours

If a cardholder scans the card when he starts work and his expiration date is updated, he can
pass the read-write unit for the rest of the day without a new write process being triggered -
the data is only updated after sixteen hours.

This ensures that the validity period is only updated once a day, for example.
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8

Offline doors - Application Examples

The following examples demonstrate parameter settings for special requirements. Each
example deals with one specific parameter.

Other variations can be produced by combining parameter settings. Hence the examples can
also be combined with each other.

Access control reader and/or write-capable reader?

The decision regarding the way in which the DELTA 7020 is used depends on a number of

different factors; it can make sense to omit the reader from the access control system

(online).

— Is there an entrance (e.g. main entrance) that must be passed by most of the
cardholders?

- Yes: ADELTA 7020 with simultaneous access control function for the online system
is recommended.

— No (There are a number of possible entrances, for example): The use of DELTA 7020
readers at each entrance would not be recommended for cost reasons. In this case,
the reader (or possibly two readers) should be installed in the most frequented area
as a simple recharging station.

—  Should extensions of authorizations be possible at all times?

- Yes: We recommend the use of a DELTA 7020 (with or without access control
function) in the most frequented area.

— No (As arule, fixed expiration dates are used): If the read-write unit at the operator
workstation is not enough, any DELTA 7020 will suffice for ad hoc extensions.

Example 1: Read-write unit only

Ideally a hotel should be accessible to everyone, at least as far as the reception desk.
Therefore, access control readers are mainly installed at doors that require particular security,
in the event that the settings in the Example 2 in Single doors or door groups (see below)are
not sufficient.

Accordingly, the DELTA 7020 is not linked with access control functions; instead, it is
configured purely as a read-write unit for the offline system.

Condition:

The Reader function parameter in BIS Configuration Browser > Connections > ... > Offline
locking system must be set to Write locking system and the Write to card only check box is
selected.

The DELTA 7020 needs only to be installed in a central location for hotel personnel, so that
their authorizations can be updated and extended. If possible, choose a location that all
affected persons pass on a regular basis, e.g. staff room.

For hotel guests, authorization for the hotel room door is assigned at check-in, and written to
the card via a DELTA 7020 at reception. Authorizations normally need not be changed, but this
can be carried out at reception if required. Hence the reader need not be installed in a freely
accessible area.

Example 2: Read-write unit with access control function

Student residences: Here, only residents must be allowed access. One access control reader
for the main entrance can secure the building against unauthorized access. One DELTA 7020
can simultaneously update and extend locking system rights for authorized persons.
Condition:

The Reader function parameter must be set to Write locking system and the Write card only
check box is cleared.

2021-0514.9.0.1 | OM

Operation Manual Bosch Sicherheitssysteme GmbH



Access Engine (ACE)

Offline doors - Application Examples |en 89

If the Write without access rights check box is not selected, then only people with access
authorization (online) for the main entrance will have their offline rights updated and
extended.

Single doors or door groups

Each door created in the system can be assigned as an individual authorization as well as
belonging to any number of door groups. The following examples are intended to demonstrate
how these two types of authorization should be handled.

Example 1: Hotel

At reception, the validity period for the room in question is assigned as an individual
authorization in accordance with the booking. It is also possible, for example, to assign
another door group containing all general-use areas (restaurant, breakfast room, sauna, sports
facilities etc.), provided that these areas are secured by terminals.

In contrast, hotel personnel are assigned a door group containing all (or at least most) doors.
Condition:

The Check door groups parameter must be selected (checked).

Procedure:

The guest can open the door to his room, in line with the assigned individual authorization,
and can also open all doors in the door group. Hotel personnel are able to open all doors in
the assigned door group, which also includes all doors to the guest rooms.

Example 2: Areas within the offline system that are subject to increased security requirements
and may only be accessed by certain people.

The authorized people are assigned these doors as individual authorizations. It is irrelevant
whether these doors belong to door groups and it is also irrelevant to whom these door
groups have been assigned.

Condition:

The Check door groups check box must be cleared.

Procedure:

Only individual authorizations are accepted at the doors. People who are only assigned door
group authorizations for these doors will not be granted access

More holidays per year

The maximum limits for holidays (= 10) and holiday periods (= 2) are based on the permitted
volume of data that can be saved simultaneously in the terminals via initialization cards.

It is possible e.g. to define more holidays and holiday periods throughout a period of one year,
albeit with a slight increase in the administrative workload.

Example

At the end of 2007, the dates of ten holidays for the 2008 calendar year were stored in the
terminals. At the start of April 2008, the holidays that have already passed (e.g. New Year's
Day, Good Friday, Easter Monday) can be deleted and replaced with three new dates.

This new list must be distributed back to the terminals via the time initialization cards.

Normal or extended unlock

If the badge is valid, the LED on the terminal flashes green three times. The door may be
opened within a predefined unlocking pulse of 3 seconds (default value). If the door is in
extended unlock mode, the LED also flashes green three times when a valid badge is
presented.
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A card with the Permission for extended unlocking (Toggle) unlocks the door normally if the
card is removed during these three flashes. If, instead, the card is held to the terminal's read
unit for longer than 3 seconds, then a continuous green signal is displayed and the door
remains unlocked until a card with extended unlock authorization is held to the terminal again
for at least three seconds. The door is then locked; i.e. access is only possible with authorized
badges.

Condition:

The Extended unlock (Toggle) check box must also be selected for the terminal.

By time model:

The same function can be controlled via a time model. A time model is selected for the
Opening hours model door parameter and the door is unlocked between the "from" time and
the "until" time.

Time models with the same "from" and "until" times can be used to lock doors that are in
extended unlock mode.

Notice!
Unlocks governed by time models always contain the risk that unsupervised areas could be
made freely accessible.

Examples: Office buildings with public access
1. Manual extended unlock/lock
The office is unlocked each morning using the extended unlocking function and made
accessible to the public. When the office closes, extended locking comes into effect.
Thereafter only people with a valid card have access.
2. Extended unlock/lock controlled via a time model
If the public visiting hours are not the same as the staff hours, door locking and unlocking
can also be controlled via a time model.
Personnel hours: 8.00 - 12.00 and 13.00 - 17.00
Public visiting hours: 9.00 - 11.00 and 14.00 - 16.00
To correctly comply with the hours and avoid the need for manual unlocking/locking, a
time model can be used with two periods that correspond to the public visiting hours.
3. Extended locking controlled via time model
The office is unlocked manually each morning by the first staff member to arrive, using
the extended unlocking function. A time model with identical "from" and "to" times is
used to perform extended locking and unlocking at those times.

Refer to
—  Single doors or door groups, page 89
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9

9.1

Guard tours and Patrols

Introduction to Guard tours

A Guard tour is a route around the premises, punctuated by card readers, where persons of
employee-type Guard, must present a special guard card to prove that they have physically

visited the reader.

Guard cards do not open entrances, but are used solely for tracking. To open entrances the

guard requires an access card in addition.

The Guard tour consists of a series of readers with the approximate walking times in between.
The maximum tolerable delay between readers, and the tolerable deviation (+/-) from the start
time, are also attributes of the Guard tour. Deviations outside of these defined tolerances can

potentially trigger alarms, and are recorded in Patrols.

Introduction to Patrols

A Patrol is the traversal of a Guard tour at a particular date and time. Each patrol is created
and recorded as a unique entity in the system, for forensic purposes.

Defining guard tours

Select Guard tours > Define guard tours

o
Q

« Main menu

Define
guard tours

Wanage
guard tours |

Al
A
=

oA
Define guard tour
Name : | Building 1 perimeter

Description: | A route around the perimiter of Building 1

Mo. Description of reader Time on the way Total time Max. delay Startzeit +/- -
1 BPR HI-1: BPR HI 00:00:00 00:00:00 00:00:00 3 min
2 BPRHI-2: BPR HI 00:10:00 00:10:00 00:02:00 p—

3 BPRHI-1: BPR HI 00:10:00 00:20:00

00:05:00

Add reader Delete reader

— In the text field Name, enter a name for the Guard tour

— In the text field Description, enter a more detailed description of the route (optional).

Adding readers to the guard tour:
1. Click the Add reader button.
A line is created in the table.

2. In the Description of reader column, select a reader from the drop-down list.

3. Enter values for tolerable deviations:

— If this is the first reader in the sequence, under Start time +/- enter a number of
minutes earlier or later that would still be tolerable as start time for a patrol on this

guard tour.

— If this is not the first reader in the sequence, under Time on the way enter the time
(hh:mm:ss) required for the guard to travel between the previous reader and this

one.

The total time for the tour, excluding delays, is accumulated in the Total time

column.
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9.2

4. Under Max. delay enter the maximum amount of additional Time on the way that is still
tolerable without causing a patrol to be marked Delayed.

5. Add as many readers as required. Note that the same reader can occur more than once if
the guard tour passes it multiple times, or returns to it.

— To delete a reader from the sequence, select the line and click the Delete reader button.
— To change the position of a reader in the sequence, select the line and click the up/down

:I ::] buttons.

Managing patrols

Select Guard tours > Manage guard tours

Scheduling a new patrol

To schedule a patrol along a particular guard tour proceed as follows:

1. Ensure that you have the desired guard card for the patrol, and access to a configured
access card reader or directly connected enroliment reader.

2. In the Guard tours column, select one of the guard tours that have been defined.

3. Click the New patrol... button.

A pop-up window appears.
4. In the pop-up window, if desired, change the guard tour in the drop-down list.
5. If the patrol is to have a predefined start time, select the check box Set start time:
—  Enter the start date and time.
— If desired, click the spin box Start time +/- to adjust the tolerance for late or early
starts.

6. Click the right arrow and select the reader that you want to use to register the guard
card. Note that the reader must be already configured in the system before it will appear
here for selection.

7. Click the green plus button to start reading the guard card, present the card at the reader
and follow the popup-instructions.

The guard card is recorded for use in the patrol.

8. Repeat the previous step to record alternative guard cards for this patrol. Note however
that the first card to be presented during the patrol must be used at all the readers
during that patrol.

9. Click OK. The selected guard tour will be marked as planned in the list.

Tracking a patrol

All planned and active patrols move to the top of the list. If multiple patrols are planned or
active, the selected patrol is framed in red. Click on the frame to get further information.

A patrol starts when the guard presents his guard card at the first reader in the guard tour.
This card must be used for the rest of the patrol, even if alternative cards were defined for the
patrol.

The State of the patrol changes to Active.

Every reader that is reached on schedule receives a green check mark - U" The scheduled and
actual times between readers in the currently selected patrol are displayed in the lower half of
the dialog window.

Every reader that is reached later than the scheduled time plus Max. delay receives a red @
mark. The patrol is marked as Delayed.
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9.3

In this case the guard calls the operator to confirm that there is no problem. The operator
then clicks the Resume patrol button. The reader receives a green check mark with an

additional "c” - U% The guard can now continue the patrol at the next reader.

If there is an unforeseen but harmless delay in an active patrol, the guard can call the operator
to adjust the schedule. Enter the minutes of delay in the Delay (min) spin box and click the
Apply button.

If a patrol cannot be completed as scheduled, the operator can abort it by clicking the
Interrupt button. The State of the patrol changes to Aborted, and it drops below the planned
and active guard tours in the list.

Tour monitoring (formerly Path control)

Introduction

A Route (or Tour) is a predefined sequence of readers that can be imposed on Persons
defined in the access control system, to direct their movements on the premises, regardless of
the person’s authorizations.

Typical uses are to enforce strict access sequences in industrial clean environments,
hygienically controlled, or high-security areas.

Defining routes

1. Inthe Main menu select Tour monitoring > Define routes

2. Enter a name for the route (up to 16 characters)

3. Enter a more detailed description (optional)

4. As with Guard tours, click the Add reader button to create a sequence of readers. Use
the arrow buttons to change the position of a reader in the sequence, and the
Delete reader button to remove it.

« KMain menu

H . Define routes

=4
y Correct routes

* A Q

Define routes

< 9 Division: | [l v

Al

MName : | Route to lab

Description: | Direct route to the laboratory

No. Description of reader A
BPR. HI-1: BFR. HI: Common
2 | BPR HI-2: BPR HI: Common -w
3  FPBEWZ2-WIE1-1: FPEEW2-WIE1: Common
4 FPBEWZ2-WIE1-2: FPBEW2-WIE1: Common
Add reader Delete reader

Assigning a route to a person

To assign a route to a person proceed as follows:

1. In the Main menu click Personnel data > Cards

2. Load the personnel record of the person to be assigned

3. In the Other data tab select the check box Tour monitoring

4. From the drop-down list next to it, select a defined route (for defining a route, see the
previous section).
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5. Save the personnel record.

The route is activated when the person assigned presents their card at the first reader on the
route. The other readers on the route must now be used in sequence, that is, only the next
reader in the sequence will grant access. After the route has been traversed completely, the
person may book at any other reader within their authorizations.

Correcting and monitoring routes

1. In the main menu select Tour monitoring > Correct routes

2. Load the personnel record of the person assigned to the route.

3. To locate that person on the route, click the Determine location button.

4. The readers that have already been passed successfully receive a green check mark “ in

the list.
5. To reset or correct the location of a person on the route, click the Set location button.
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10

10.1

10.2

Operating Threat Level Management

This section describes the various ways to trigger a threat level and cancel it. For background
information see section Configuring Threat Level Management

Introduction

A threat level is activated by a threat alert. A threat alert can be triggered in one of the
following ways:

- By acommand in the software user interface

— By aninput signal defined on a local access controller, for instance a push button.

— By swiping an Alert card at a reader

Note that threat alerts can be cancelled by the Ul command or hardware signal, but not by
alert card.

Triggering a threat alert via hardware signal

This section describes how to send a hardware input signal to trigger a threat alert.

Prerequisites

— At least one threat level has been defined

— At least one entrance has been configured in the device tree.

—  Hardware signals have been defined on an AMC, and a device has been connected to the
correct terminal on that AMC, that will deliver a signal to it. If required, click the link at
the end of this section for instructions on how to configure the input signal, or contact
your system administrator.

Procedure

Activate the device, typically a push button or hardware switch, that is connected to the AMC.
To cancel the threat alert, activate the device that sends the input signal defined as

Threat level: Deactivate.

Triggering a threat alert via Alert card

This section describes how to trigger a threat alert via an Alert card.

Prerequisites

— At least one threat level has been defined

— At least one entrance has been configured in the device tree.

— An alert card has been created for a particular cardholder. If required, click the link at the
end of this section for instructions on how to create an alert card, or contact your system
administrator.

Procedure

1. The cardholder presents their special alert card at any non-fingerprint reader the site.
—  The threat level that was defined for that card is activated.

2. When the treat has passed, cancel the threat level via Ul command or hardware switch.
By design it is no possible to cancel a threat level via an alert card.

Bosch Sicherheitssysteme GmbH Operation Manual 2021-05[4.9.0.1 | OM



96 en | Using system dialogs Access Engine (ACE)

11

11.1

1111

Using system dialogs

System Data

All the authorizations and criteria that can be selected in the person-related dialogs are
defined in the System Data dialogs.

System data
S

If you open the menu item from the main menu, the following
dialogs will be available:

g 2E DS &S

Authorizations

Accezz profiles

Areas

Feset areas
unknoywn

Fandom
TCreening

Perzon Types

Calendar

ey cabinet

Access Authorizations

Dialog: Access authorizations
Access Authorizations are bundles of access rights for one or more entrances. Access

authorizations can be assigned to persons directly, or can be bundled into Access profiles
and assigned as such.

The authorizations are assigned to a MAC which must be selected

The selection of a time model is optional.

Each access authorization is specified by a unique name in the Authorization name field.
The Description field is for an optional description of the access authorization.

The Time model field allows the selection of a certain time model.
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—  The Inactivity limit field is a means to withdraw an authorization from a person if the
person does not use the authorization within the selected time period (“use it or lose it”).
Select (No entry) if you want to set no inactivity limit.

Notice!

Subsequent changes to authorizations will affect existing assignees, unless the governing
profile is locked.

Example: If an Inactivity limit of 60 days is reduced to 14 days, then the authorization will be
lost to all persons who have not used that authorization in the past 14 days.

Exception: If an authorization is part of an access profile that is locked to an Employee ID
(Person type), then persons of that type are not affected by inactivity limits on the
authorization. Profile locks can be set with the following check box.

Main menu > System data > Person Types > table: Predefined Employee IDs > check box:
Profile locked

Notice!

The uniqueness of the naming also refers to the area-time authorizations. Both types of
access authorization are managed in one database table and must therefore be given unique
names.

For better orientation all existing entrances, which were created in the Device Editor, are
subdivided into five categories.

- Entrance

— Time management (time and attendance)

- Elevator

- Parking lot

— Arming intrusion detection

Each access authorization can consist of entrances of multiple categories.

By clicking the Assign all button, all doors (for all configured directions), elevators and their
levels, parking lots and arming authorizations are assigned to this access authorization.
Click the Remove all button to revoke all assigned entrances from the authorization so that
new assignments can be carried out.

If access authorizations become completely invalid or should no longer be applied for
whatever reason, they can be revoked in one action from all persons who use them. To do
this, the respective authorization is first selected and when the Withdraw authorization
button is clicked, a message appears with the indication about the number of persons
currently using this authorization and the explicit request for authorizations to be withdrawn.

Dialog system:Main Menu/System DatafAccess Author... gl

Thiz autharization iz currently uzed by

-~ 1 perzonsz/permanent ztaff
0 wizitors.

Please confirm that this authorization iz withdrawn from these
pErzons?

Yes Mo

If this is confirmed and the access authorization is withdrawn, access will be denied at all
entrances concerned to those persons who use this authorization. If this authorization was the
only one being used by this person, he will no longer be granted any access until he is
assigned a new authorization.
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However, the withdrawn authorization remains in the system and can be reused at any time. If
the authorization is to be deleted entirely, it must first be withdrawn from all users. Only after
it has been withdrawn can it be deleted definitely via the X tool button.

The display showing the number of persons currently using the authorization can also be used
for system maintenance; individual authorizations are selected and, by clicking the Withdraw
authorization button, the above message can be used to check the extent to which the
authorization is currently being used. By rejecting the prompt for authorizations to be
withdrawn or canceling the message, current status is retained.

For authorizations that are not in use, a message appears to that effect. Unused authorizations
can be deleted to reduce clutter in the system.

Access Authorizations for Entrances

On the first tab of the dialog, all entrances other than time-management readers, parking-lots,
elevators or arming readers.

In addition to the name and the description of the entrances, the respective locations and
destinations and the configured entry direction are displayed. The list entries can be sorted
according to each column so that, for example, all selectable entry or exit directions can be
displayed one below the other.

The In and Out columns contain check boxes that indicate which entry direction can be
selected and which has been selected:

r Configured and selectable entry direction

F'; Entry direction assigned to this authorization

|_ Not configured and non-selectable entry direction

Selectable entry directions are activated with a click of the mouse and assigned to the access
authorization. A further mouse click deactivates the selection made previously.

For quick processing - including with long lists all selectable entry directions in this list can be
activated by clicking Assign all Entrances; this way, only individual entry directions have to be
deactivated again where necessary.

For a subsequent change of access authorizations, all activations can first be withdrawn by
clicking Remove all Entrances and then new assignments can be selected individually.

Notice!

Special features of door model 14:

In addition to the normal access regimentation which also relates to the other door models,
this model can also be used to arm and disarm a connected alarm system. Unlike door model
10 (= arming the alarm system using a PIN code), here the system is armed or disarmed with
a button and by means of special authorizations.

When an access authorization is assigned for an entrance in door model 14 on this tab,
entrance is only granted in one of the activated directions. Authorization for arming or
disarming must be assigned separately on the Arming tab.
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Entrance | Time management I Elevator I Parking lot I Arming I PegaSys I

Assign all entrances

Remove all entrances

Marme | Description | From | To 2 | In | Cuk | Division

DM 01a-1 DM O0la Outside of the system OQutside of the system v [¥  Commaon
DM 01b-1 DM 01h Outside of the system Outside of the system Il [~ Common
DM D1c-1 DM 01c Outside of the system OQutside of the system [v¥ [~ Common
DM 01c-2 DM 01c Outside of the system OQutside of the system I~ [~ Common

Withdraw
authorization. .

Access authorization for time management

Assign all
authorizations

Remove all
autharizations

This tab lists those readers created with door model 06. These readers collect time and
attendance data; they are not connected with doors, i.e. they give no access authorizations as

such.

Here too the detection of cardholders' directions of movement can be activated on an

individual basis and the directions recorded. Time management readers can be configured so
that they function in one direction only. This makes it possible differentiate between entrance
and exit areas.

The list is structured and can be edited in the same way as described for the Entrance tab.
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"Entrance Time management |Elevat0r I Parking lat I Arring I PegaSys I

Marne: |Description |From |T0 | In | Cuk |Division
Assign all Remove all
authaorizations authorizations

‘Withdraw Assign all Remove all
autharization. .. authorizations authaorizations

Access Authorizations for Elevators

This tab contains the two list fields Elevators and Floors. The floors set up for the selected
elevator are indicated in the lower list.

In addition to the name and description (and also the location and destination for floors) the
lists contain the Status column. In contrast to the entrances, no entry directions can be
defined for the elevators; however, floors that can be reached with this access authorization
are activated.

Notice!

One list entry in the Floors list does not necessarily mean that only one floor is activated.
Floor areas can also be defined in the Device Editor, so that several floors can be activated by
selecting one entry.

Processing notes

The check boxes in the Elevators list cannot be activated or deactivated directly; they serve
only to show which elevators are contained in the selected access authorization. Activation
only occurs when the relevant floors are selected.

The desired elevator is selected from the Elevators list. Then the floors configured for this
elevator appear in the Floors list. In this list the floors that are to be assigned with the access
authorization, are then activated. If at least one floor is selected, the status display in the
Elevators list changes when the elevator is activated.

All floors of all lifts can be assigned using the Assign all floors button. Accordingly, all
activations are withdrawn by clicking Remove all floors.
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Entrance | Time management Elevator |Parking lok: I Arming I PegaSys I

Elevators:

Marme | Descripkion | State | Division

Floaors:

Marme Descripkion Fram To | State |

Assign all floors

Remove all Floors

‘Withdraw Assign all Remave all
authorization. .. authorizations autharizations

Access Authorizations for Parking-Lots

This tab contains a selection list fields for parking lots and parking zones. When a parking lot
is selected, the second list is filled with the parking zones that belong to it and the first entry

in the list is set. At the same time, the entrances and exits that have been set up appear in
both list fields.

Notice!

By default, no parking lot is assigned to the access authorization. But if the buttons Assign all
entrances or Assign all authorizations are used the first configured parking lot and the
depending first parking zone will be chosen.
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.Entrance I Time management | Elevator Parking lot |Arming I PegaSys I

Parking lots: Parking zones:
Entrances: Exits:
Marme Descripkion | State | Division | Marne | Descripkion | Stake | Division

Assigr all entrances Remove all entrances

‘Withdraw Assign all Remove all
authorization. .. authorizations authorizations

Access Authorizations for Arming intrusion detection

This type of access authorization only contains entries if entrances with door model 14 are
configured. In addition to the normal access regimentation which also relates to the other
door models, this model can also be used to arm and disarm a connected alarm system. Unlike
door model 10 (= arming the alarm system using a PIN code), here arming or disarming
happens by means of special authorizations.

The list field contains all arming and disarming authorizations that have been set. Because of
the fact that for each door model 14 a separate arming and disarming authorization is created,
the check boxes in the Armed and Disarmed column only display two statuses - there is no
“not configured” status (= gray check box) here:

]-H Selectable authorization

F Assigned authorization

The arming authorization can be separated from the disarming authorization and can therefore
be assigned to different access authorizations and persons.

Notice!

The assignment of arming or disarming authorizations is not connected to the access
authorization for passage through the entrance concerned.

If the access authorization is also to authorize passage through the entrance, the desired
entry direction must also be activated on the Entrance tab.
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"Entrance | Time management I Elevator I Parking lat ~ Arming |PegaSys |

Marne | Description | Frarm | To Armed Disarmed Division

Assign all armings Remove all armings

“Withdraw Assign all Remove all
autharization. .. authorizations authorizations

11.1.2 Dialog: Access Profiles
Individual access authorizations and area-time authorizations can be grouped into an access
profile, making it easy to assign frequently used rights to employees and visitors.

Access Engine & BOSCH

H B ‘ @ q L | CEI LA | < ® Division:

« Main menu

Profile name: I Al

% Authorizations Description: Ial\ Access without Timemadel

visitor profile: [

Standard duration of validity:

=C
Days: |23—H Morths: |3 = Years: |m::,‘
{o%

Areas
Assigned access authorizations: Awailable access authorizations:
@ Lircssloces Mamne IMAC | Time model Mamne Mac Time model
7 unknown
ﬂ Random

screening
|
PegaSys
Configuration =
88, Person Types
m Calendsar

Key cabinet q | j q | j

|BoschRdr [ [ [ [
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To create an access profile, the user must enter a unique name for the profile in the Profile

name field.

Checking the visitor profile check box for certain profiles allows that profile to be selected in

the Visitors dialog. Since all profiles are available in the Cards dialog, it is recommended to

give visitor profiles a special name and description to avoid any potential misunderstandings.

An area-time authorization can be recognized by the fact that a time model has been assigned.

The Assigned access authorizations list on the left contains the rights belonging to the

corresponding access profile. Access authorizations can be transferred from one list to the
Ll Ll

other by double-clicking or selecting the authorization and then using the and

buttons to transfer it.

To quickly check which entrances each of the authorizations contain, the relevant

authorization can be selected from one of the lists and a button as shown below activated by

right-clicking (as shown below):

Clicking this button opens a dialog with this authorization's entrances.

Entrances E|
Name J from ] to J
Entrance A1 Buiding & Floor A1 3
Enirance 220 FIo0r42 Floam 42:201
Envance BB IMSide Building B
Entrance B1 Buiding B Floor 1
Entrance 5162 | F1oorB1 Floor B2
Entrance B2 Buiding B Floor B2
Enirance B3 Buiding B Flaor B3
Erirance B3B4  FoorB3 Floor B4
Entrance B4 Buiding B Floor B4 i
ExitB1-B2 Floor B2 Floar B1
Exit B354 Floot A Floor B3 3
Notice!

In contrast to access authorizations, changes made to access profiles only apply to future
operations. Profiles that have already been assigned will not be affected by this change.

A validity period can be specified for the access profile in the Days, Months and Years fields
located above these two lists. If the profile is now selected for a person, the access
authorizations of the profile are valid from the current date for the given profile validity period.
This means that if the validity was limited to one day, the authorization would expire at the
end of the day it was assigned.

According to the validity period requirements, when the profile is selected in the Cards or the
Visitors dialog, dates are entered in the Valid from and until fields - starting from the current
date. If the validity period of the access authorization expires, the person is marked with a
yellow block next to Expired in the status bar.

[Registered: ™ |Blocked: B Mo authorizations: [ |

If no validity period is given, no end point is specified for the validity when the profile is
assigned; rather, only the day of assignment is entered as the Valid from date.
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11.1.3 Dialog: Areas
This dialog is used to check the locations where access rights will apply. The areas which are
created by the BIS Configuration Browser Dialog ACE Areas can be selected here to prove the
capacity of the single areas.
The system provides the possibility to define and differentiate two types of areas.
-  Areas for persons
—  Areas for cars (parking lots)

Building Integration System - Access Engine - Dialog-Manager - http://localhost /Documents/DlgMgr.htm

Access Engine & BOSCH

E“Q M4 g o H < O Divisin: [
« hain menu [~ #ccess control area

Mame: | Floor B3

é:.) Authorizations
Description: I |

53 ; Refresh number I Synchronize counter I
Access prafiles Persons in area ki,
max, number of

persons:

Reset areas

/7 unknown

PegaSys
Contiguration

<)
3
&
Random
screening
gﬂ\, Person Types
Calencar

a Key cabinet

[BaschRdr [ [ [ [
The dialog box is given additional controls if a parking lot area is selected.

|—_T ‘ q ) - E > > < o Division:

« Main menu Access control area

Area name: | P01 |

% Authorizations
Description: | |

Eg Access profiles | Refresh number | | Synchronize counter |

max. number of care: Number of subareas: | 3 | Parking time check |

Parking areas

.(:} Pt s Subarea s Description Max Actual Info
77

unknown

Parking_02 [

Random Parking_03 8
SCreening
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1114

Dialog: Reset Areas Unknown

In the case of an event like evacuation or fire exercise, it's recommendable to set the location
of all persons and/or cars to unknown, using the corresponding buttons. As all persons will
leave unchecked, no one would be allowed to return. Setting all person and/or cars to
"unknown", lets persons check in again and thus re-establishing a valid status and a known
location. This does not apply to persons outside, as they are not registered anyway.

E: Building Integration System - Access Engine - Dialog-Manager - http://localhost /DocumentsDlgMgr.htm

Access Engine

© BOSCH

‘ { @ ‘ Division: (R ‘

+ Main menu

Authorizations

Set all areas of all persons to "UNKNOWN' |

Set areas of all cars to UHKNOWHN' |

éb Access profiles

PegaSys
Configuration

Random
screening

8‘& Person Types
m Calendar
g Key cabinet
[BaschRdr 1
Notice!
Persons and vehicles with the location OUTSIDE are not switched as they are not in the plant
and are therefore not subject to access sequence check.
11.1.5 Dialog: Random Screening

The list field of this dialog shows all readers (and the corresponded controllers and entrances)
parametrized for random screening. The column Rate displays the current screening rate.
Additional to the overview of the defined random screening readers and their actual screening
settings the rate of each reader can be changed directly. So it is possible to react to special
events or different frequencies at the entrances - e.g. reducing the rate at the start of work to
avoid waiting times and lines in the security booth.
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% Building Integration System - Access Engine - Dialog-Manager - http:/ /localhost/Documents,/DlgMgr.htm

Access Engine & BOSCH
- "
B <o

Confiolr  |enliance | Readers | Sereening rate | Zetuberschieiung (Minuten) |
AMC4F47  OMUOicd  EFRHI 50 0

« Main menu

Authorizations

Access profies

Areas

Reset areas
P unknown

GO

PegaSys
Configuration

Person Types

Calendsar

Key cahbinet

& 2w

[BoschRrdr [

Click into the corresponded cell of the column Rate to activate the edit mode. Then enter the
new screening rate using the keyboard. The possible value range is 1 to 100.

Notice!

Selection is at random. It is therefore possible, e.g. with a screening percentage of 10%, for
the next person entering also to be selected. The configured screening percentage is
achieved gradually as the number of bookings increases.

See also the notes to configure random screening.

11.1.6 Dialog: Person Types

The dialog consists of two lists: Predefined Employees IDs and User defined Employees IDs
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Access Engine

) BOSCH

Bce

« Main menu

Authorizations

é5 Access profies
&
.

Reset areas
7 unknown

Random

sCreening

PegaSys
Configuration

m Calendar
3 Key cahinet

Division:

Predefined emploves IDs:

User defined employes IDs:

Employee I0 Show as | Apply |PmFi\e name | Profi... IPegaSys validity period
Employee v [~ Locking system settings
Foreign Employee |l [~ | Locking system settings
Wisitar v [  Locking system settings
Guard Icd [¥  Locking system settings

Employes ID Show as Prafile name | Prafi... | Park. .. IPegaSys wvalidity period
Employee Employes v [¥ | Locking system settings
Delete | based on; | Emplayze vI Add

|Boschrdr

Predefined Person Types (Employee ID)
The following Person types are system defaults and cannot be deleted, though their
appearance and behavior can be modified.

Employee Persons of these types can be added and edited only in the dialog

External personnel Persons.

(formerly Foreign

employee)

Guard Persons of this Person Type are also added in dialog Persons.
In the Cards dialog, assign a card to a person of this Person type.
Note that the tab Authorizations in that dialog will not allow you to
assign access authorizations to the card. Guard cards are used only
for Guard tours, where they signal that the guard has reached a
certain reader during a particular patrol.
A guard who requires access authorizations must receive an
additional and separate definition in the Persons dialog, either as
Employee or External personnel.

Visitor Persons of this Person Type can be added and edited in the dialog
Visitors only.

The list of Person Types contains the following columns:

Employee ID (Person Type)
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Show as Enter the name of the person type as it
should appear in the user interface.

Apply (check box) Disable unused Person types by clearing this
check box. They will no longer appear in the
Employee ID list.

Profile name (drop-down list) The name of an Access profile that may be
locked to this Person type

Profile locked (check box) Select this check box to lock this person type
to the access profile in the previous column.

Security profile name Select a Person security profile from the list.
These profiles are defined in their own dialog
and determine the person’s Security level
and Screening rate.

User-defined Person Types

The lower list includes user-defined Person types.

To create customized Person types, first select one of the default types from the upper list as
a template. Click the button Add for a new list entry based on the selected template Person
type. Modify its properties as desired to customize your new Person type.

Use the Show as column to give to user-defined Person types a distinctive name in the system
Ul. The default name is that of the parent Person type.

User-defined person types inherit properties from their parent type. For example types based
on the Guard template are likewise unable to have access authorizations.

Profile locked

Select the check box Profile locked to lock a Person Type (Employee ID) to the Access
profile that is named in the column Profile name. When this option is set, all cardholders that
are assigned to this Person Type automatically inherit their Access authorizations from the
named Access profile.

This has advantages for ensuring consistency of cardholder data, nevertheless all
modifications to the profile need to be propagated to all persons of that type.

Notice!

If a Person type is locked to an Access profile, and the Person type contains many persons,
then any modifications to that Access profile may take considerable time to propagate to all
those persons.

In such cases, plan modifications to the Access profile for times when a large propagation will
have least impact to the system.

11.1.7

Refer to
—  Guard tours and Patrols, page 91

Dialog: Status Key Cabinet
Click onto Status key cabinet to display this Dialog:
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 Building Integration System - Access Engine - Dialog-Manager - http:/ /localhost/Documents/DlgMgr.htm

Access Engine & BOSCH
‘ < o ‘ Division:

« System data Key cabinet terminal: I j

i) keys

Y

Rack contains no cabinets

[BoschRdr [

—  Division: Name of the division.
—  Key Cabinet Terminal: the terminal at which the key is used.
—  Key cabinet: Selection of the key cabinet.

11.1.8 Dialog: Key
Click onto Key to show this Dialog:
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= Building Integration System - Access Engine - Dialog-Manager - http://localhost/Documents,/DigMgr.htm

e —
Access Engine ) BOSCH
1
H B ‘ Q | - E | 2 { -] < o Division: |y

=« System data Key cahinet terminal: I j

Key cabinet Cabinet: I =1

status

Rows J Slok: I j

m Displaved key name (max 20 characters): IKey 1-1-1]
g@ s Key nurmber: I

Inorder to release 5 key select it First, Release key

|Boschrdr [(rua record) [

—  Division: Name of the division

—  Key cabinet Terminal: Selection of the terminal

- Cabinet: Selection of the cabinet

— Row/Slot: Selection of the individual position in the rack

— Displayed key name: Designation of the key (max. 20 digits)
-  Key number: display of the key code

— Release key: Push to release the selected key

11.1.9 Dialog: Key Group
Click onto Key Groups to show this Dialog:

Bosch Sicherheitssysteme GmbH Operation Manual 2021-05[4.9.0.1 | OM



112 en | Using system dialogs Access Engine (ACE)

= Building Integration System - Access Engine - Dialog-Manager - http:/ flocalhost/Documents, DigMgr.htm

Access Engine

IR Qe

=

) BOSCH

» 4 < o i ‘ Division: |[REa

= System data

Key cabinet
status

Mame of the key group: []

Description:

Key in this key group Available keys:

Key

| Terminal Cabinet Division Key Terminal Cabinet Division

=

FE EE

P

11.2
11.2.1

|Boschrdr |tNo record) |

Enter the adequate name into the field Name of Key Group. A List with 4 columns opens:
- Key: Key number

—  Terminal: The terminal where the key is used

—  Cabinet: Name of the respective key cabinet

—  Division: Name of the division

Calendar

Calendar

The scheduling of access control activities is governed by time models.

A time model is an abstract sequence of one or more days, each of which is described by a

day model.

Time models control activities when they are applied to the underlying calendar of the access

control system.

The calendar of the access control system is based on the calendar of the host computer’s

operating system, but amplifies it with special days that are freely defined by the

administrator of the access control system.

Special days can be fixed to a particular date in the calendar or defined relative to a cultural

event, such as Easter. They can be recurring or not.

The configuration of an effective calendar for your access control system consists of the

following steps.

1. Define the special days of the calendar that applies to your location.

2. Define day models that describe the active and inactive periods of each type of day. For
instance, the day model for a public holiday will be different from that of a normal
working day. Shift work will also effect the type and number of day models you require.
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11.2.2

3. Define time models consisting of one or more day models.
4. Assign time models to cardholders, authorizations and entrances.

E Special days

F(f) Dray models
% Time models

Dialog: Special Days

When this is opened, a list appears in the top list field of the dialog containing all specified
holidays. Please note that all holiday dates shown relate only to the current year. However, the
calendar is updated from year to year in accordance with the data entered.

Beneath the list there are different dialog fields for the creation of new special days and for
the change or deletion of existing special days. To add a new special day, at least three of
these input fields must contain data. First a description and a date must be entered in the
respective fields. Thirdly the class to which this special day belongs must be selected from the
appropriate selective list.
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U E| { @ Division:

« System data

F@) Day madels

| ?G) Time models

rList of available special davs

Date (cur. year) | Description Day model Division
Mi 01/01/2014  Mew Year DMAC-Holiday Cammar
Mo 01/20/2014 | Martin Luther King Jr. Day DMAC-Holiday Common
Mo 02f17/2014 | Presidents' Day DMAC-Holiday COrmmon
Mo 0526/2014 | Memorial Day DMAC-Holiday Common
Fr 07/04/2014  Independence Day DIMAC-Holiday Common
Mo 09{01/2014 | Labor Day DMAC-Holiday Cammar
Mo 10/13/2014 | Columbus Day DIMAC-Holiday Zormmon
Di 11§11}2014 | Yeterans' Day DMAC-Holiday COrmmon
Do 11/27/2014 | Thanksgiving Day DMAC-Holiday Common
Do 12/25/2014 | Christmas Day DIMAC-Holiday Common
q | o

Create, modify, or delete a special day

Description: I Columbus Day

Dayw model: IDMAC-HDIiday : Holiday @ Common j
Date: I 1001 fH*4+ ﬁ Ievery wear ﬂ

Days ko add: I? ﬁ
Wk day: I Montag:  after the date j

Date in this year: | Ma 10{13(2014

Priotity: |6D j Walid from: I 3: unikil: I 3:

The date is specified in several steps. First of all, a base date is entered in the Date field. At
this point the date describes an event in the current year. If the user now specifies the
frequency of a periodic return in the selection list next to the date field, the parts of the date
set by the periodicity are replaced by "wildcards" (*).

once e
once per year L e
once per month for a period of a year R
once per month in every year R e
depending on Easter R Rk

Holidays that depend on Easter are not specified with their date, but with the difference in
days from Easter Sunday. The date of the Easter Sunday in the current year is indicated in the
Date within this year field , and the variance of this date is entered or selected in the Days to
add field. The maximum number of days is 188, so with adding or subtracting you can define
every day of the year.

The other data, e.g. the week day of the holiday, are optional. Please note that the week day
list is determined by the regional settings of the operating system (OS). This leads
unavoidably to mixed-language displays where the languages of the access control system and
the OS differ.
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The assignment of a validity period is also optional. If no duration is specified, the default
settings make validity unlimited from the input date.

A priority can also be set. The priority, rising from 1 to 100, defines which holiday shall be
used. If two holidays fall on the same date, the holiday with the higher priority ranges first. In
case of equal priorities it is undefined which holiday will be used.

Holiday with the priority “0” are deactivated and will not be used.

The dialog Time Models displays only the active holidays, i.e. with a priority greater than 0.

Notice!

A time model of the division “Common” can only use holidays which are assigned to the

division “Common”.

A time model of a specific division “A” can only use holidays which are assigned to the

division “A”.

It is not possible to mix holidays between divisions, i.e. every division can use only the
specific holidays which are assigned to it in its specific time model.

11.2.3 Dialog: Day Models
Day models define a pattern for any day. They can have up to three time intervals.
Once the dialog is started, all existing day models are displayed.
|—_T B ‘ < ° m Division: |Rafayyyte
« System data List of available day models of the access contral
Day model Description Stark time End time Skark kime: End time Skart kime: End time Division |
E S DMAC-Holday Foiday DT:00:00 AM_| 07300:00 A Common |
DMAC-none none Comman
FG) Time models
< | |
[ Create, modify, or delete day models of the access control
Mame: | DMAC-Holiday Description: |HOIiday
Tirne intervals:  Start time: End kirne:!
Lstinterval: [01:00 At = | 07:00 AM =
2nd interval; I ::I I ::I
ard inkerval: I ﬁ I ﬁ
Use the dialog to define or modify model name, descriptions and intervals. The icon

starts a new model.
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Start and End times for an interval are entered in hours and minutes. As soon as such a time is
reached the interval is activated or deactivated respectively. In order to mark these times
more clearly as delimiters, the list pane displays them with seconds (always 00). For example,
an authorization in a time model which contains an interval from 8:00 AM to 3:30 PM allows
access from 8:00 AM to 3:30 PM but prevents access at 3:30:01 PM.

Start and end times are subjected to logical checks when they are entered, for instance a start
time must be smaller than its corresponding end time.

One consequence of this is that no interval may extend over midnight, but has to be split at

that point:
1st Interval from: to: 12:00 AM
Following Interval from: 12:00 AM to:

With the exception of midnight (12:00 AM) no overlaps are allowed between the interval
delimiters of a single day model. Note, this precludes the entering of the same time for the
end of one and the beginning of the next interval.

Exception: A 24 hour interval nevertheless has start and end times both set to 12:00 AM.

Notice!

Tip: You can check intervals by viewing them in the Time models dialog: First create a day
model containing those intervals (System data > Calendar > Day models). Then assign this day
model to a dummy time model with a period of one day (System data > Calendar > Time
models). The intervals are then illustrated in the bar graphic.

Exit the Time models dialog without saving the changes.

A day model can only be deleted if it has not been assigned to a special day and is not being
used in a time model.

. .
11.24 Dialog: Time Models
|—_T B ‘ Q . | E b L] < ° i} Division: [
« System data [~ Time madel of the access control
Mame: I,Q" Description: I
E Special days Period: E Reference date: [Ty 07/21/2015 2 [ 1gnare special days
Bresiew
|E Day models
r#ssignment of day models
F S Mo, |Day model 6:004M 12:00PM 600PM |Description Date {1st period) ‘Divisiar
(A MIIEITEE 7274568 DMAC-Hai .. Holday Di 07/21/2015 Comme
7274568 DMAC-Holi... Holiday i 07/22/2015  Comme
T274569 DMAC-Holi... Holiday Do 07/23/2015  Comme
7274570 DMAC-Holi, .. Haliday Fr 07[24/2015  Comme
7274571 DMAC-Holi,.. Haliday Sa 07/25/2015  Comme
<] | ol
Holidary Day model ” £:00AM 12:00PM £:00PM ||Description ‘ Date (1st period) ‘Divisiar

Existing time models can be selected from the search list and their details displayed in the
dialog fields. Any processing is carried out in line with the procedure for creating new time
models.
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If the mask is empty, time models can be created from scratch. To do this, you must enter a
name and the number of days in the period and select a starting or reference date. When this
data is confirmed (Enter), a list appears in the Assignment of day models dialog field below
it. The number of lines in this list corresponds to the number of days set above, and the
columns already contain a progressive number and the dates for the period, beginning with
the start date selected.

Only entries of the column "Name" can be changed or inserted by the user in this list - as
already mentioned, the entries in the columns “No” and “Date” arise from the declarations of
the dialog head; the column "Description” is filled out by the system with the choice of a day
model and the explanations done in this dialog.

By double-clicking in the relevant line of the Day model column, a selection list field is
activated. One of the existing day models can be selected from this list. In this way, a specific
day model can be assigned to each day of the period. When the user switches to another line,
an existing description of the selected day model is indicated by the system in the Description
column.

The predefined holidays with the relevant day models are shown in the lower list field for
navigation and checking purposes. For the selected or newly created time model, the
assignment of day models to certain holidays can be changed. However, these changes will
only apply to this particular time model - general changeovers that are to apply to all existing
and future models can only be performed in the Holidays dialog. In line with these settings,
the week days are then given the assigned day models, in consideration of the holidays.

Then appropriately to these settings the weekdays are faced with the assigned day models
under consideration of the special days. To quickly check that day models are have been used
and assigned correctly - particularly on holidays - this dialogue contains a preview that shows
the day allocation of certain periods.

Finally, a separate dialog box is opened by clicking the Preview button and a time period of up
to 90 days can be specified, including holidays. When the Calculate button is clicked, the
report is composed and displayed as shown below - this process can take a few seconds
depending on the size of the interval.

X

Preview

-~ Properties

Periad: 7 Reference date: 26/06/2006

Start date: [Mo 26/06/2005  —  Enddate [5502/09/2008  —

] 1200 18:00 | Descrip

B

Date [15t period] | Dav model
Mon 26/06/2006  wWeekday
Tue 2706/ 2006 | “Weskdap
“Wed 28/06/2006  ‘weekday
Thu 23/06/2006 | Weekday
Fri 30/06/2008  ‘w'eekday
Sat 01/07/2006 weekend
Sun 02/07/2006 | wWeekend
Mon 03072008 | wWeekday
Tue 04/07/2006  DMAC-Hali...
“Wed 05/07/2006 | ‘weekday
Thu 06/07/2006 | wWeekday
Fri 07 /07/2006 | “eekday
Sat 08/07/2006 weekend
Sun 09/07/2006 | *Weekend
Mon 1040742006 | weekday
Tue 11/07/2006 | “Weskdap
Wed 12/07/2006  ‘weekday
Thu 13/07/2006 | wWeekday
Fri 14/07/2006  “Weekday

Huolic

4

|A
| &
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In the default setting the special days are applied to the time models according to their
definitions. Should the special days find, however, exceptionally no consideration, this can be
caused by the choice of the option Ignore special days. Simultaneously the entries from the
two lower lists are deleted, so that it is evident to the user immediately that the special days
and day classes find no use in this model.

o B‘Q W« g o r W £ @ 1 Divisian:
« System data [~ Time model of the access control
Mame: | g Description: I
Special days . - . -
E Perind: |g j Reference date: ITu 07/21/2015 3 ¥ Ignore special days
Preview. |
|E Day models
#Assignment of day models
Mo, |Day model 6:00AM 12:00PM 6:00PM |Descr|pt|on Date (1st period) ‘Dlwswor
7274568 DMAC-Hol... Holiday Di 07/21/2015  Commc
7274568  DMAC-Hai, . Holiday Mi 07/22/2015 | Commc
7274569 DMAC-Holi... Haliday Do 07j23/2015  Commc
7274570 DMAC-Hali... Holiday Fr 07j242015 | Comme
7274571  DMACHali, . Holiday Sa 07j25/2015  Cammc
dl ml
Holiday Day model ” £:00AM 12:00PM 6:00PM ”Description | Date (1st period) ‘Diviswor
| 0

11.3 Reports

11.3.1 Reports
This section describes a collection of report functions that can be used to filter system and

event log data, and to present it in clear formats.

Dialog path

Main menu > Reports.

A choice of reports is available:
- Master Data

-  System Data

—  Authorizations

Using the reports toolbar

Click @‘ to display a preview before printing.
The preview has its own toolbar:

“ X 4 4 1ol P Yo | S8 FE T o muster | Totakd 100

—  Click X to exit the preview without printing.
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11.3.2

- Use the arrow keys 4 4 2af17 P M in the preview toolbar to browse back
and forth, or to select individual pages by page number.

- Click to print immediately, using your default printer
- Click & to print via a Print Setup dialog, which allows further print options.
- Click % to export the report to a selection of file formats, including PDF, RTF and Excel.
—  The numbers on the right of the toolbar represent:
—  The total number of existing database entries that correspond to the filter criteria.
—  The percentage of those database entries that are displayed in the preview.

Applying sort criteria

The sort criteria that are currently applied appear on the left, and available criteria on the
right.

The sort criteria on the left are applied in order, top to bottom.

Use the arrow buttons i and

to change the order of the criteria on the left.
Click Default to restore the default sort settings.

- to add or remove criteria, and

Master Data

Reports overview - Master Data
The Master Data reports includes all reports concerning persons, visitors, cards and their
access authorizations. Futhermore the device data and company data can be displayed.

i Personnel data

:“@ Wisitors

_"\ Personnel access

_._5\3 autharizations

Persons
Pegasys

Authorizations
pet ertrance

Blacklist

Locked Perzons |
Cards

Device data

BB M
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11.3.3

[‘@ Companies

Report: Personnel Data

Two filters can be applied when creating reports.

Person filter: Here, the operator filter based on the usual personnel data fields.
Access card filter: Here, the operator can filter based on the card numbers, ranges of
numbers, the status, and the blocking status.

Report: Visitors

Similarly to the personnel data, reports of visitors can be created here. In doing so, it is still
possible to access all created visitor data, i.e. even visitors who have yet to arrive but who
were already registered can be selected.

Report: Personnel Access Authorizations

This report gives an overview of the access authorizations registered on the system and also
shows the persons to whom these authorizations have been assigned.

In terms of filters, personal data and the selection of certain authorizations can be used:

—  Personnel data: Surname, first name, personnel no.

- Validation of all authorizations.

- The name of the authorization the entrance is included.

—  The name of the time model - if exists.

- Direction for the entrance.

— Validation of the special authorization.

Report: Blacklist
In this dialog, a list can be printed detailing all or a desired selection of ID cards that have
been put on the blacklist for various reasons.

Report: Blocked Persons/Cards
This dialog can be used to create reports containing data about all blocked persons.
Use dates to find blocks within specified time periods.

Report: Device Data
The dialog can be used to create reports based on device data, e.g. device name or device

type.

Report: Companies
The Companies report dialog is used to collate company data in a list.
Use asterisks, for example, to find companies that begin with a certain letter.

Report for vehicles

In the dialog Reports > Visitors it is possible to select Vehicles from the layout list. Once
Vehicles is selected the dialog area Vehicle filter is activated and can be used by the operator
to filter out vehicles and their status.

The status is displayed as follows:

—  Present: Visit not yet finished and time not yet expired.
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—  Delayed: Visit not yet finished, but time expired,
—  Checked out: Visitor has returned all access cards.

« Reports

& Perzonnel data

Perzonnel access
authorizations

Perzons
PegaSys

Authorizations
per entrance

Blacklist

Locked Persons /
Cards

Device data

Companies

& & & & K b b

T ad < e

— Visitor filter

Visitor card

Card no.: I
First name

MName: |
: I State:

Street: | ' I{No filter) j
d
]

Zip code [ City

Remarks

r Extended visttor filter
Bxpected amival: I 3: Expected departure: I 3:
Amival: I 3: Departure: I 3:

Location: I

rAccess authorizations

valid from: I j until: I ::I

—Card type Filter

Card type: I[No filter) j

—Vehide filter

Car license Mo.: |

Stay from: | = until: =
State: I{No filter) j

present
delayed Available sart order

List of layouts
checked out

Vehicdes - ToST T
| First name E |
Default |

The Report for vehicles only is available for visitors because the expected arrival date,

expected departure date, arrival date and departure date are only available for visitors in the

database table Visitors.

The report only lists the vehicle numbers which are stored in the database table Persons. So

once a vehicle number has been changed, the report will provide other results.

The duration will be calculated as follows:

— if the visitor already checked out, the difference between arrival and departure in minutes
will be displayed.

- if the visitor has not checked out yet, the time from arrival in minutes until now will be
displayed
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11.34

Access Engi

ne

Vehicle Datum 02.07.2014 , 14:26:14
Seite 1
Lastname Firstname Arrival Vehicle Person
Departure Last area Last area
Status Duration
Heuver Besucher mit Vorname 02.07.201414:2 AC BB 5678
Langem Hamen 02.07.2014 14:30 parkpiatz_01 asE
present Oh &
Test Visitor 01.07.201405:10 AC AA 1234
02.07.2014 12:00 parkplatz_01 128
too late 25h 16
Testbesucher mit sehr Besucher mit gaaaaaanz 01.07.201407:30 AC AR 2345
lagem Mamen langem namen 01.07.2014 12:00 AUSSEN AUSSEN
departed 4h 30

System Data
Reports - System Data

In contrast to the master data, the system data is information that is assigned to the system
and is not person, ID card or company-related. These reports are explained in more detail

below.

:“@ Areaz

Ares

[ W
_@ configuration
[ iy
@

Area muster
li=t

huster list

Y
L[] total

Report: Areas

This dialog can be used to collate the locations in a report. The dialog contains only one area
filter, which offers the various buildings and other zones for selection.

The area concerned is selected via a left mouse click. The user can view the report on the
screen using the Preview button before he starts the printing process with Print.

There are two layouts available.

Standard

Persons present in the location - no parking lots

Parking lot occupancy

Persons present in the location - only parking lots

To check that the datasets displayed are up to date, the last card scannings for the areas are

also listed.

Reliable information about the locations of persons can therefore be given for various events.
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11.3.5

Report: Areas Configuration
Defined areas and their subareas with a flag signed parking lots and maximum number of
persons or cars.

Report: Area Muster List

As well as being listed according to purely numerical data, the persons in an area can also be
listed by name.

With the scanning times for the individual areas, these reports also contain the times for each
individual person.

Report: Muster List Total

In principle, the muster lists correspond to the Areas report dialog; however, they offer lists
for the specific zones, which provide information about the number of persons currently in
that area according to access control.

Authorizations

Overview
In this menu item, a summary is provided of the various authorizations given in the
corresponding dialogs:

[L@ Authorizations

Time madelz

Dravy models

Wiarkztation
right=

Wiarkztation
profiles

Uzer
rights

U=er
profiles

B BB B & &

Report: Authorizations

This dialog can be used to display the access authorizations defined in the system. The
entrances belonging to the individual access authorizations are listed. The name of the
selected time model is displayed. In addition, this report shows the number of persons to
whom the authorization is assigned.

Report: Time Models

This report can be used to display the time models defined in the system, as selected. This
report displays all data associated with the model as well as the number of the persons to
whom the model.
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11.3.6

Report: Day Models
This report displays all defined day models with their names, descriptions, and the intervals
they contain.

Report: Workstation Rights
This dialog can be used to display the workstation rights assigned to the workstations defined
in the system.

Report: Workstation Profiles

This dialog can be used to display the workstation profiles defined in the system; this allows
the system operations that are possible on the individual workstations to be presented in a
clear format.

Report: User Rights
This dialog can be used display the assigned user profiles for users defined in the system.

Report: User Profiles
This dialog can be used to display the assigned dialogs and dialog rights for the user profiles
defined in the system.

Report Audit trail

The Audit log Report uses the system event log to select the actions of operators for the last
30 days (default). The default value is low because activity is typically high, which causes large
volumes of data.
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BB < O

% Reports r Time Filter
from: |Tulnfzifen14 == [09:03:08 am = last | = Hourfs)
Gl until; | Tu10j21/2014 = | 10:05:03 AW = last [ == Days
Ares Same period every day: [

configuration

rOperakor [ Waorkstation

& & & &’

Ares muster User name; I EIS j
lizt

Warkstation: |um-wzunaR2-m |
Muster list
total

Persons |.ﬁ.uth|:|rizati|:|ns | Authorizations

Audit trail

[\@ Ertrance events

—Person and card Filker

Marne: I Mustermann _I

Firsk name: | Max

Personnel na. : I 299000

Card no.: |

The following images show examples of the various templates:
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Template Personal Related Data:

Access Engine

Changes access relevant personnel data

Date 23.04.2014 , 09:45:35
Page 1

Lag time

Message

Last name
Company
Authaorization
“Walue(z) before
“Walue(z) aftermard=

Operator at w orstation
Card no.

First name Date of bitth Personnelno.

041232014 08:42:56 AM
Mew person registered

Average

041232014 09:44:07 AM
Mew person registered
Everyman

045232014 09:44:52 AM
Mew person registered
hiddleberg

041232014 08:45:13 AM
Ferzsanal data changed
hiddleberg

dateotbirth: 12/01/1956
dateotbirth: 0270171056

BIS@YM-ACEA0TEST-DE

01.04.14978
BIS@YM-ACE40TEST-DE

Julian

Jerry
BIS@YM-ACE40TEST-DE

Harry
BIS@YM-ACE40TEST-DE

12.01.1956

Harry 02.01.19486

Template Authorization Changes:

Access Engine

Changes authorization (s)

Date 23.04.2014 ,09:49:12
Page 1

Log time
Message
Name

Operatar at w ork station
Last name

Shortnam e First name

0472372014 09:48:31 AM

Authorization created
Authorization for main buib

BIS@YM-ACE40TEST-DE

Authorization 01

04/2372014 09:48:46 AM
Autharization changed
Authorization for main buib

BIS@EYM-ACE40TEST-DE

Authorization 01
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Template Time Models:

Access Engine

Changes access relevant time mod el data

Date 23.04 2014 ,00:55:22

Page 1

Log time Operator at w ok station
Message
Name Period Referance date

“Walua(s) befara
“alue(s) aftermands

04/23/2014 08:53:41 AM BIS
Time model created

Mo-Fr 1

YM-ACE40TEST-DE

04/23/2014

lgnore spec. days

0452312014 09:54:38 AN BIS
Time model changed

Mo-Fr 2
perod: 1

YM-ACE40TEST-DE

04/23/2014

perod: 2

2 Datensdtze gedrickt

Template Day Models:

Access Engine

Changes access relevant day model data

Date 23042014 , 10:00:03

Page 1

Log time

Message

Hame

“alua(s) before
“Walue(s) atterwards

Operator at wark station

04/23/2014 09:58:10 AM BIg
Day model changed

YM-ACE40TEST-DE

Alltime Interval from 06:00:00 AW until 053:00:00 P i

intervallb: 01:00: 00 Ahd intervalie: 11:59:00 PM

intervallb: 06:00: 00 Ahd intervalie:02:00:00 Ph

0452312014 09:59:43 AM BIS YM-ACE40TEST-DE

Day model changed

Audit Log Interval from 01:00:00AM until 04:00:00 A
O7:00:00 AM 09:00:00 A
11:00:00 AM 02:00:00 PM
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1141

11.4.2

Template Special Days:

Access Engine

Changes access relevant special days data Date 23.04.2014 ,10:03:16
Page 1

Log time Operator at w ok station

Message

Mame wadlid from Date Daymodel

Walua(z) before
“alue(z) afterwards

04/232014 10:02:17 AM  BIS Wi-ACEA0TEST-DE
Special day created

041232014 0501%+=*
04/232014 10:02:57 AM  BIS Wi-ACEA0TEST-DE
Special day changed

041232014 0501+

2 Datensdtze gedrucht

Divisions

Introduction

The BIS system is designed so that the data of several clients can be managed independently
of each other in a database and via one dialog system.

It is therefore possible, for example, to manage buildings or entire plants which are used by
several independent companies with one access control system. Here, personnel data as well
as system data and devices are assigned to a certain division and can only be seen and
processed by workstation users with respective rights.

This module, which can be ordered as a software extension, already forms the basic system in
every Access Engine access control system. In the standard delivery, all datasets are given the
Common division. If new divisions are set up - this also applies if carried out at a later date -
new datasets can be created under these divisions without being accessible from Common.
Existing data that was previously Common can be moved to the new division or another
division.

When the system is installed, the afore-mentioned Common division is created. When ordering
the Division software extension, the number of additional divisions is activated in accordance
with the licenses. Because this setup is valid throughout the system, creation and
configuration are carried out via the BIS manager.

Each division is identified by a separate color in the list.

User Disposition

BIS system users are set up via the BIS manager. In addition, these users are given specific
rights for the Access Engine access control system. In the dialogs for dialog authorization,
which can be called up via the BIS configuration manager, the users that have been set up are
given processing rights for access control data through the assignment of user profiles. The
rights for division-oriented data are also assigned there at the same time.

A user can be given processing rights for several divisions. Every user has implicit access to
data for the Common division.

In the Divisions select the location where the data should be saved.

While a dialog is being processed, users can only see and process datasets for one division (+
the Common data). A selection list in the toolbar can be used to switch to other divisions,
provided that the user is permitted to be active for several divisions.
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If the multi-client system is activated, data is subdivided into two categories:

—  Not division-specific (= Common)

—  Division-specific

Data that belongs to the Common category can be seen by all dialog operators of all divisions
and processed by them - provided that they have the relevant rights. Data that belongs to
specific divisions can only be selected and processed by dialog operators who have
authorization for this division.

Notice!

In every system there will be a user with general rights who is automatically given processing
rights for all existing and future divisions and for the Common category.

This setup is necessary for there to be a central office that can work throughout system.

11.4.3

General Data Processing

If the multi-client system is activated, data is subdivided into two categories:

—  Not division-specific (= Common)

—  Division-specific

Data that belongs to the Common category can be seen by all dialog operators of all divisions
and processed by them - provided that they have the relevant rights. Data that belongs to
specific divisions can only be selected and processed by dialog operators who have
authorization for this division.

The toolbar contains an additional selection list field: Division. This list contains the divisions
for which the operator who is logged on possesses the processing rights, and the entry
Common. The divisions are sorted alphabetically in this list At the start of the dialog manager,
the first division in the list other than Common is set.

When selecting datasets, only data is selected that belongs to the set division and the
Common category. When the Common category is selected, only datasets from this category
are selected - no division-specific datasets.

Notice!
Only one entry can be selected from the Division list at any time.

Notice!

With the exception of personnel and device data (device data via the BIS user interface), the
affiliation to a division cannot be changed for all other data. This applies to preconfigured
datasets as well as newly created datasets.

The following access control data can be division-specific. The dialogs concerned contain the
Division selection list field and any existing list fields are given the additional column Division
- the dialog and menu titles concerned are given here:
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- Persons

- Visitors

- Companies

—  Access Authorizations
—  Area-Time Authorizations
- Access Profiles

- Day Models

- Holidays

- Time Models

- Guard Tour

- Path Control

- Reports

Notice!
Persons who belong to the Common category can be given data from other divisions. For
example, these persons can be given access authorizations belonging to a specific division.

Creating new records
Newly created datasets are assigned to the currently selected division.

Notice!

Once a dataset has been saved with the assignment to a division, this can no longer be
changed.

Exception:

Personnel Data - a special dialog exists for changing the division for personnel.

1144 Special Data Processing
Persons can belong to specific divisions or to the Common category.
The search for datasets selects data from the division that is currently set and from the
Common category. If the search takes place in the Common setting, only datasets belonging
to this category are selected.

Dialog: Cards

With regard to path control, the following special features apply on the Other data tab:

Paths of other divisions are indicated in an explanatory note to ensure that these are not
accidentally overwritten.

Example:

If an operator has, for example, the processing rights for division "A" datasets and can
therefore select data for this client and for the Common category, and a selected person from
the Common category has been given a division "B" path, this path is grayed out (i.e. not
cannot be selected or processed) and displayed with the explanatory note, External division.

Dialog: Set area

The operator can only see the areas that belong to the division for which he has processing
rights. If the selected person is in another division's area, this is indicated with the entry
External division.

Dialog: Register/Deregister Visitor Cards
The registration occurs when the ID card is assigned to the currently selected division. Only ID
cards registered as Common can be used for Common visitors or division-specific visitors.
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Notice!

Each visitor ID card can only be registered once. A decision must therefore be made as to
whether each division has its own pool of visitor ID cards or whether these are registered as
Common ID cards and are therefore available for all clients.

1145

Dialog: Visitors

Only persons from the currently set division and the Common category can be selected as an
attendant and visited person.

This also applies to the assignment of the ID card: only cards registered for the division to
which the visitor is also assigned (or Common), can be assigned.

Dialog: Define Paths

Every operator can define paths that contain readers belonging to the division for which he
possesses processing rights and which belong to the Common category.

The operator with general rights can access all readers and is able to define paths containing
readers that belong to several divisions.

Example:

A path must be defined for the cleaning staff which includes the Common areas as well as
those belonging to divisions A, B and C. A path is defined in the Common category that
contains Common, division A, division B and division C readers. Now this path can be used by
operators of all three divisions; however, operators who do not possess processing rights for
all of these divisions are unable to see the path.

Dialog: Define Guard tours

Each operator can define guard tours that contain readers belonging to the division for which
he possesses processing rights and those belonging to the Common category.

The operator with general rights can access all readers and is able to define guard tours
containing readers that belong to several divisions.

Example:

A tour must be defined for a patrol which includes the Common areas as well as those
belonging to divisions A, B and C. A tour is defined in the Common category that contains
Common, division A, division B and division C readers. Now this guard tour can be used by
operators of all three divisions; however, operators who do not possess processing rights for
all of these divisions are unable to see the tour.

Dialog: Manage Guard tours

The division-specific operator can only see guard tours that belong to his division or the
Common category. He can also only use ID cards for a patrol that are assigned to that division
and the Common category.

Changing the Division for persons

Introduction

Change division is a powerful dialog for changing the Division of a set of personnel records in
the system.

Notice!

Use this feature with great care!

A change in Division has far-reaching consequences for the personnel records that you
change.
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Prerequisites
The operator who changes the Division of personnel records, must have authorizations to edit
those persons and both the divisions concerned.

Dialog path
Main menu > Personnel data > Change division

Procedure
1. In the Filter persons pane, enter filter criteria in one or more of the following fields:

Filter Remarks / Description

Last name Use a single asterisk to match all persons, or letters without asterisks

Personnel no. from/ | Use both fields to define a range of values
to

Employee ID Select from the list
(Employee type)

Division The Apply filter button shows only persons from this Division
Company Select from available companies
Department

Card no. (from/to) |Use both fields to define a range of values

2. Click Apply filter
All persons that match the filter are displayed in the Selected persons list.

3. To further refine the set of selected persons click one or more lines in the Selected
persons list and then click the Remove button. Use the Ctrl and Shift keys to select
multiple records at once.

— IMPORTANT: Before proceeding, make sure that the Selected persons list contains
only persons for which you want to change the Division.

4. In the New division list, select the destination Division for the selected persons.

5. Click Change division of persons
ALL the persons in the Selected persons list are moved to New division.

Effects of changing from one division to another

Persons

—  Access authorizations and path control

—  Links to the previous division are deleted.

—  Links to data of the category Common are retained.
Companies

—  Links to companies of the previous division are deleted.

Effects of changing from Common to another division
—  Access authorizations and path control

—  Links to Common and the new division are retained.
—  Links to other division are deleted.

Effects of changing from one division to Common
All links are retained.
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