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1

Using Help

How to use this help file.

Tool bar buttons

Button |[Function |Description
:E Hide Click this button to hide the navigation
pane (Contents, Index and Search tabs).
leaving only the help pane visible.

Show When the Hide button is clicked it is
replaced by the Show button. Click this
button open the Navigation pane.

l(}:I Back Click this button to move back through
the chain of topics most recently
viewed.

I:[} Forward | Click this button to move forward again
through the same chain of topics

% Print Click this button to print. Choose
between "Print the selected topic," and
"Print the selected heading and all
subtopics".

Tabs

Contents

Index

Search

This tab displays a hierarchical table-of-

contents. Click a book icon @ to open it

l:ﬂ and then click on a topic icon @ to view

the topic.

This tab displays an index of terms in
alphabetical order. Select a topic from the
list or type in a word to find the topic(s)
containing it.

Use this tab to find any text. Enter text in the

field and then click button: List Topics to
find topics that contain all the words
entered.

Resizing the help window
Drag the corner or edge of the window to the desired size.

Further conventions used in this documentation

—  Literal text (labels) from the Ul appears in bold.
E.g. Tools, File, Save As...

- Sequences of clicks are concatenated using the > character (the greater-than sign).
E.g. File > New > Folder

—  Changes of control-type (e.g. menu, radio-button, check box, tab) within a sequence are

indicated just before the label of the control.
E.g. Click menu: Extra > Options > tab: View
Key combinations are written in two ways:
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—  <Ctrl> + <Z> means hold down the first key while pressing the second
—  <Alt>, <C> means press and release the first key, then press the second

—  The functions of icon buttons are added in square brackets after the icon itself.
E.g. [Save]

Bosch Sicherheitssysteme GmbH Operation Guide 2021-0514.9.0.1 | OG
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General tips for BIS operators

21 Working with right-mouse-button menus
You can activate a number of BIS displays, selections, and control functions in the operator
interface using the right mouse button.
Use the right mouse button especially to trigger control functions (for example, detector reset,
user alarm, and so on). Place the mouse pointer on one of the following elements:
— A certain location in the location tree (the selected control command for all detectors in

your location's floor plan.

— Anentry in the right-hand window of the devices overview
— A detector symbol for a floor plan in the locations overview
Notice!
The functions of the right mouse button depend on the configuration, scope of the system,
and authorization level of the current operator. Different functions may be available to
different operators.

2.2 Customized and optional components
This online help describes all BIS standard controls and their behavior. It is nevertheless
possible for system administrators to create a BIS user interface that differs significantly from
the default Ul. Please contact your system administrators for documentation of highly
customized BIS interfaces.

2.3 Regarding operators and authorization levels

Operation on Workstation PC

Only one BIS operator at a time can log on at a workstation PC. BIS can be configured so that
one operator can log onto the system at several workstation PCs simultaneously.

Any number of operators per system can be configured. It is advisable, however, that not more
than 10 operators log on simultaneously. A higher number of simultaneous operators will
degrade system performance.

Operation from the BIS Login Server
Operators can also log onto the system at the login server PC directly. BIS works equally well
from an operator workstation as from the server PC.

System Check

Operators who are logged onto the system can be identified via the device overview.

BIS can automatically trigger a message or execute an action when the last operator logs off
the system.

Authorization Levels

BIS can be configured with any number of authorization levels.

Each authorization level can be customized for efficient message processing and safety

administration.

Authorization levels govern the following:

—  Control commands

— Individual addresses or address ranges

- Messages that are assigned according to specific states

—  Configuration functions. Every page in the configuration has an individual authorization.
An operator can be authorized, for example, to configure new detectors, but not new
users.

2021-0514.9.0.1 | OG
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Dual Authentication

For each authorization level it is possible to define whether dual authentication is required
(i.e. whether two user logons are required to gain access to the system). In such cases, after
the first authorized user has logged on, a second login window appears for a different user of
the required authentication level.

Bosch Sicherheitssysteme GmbH Operation Guide 2021-0514.9.0.1 | OG
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3

3.1

System Overview

Building Integration System (BIS) is a comprehensive browser-based building management
solution. It combines access control, building safety (fire, intrusion) and site-monitoring
(CCTV) systems in a single user interface. Developed according to OPC (Open Platform
Communications*) standards, BIS easily integrates OPC-compliant systems.

*) Note: This is the new definition of the OPC acronym by the OPC foundation, as of
November 2011.

System topologies: single vs. multi-server
— A BIS single server system contains one computer called the BIS Login Server, also
known simply as the BIS server.

—  Each BIS server can act as a communications hub for zero or more connection
servers and database servers, which are separate computers.

—  Either the BIS server runs OPC and database server software by itself, or this
software runs on separate connection and database server computers. Note: As long
as there is only one BIS server, the system is known as a single server system.

— A BIS multi-server system is where two or more BIS single-server systems cooperate in a
network

— Theindividual BIS servers in the network can be providers or consumers of each
other’s data, or both provider and consumer simultaneously.

—  Thus a multi-server system can be hierarchical or peer-to-peer in its structure.

BIS single server systems

Definition

A single server BIS system contains only one BIS login server (also known as the BIS server). It
may run OPC servers itself, and it may contain zero or more Connection servers and Database
server computers.

lllustration
BIS installations vary enormously in size and complexity. The following illustrates a small and a
complex BIS single-server installation.

Figure 3.1: A small single server BIS system
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Figure 3.2: A complex single server BIS system

No. Name Function

1 BIS (Login) Runs the BIS application. The BIS server functions as an OPC
server client

2.1to2.n |Network(s) Carries signals

3.1to 3.n |BIS Client Runs the BIS user interface
Workstation(s
)

4.1 to4.n |Connection Runs OPC server processes
server(s)

5.1to 5.n |OPC device(s) | Interacts with the outside world

6.1 to 6.n |Database Hosts BIS data for event log and engines
server

3.2 BIS multi-server systems
Definition

A multi-server BIS system is one in which two or more BIS single server systems share
information. BIS multi-server systems can be organized as hierarchical or peer-to-peer

networks.

Implementation overview

Participating BIS single-server systems can be providers of information, consumers of
information, or both simultaneously.
—  The Provider server creates a configuration file that details exactly which information it

should share with others.
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—  The Consumer server configures and browses the provider server as a remote OPC
server.

Any or all of the information monitored by the provider can be passed to the consumer or

consumers. Typically the information consists of OPC addresses, state-changes, commands

and alarms.

Hlustration
For simplicity, the following illustrates the interaction of one provider and one consumer

server. The size and complexity of the multi-server BIS system is limited by the network traffic
and the capacity of the consumer servers to process incoming data.
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No. Name Function
1 The provider server A kind of BIS server that

provides information to other
BIS single server systems

2 The subset of the addresses that the
provider server should share
3 The encrypted configuration file generated |Describes the subset of
by the provider server information that the provider

server should share
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No. Name Function

4 An OPC server of type BIS Remote System |Acts as an interface between
the provider server and the
consumer server. It is
configured on the consumer
server using the encrypted
configuration file, and then
browsed like any other
connection server.

5 The consumer server This BIS server receives and
processes information from its
own devices, and those of
connected provider servers
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4.2

Logging On and Off
Logging onto BIS

If your system is not configured so that starts BIS automatically, perform the following
procedure to log onto BIS from the workstation PC:

1.

Start the Internet Explorer browser. If your administrator configured the home page of
your browser to be BIS, then the BIS logon screen appears immediately. If not, enter the
address of the BIS logon server as follows: http://<Name of the BIS server>

Enter your Operator name and password in the window and click the OK button. The
entries are validated by the logon server, and the server checks your authorization level.
The server then sends the start page to your workstation PC. The start page can vary
depending on your authorization level.

If your BIS system uses Windows authentication, entering name and password may not
be necessary.

If dual authentication is in operation a second login window appears for the second
operator.

Changing operator password

Perform the following procedure to change your operator password:

1.

Start the Internet Explorer browser. The browser should be configured with BIS as the
home page. If not, enter the address of the BIS logon server as follows:
http://<Name of the BIS server>

gral

O - @ - 5] @ @ P fprens @ 3- 555 B

sescess | ] hitp:iloc bt ier-Loginfiogn hernitargen-us

Building Integratic
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2. Click the Change password button. In the Change password window, enter your operator
name, old (current) password, and your new password twice.

Change password D_q

Operator narme: |Seu:urit_l.l Guard

MHMREMMNENR

0ld pasgword:

MHMREMMNENR

Mew passward:

Coanfirm password:

xxxxxxxxxx>1

Ok, | Cancel |

3. BIS confirms that the password has changed.

Building Integration System E

Ll
\14) The change of the password was executed,

4. Logonto BIS using your new password.

Notice!

This procedure only changes the password for the current operator’s BIS user interface. It
has no affect on BIS Manager or Configuration Browser passwords. For information on
changing those passwords, please refer to Changing the Configuration Password in the BIS
Configuration online help.

Please note: The password is case-sensitive, whereas the operator name is not.

Notice!

Changing the password as described above works only if your system is configured to work
with BIS authentication.

If your Windows and BIS passwords are identical it is likely that the system is using Windows
authentication. In this case you can change your password in Windows, e.g. by pressing
CTRL-ALT-DEL and clicking the Change Password... button.

4.3

Viewing updated interface pages

If you are informed that your operator interface pages have been updated, but you still see the

old pages on the workstation PC, perform the following procedure:

—  From Internet Explorer, select the menu: Tools > Internet Options..., then click on the
Delete Files... button.

Bosch Sicherheitssysteme GmbH Operation Guide 2021-0514.9.0.1 | OG
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Delete Files E|
"'-., Delete all files in the Temporary Internet Files
L

You can also delete all wour offline content skared
locally,

Delete all offline conkent

oIk | | Cancel

—  Select the Delete all offline content check box.

—  Click the OK button.

—  Close the Internet Options window.

— In Internet Explorer, select the menu View/Refresh.

Favarites Tools

Toolbars »
v Status Bar
Explorer Bar »
Go Ta k
Skop Esc
Refresh
Text Size k
Encoding »
Source
Privacy Repork...
Full Screen Fi1
4.4 Logging off BIS
Perform the following procedure to log off BIS:
» Close the operator interface by clicking
Notice!
Logging off is only possible if all the pending messages have been processed and deleted, or
moved to the workflow.
Your authorization level may prevent you from logging off the system until another operator
has logged on. This ensures that at least one operator is always logged onto the system.
4.5 Forced restart due to configuration change

2021-0514.9.0.1 | OG
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Reloading a modified running configuration

If the running configuration is changed by an administrator it must be reloaded for the

changes to take effect. There are two options:

—  Reload the configuration with immediate effect, disconnecting all operators at once.
Note: this was the default behavior up to and including BIS Version 3.0.

—  Reload the configuration with delayed effect (10 minutes by default). This allows the
operators a grace period in which to finish what they are doing and restart their clients
manually.

Note: a major benefit of this option is that, in the case of two or more operators, at least
one operator may be logged on at all times. That is, there is no longer any time in which
the BIS Messages are not being monitored.

If the administrator chooses the second option, the operator will receive a persistent popup
message giving the remaining time until client restart is forced. This is the grace period.

-

Restart BIS Client:

Fleaze restart your client as zoon as possible to incorparate a configuration change.

Automatic restart in D 9 : 38 ml I"I(S)

| Restart now

Availability of some configuration changes during the grace period

Purpose of the grace period is to ensure that a configuration change does not incapacitate all
operators simultaneously, even for a short time. Operators can stagger their restarts to ensure
that at least one is monitoring the system at all times.

To ensure the greatest possible system integrity the client restart should be performed as
soon as possible after notification, and no mission-critical operations should be performed
during the grace period.

Nevertheless the following table lists the main configuration additions, modifications and
deletions that will be available to operators during the grace period, under the restrictions
there described.

Changed object

Add

Modify

Delete

BIS operator

Visible in the client
after clicking the
Refresh button or
folding/unfolding the
relevant part of the
device tree.

Property "Allowed to
terminate client" is
propagated to the
client on the fly.

All other properties
visible in the client
after clicking the
Refresh button or
folding/unfolding the
relevant part of the
device tree.

If deleted from the
configuration the
operator is
immediately logged
off the client.

Bosch Sicherheitssysteme GmbH
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Changed object

Add

Modify

Delete

If modified in the
configuration the
operator is
immediately logged off
without reloading the
configuration.

Device / Groups /
Detectors and other
BIS addresses

Visible in the client
after clicking the
Refresh button or
folding/unfolding the
relevant part of the
device tree.

Changes of address
are visible in the client
after clicking the
Refresh button or
folding/unfolding the
relevant part of the
device tree.

A client restart is
required to display
changed names
reliably.

A client restart is
required to remove
deleted devices from
the GUI.

Until restart the
deleted objects are
marked with a #
character.

Address lists

Visible in the client
after clicking the
Refresh button or
folding/unfolding the
relevant part of the
device tree.

Changes of address
are available.

Note: Change of
address list name
requires client restart

Until restart the
deleted objects are
marked with a #
character.

Graphic files / Named
views / Layers

Detector mappings
available.

State changes are
highlighted with the
colors of the new
states.

Not available.

The old graphic file
and layer information
are not updated until
after client restart

Not available.

The old graphic file
and layer information
are not updated until
after client restart

Action plan and Misc.
documents

Newly created links
to Action Plans and
Misc. Documents are
available.

If an Action Plan or
Misc. Document is in
use when its link is
changed or deleted,
then the old document
persists until the
operator has finished
init.

The newly linked
document will not
appear until the next
invocation.

If an Action Plan or
Misc. Document is in
use when its link is
changed or deleted,
then the old
document persists
until the operator has
finished in it.

A document that has
been unlinked will not
appear again.

Timer settings

NB: General settings
>Timer (not the timer
within jobs)

Available

Available

Available

2021-0514.9.0.1 | OG
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Changed object

Add

Modify

Delete

Counters and groups

Not available

Changes in
participating address
lists and state lists
available.

Changes in name and/
or color require
restart.

Counter remains
visible but ceases to
count

Associations (Jobs)

Available

Available

Available

BIS operator
authorizations

(not directly visible
in the client)

The following
modifications
available:

—  The property
"Allowed to
terminate client"

- Modifications to
addresses and
address lists

Authorization can only
be deleted if no
operator has it.

ACE user profiles

Available

Available

Available

ACE workstation
profiles

Available

Available

Available

ACE areas Available upon Available upon Available upon
Refresh Refresh Refresh
ACE reader types, Available Available Available

card configurations,
PIN code
configurations

ACE divisions Requires client Requires client restart | Requires client restart
restart

Index page Requires client Requires client restart | Requires client restart
restart

Virtual devices Available Requires client restart | Requires client restart

Alarm print Print template, state |Print template, state Print template, state
mapping, printer and | mapping, printer and | mapping, printer and
layer information is layer information is layer information is
updated for updated for automatic |updated for
automatic alarm alarm printing. automatic alarm
printing. Modified layer printing.

All other features information is not All other features
require client restart |available for manual require client restart
printing.

Event log Available Available Available

Bosch Sicherheitssysteme GmbH
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Changed object

Add

Modify

Delete

OPC and connection
servers

Available upon
Refresh

Requires client restart

Requires client restart
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5

5.1

5.1.1

Configuring the BIS Smart client Ul

This section provides detail of the configuration and customization concepts of the BIS Smart
Client.

Customizing the appearance

To customize the appearance of BIS Smart Client
oo
»  Click the View menu item H 0.
v" The customization page, consisting of Quick selection, Workspace overview and Save
workspace is loaded.

The customization screen

The customization screen explained in this section pertains to customization of the BIS Smart
Client page. This section explains the functions of possible standard screen elements for
customizing the page.

=Y
i

View el & OEN -

Cukck pelaction o Qe WorkEpace overvien " Sawe the workspace o
- - o ° -

Example worepacs 1

(@)

BOSCH

L

Ennmple morieigace I
Framgie Tidaid

Label Screen Element

1 Quick selection: provides an overview of all dashboards and workspaces, with a
toolbar that contains buttons to add new or delete dashboards and workspaces.

2 Dashboards list: consists of existing saved dashboards.
3 Workspaces list: consists of existing saved workspaces.
4 Workspace overview: overview of the workspace currently selected from the list of

workspaces, with a toolbar that contains buttons to add a monitor, edit a monitor,
delete a monitor and to apply a workspace as the default.

5 Save workspace: enter a name for the newly customized workspace, save the
changes or cancel the changes.
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5.2 Customizing the workspace

A workspace is a working environment that an operator can configure for performing his
appointed tasks. A workspace can consist of 1 to 4 monitors, where a monitor is a virtual
representation of a physical computer screen. The operator can apply different dashboards to
the monitors, customizing them individually according to his operational needs.

5.2.1 Creating a new workspace
To create a new workspace

1. On the Quick selection pane, click the Add a workspace button @ from the toolbar to
load a new blank monitor in Workspace overview. Alternatively, click Add a workspace
at the end of the list of workspaces.

2. Customize the workspace as desired by:

— applying existing dashboard to a monitor (refer to Applying existing dashboard to
workspace monitor, page 23)

- applying existing workspace (refer to Applying existing workspace to current
workspace, page 23)

— adding or deleting a monitor (refer to Adding or deleting workspace monitor, page
23)

3. Double-click the monitor to edit the widgets of the dashboard (monitor). Customize by:

— adding and deleting widgets from the dashboard (refer to Adding and deleting
widgets from dashboard, page 25)
— adjusting the placement and size of the widgets (refer to Adjusting placement and
size of widgets, page 26)
4. After customizing the workspace, enter the workspace name in Save workspace.
5. Click Save to save the new workspace, or Cancel to discard the new workspace.

5.2.2 Modifying an existing workspace
To modify an existing workspace
1. On the Quick selection pane, click Workspaces to list all existing workspaces.
2. Double-click the desired workspace to load it in the Workspace overview pane.
3. Customize the workspace as desired by:
— applying existing dashboard to a monitor (refer to Applying existing dashboard to
workspace monitor, page 23)
— applying existing workspace (refer to Applying existing workspace to current
workspace, page 23)
— adding or deleting a monitor (refer to Adding or deleting workspace monitor, page
23)
4. Double-click the monitor to edit the widgets of the dashboard (monitor). Customize by:
— adding and deleting widgets from the dashboard (refer to Adding and deleting
widgets from dashboard, page 25)
— adjusting the placement and size of the widgets (refer to Adjusting placement and
size of widgets, page 26)
5.  After customizing the workspace, click Save to save the changes, or Cancel to discard the
changes.

5.2.3 Deleting an existing workspace
To delete an existing workspace
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1. On the Quick selection pane, click Workspaces to list all existing workspaces.
Click the desired workspace.

3. Click the Delete workspace button I@ .
4. Inthe ensuing dialog, click Delete to proceed with deletion or Cancel to abort.

5.2.4 Adding or deleting workspace monitor
The following section provides information on how to add or delete a workspace monitor.

To add a new workspace monitor

» On the Workspace overview pane, click the Add a monitor button =®

To delete a workspace monitor
1. Click the desired monitor from the Workspace overview pane.

2. Click the Delete monitor button I@ .

Notice!
Exception: A workspace must have at least one monitor. The system will not allow you to
delete the only monitor.

5.2.5 Applying existing dashboard to workspace monitor

To apply an existing dashboard to a workspace monitor
1. On the Quick selection pane, click Dashboards to list all existing dashboards.
2. Drag the desired dashboard to the workspace monitor on Workspace overview.

5.2.6 Applying existing workspace to current workspace

To apply an existing workspace to the current workspace
1. On the Quick selection pane, click Workspaces to list all existing workspaces.
2. Drag the desired workspace to the Workspace overview.

5.3 Customizing the dashboard

The screen explained in this section pertains to the typical elements of the dashboard
configuration page.
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5.3.1
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i Build ng Integration
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e @

Cancel

Label Screen Element

1 Widgets: reusable, modular user interface components that are used to customize
the dashboard, be it maps, alarms or action plans

2 Dashboard: customizable collection of widgets, constructed by 8 cells, arranged in a
4 (horizontal) by 2 (vertical) grid

3 Cells: for holding the widgets
4 Save dashboard: enter a name for the dashboard, save the changes or to cancel the
changes

A dashboard is a browser window that an operator can configure to contain an assortment of
widgets, which are reusable, modular user interface components. Examples of the BIS widgets
include alarms, map and action plan widgets. Refer to Dashboard, page 57 for more
information. Typically, each monitor of the workspace can only utilize one dashboard.

The layout of a dashboard is constructed by 8 cells, arranged in a 4 (horizontal) by 2 (vertical)
grid. Each widget can occupy a minimum of 1 cell. Exception: a map widget occupies a
minimum of 2 cells horizontally.

The widgets can be resized to fill up more cells horizontally or vertically. This flexibility helps
extend the visibility of the widget, such that it occupies a larger part of the monitor space.

Creating a new dashboard
To create a new dashboard

1. Click the Add a dashboard button l—_|'5'
Customize the dashboard as desired by:
— adding and deleting widgets from the dashboard (refer to Adding and deleting
widgets from dashboard, page 25)
— adjusting the placement and size of the widgets (refer to Adjusting placement and
size of widgets, page 26)
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Notice!
The dashboard can contain multiple instances of the same widget.

5.3.2

5.3.3

5.3.4

3. Once completed, enter the name of the dashboard in the Save dashboard pane.
4. Click Save to save or Cancel to discard the changes.

Modifying an existing dashboard

To modify an existing dashboard
1. On the Quick selection pane, click Dashboards to list all dashboards.
2. Double-click the desired dashboard to open it in Dashboard configuration.
3. Customize the dashboard as desired by:
— adding and deleting widgets from the dashboard (refer to Adding and deleting
widgets from dashboard, page 25)
— adjusting the placement and size of the widgets (refer to Adjusting placement and
size of widgets, page 26)
4. Once completed, click Save to save or Cancel to discard the changes.

Deleting an existing dashboard

To delete an existing dashboard

1. Select the desired dashboard from the Dashboards list. The dashboard will be
highlighted.

2. Click the Delete button I@ .

3. In the ensuing dialog, click Show linked workspaces link to see the workspaces that are
configured to use the dashboard.

4. Click Delete to confirm deletion, or Cancel to abort deletion.

Adding and deleting widgets from dashboard
The following section provides information on how to configure widgets and the dashboard
cells.

To add a widget to the dashboard
1. Move the mouse over the desired widget from the Widgets list until the pointer becomes

&

2. Drag the widget to the desired cell of the dashboard.

Notice!
The dashboard can contain multiple instances of the same widget.

To delete a widget from the dashboard

X

»  Click the remove button of the widget on the dashboard.
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5.3.5 Adjusting placement and size of widgets

To change placement of widget on the dashboard
1. Move the mouse over the desired widget on the dashboard until the pointer becomes

&

2. Drag it to other empty cells.

To adjust the size of a widget horizontally

1. Move the mouse to the horizontal edge of the widget until the pointer becomes ‘-"_’ .
2. Drag the widget left or right to resize it horizontally, occupying the neighboring empty
cells.

To adjust the size of a widget vertically

il

1. Move the mouse to the vertical edge of the widget until the pointer becomes
2. Drag the widget up or down to resize it vertically, occupying the neighboring empty cells.

To adjust the size of a widget diagonally

1. Move the mouse to the corners of the widget until the pointer becomes or

s

2. Drag the widget to resize it diagonally, occupying the neighboring empty cells.
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The Screen Display
Standard Screen Elements

The screen display explained in this section pertains to BIS's default configuration. Modified
configurations can alter what you see on your BIS screens.

Depending on the system's configuration, some elements described here may not be present
on your system, or may behave differently from the system's defaults.

4 BOSCH Building Integration System - http:/flocalhost/Documents /indexWide.htm (Version: 2.5.5582.0) o [ =] ]

@ BOSCH || | G [ e [ e | i

virtuelltest| 1/28/2011 103717 ... BISZutritt_Hintereingang| 11
Montag, 16. April (|
[FIL Aitomation Engine |

= Rees: erane |
e
u‘! WETeuTly Engine

Total: 1 New:1 Workfiow: 0 Accepted: 0 Accepted at this workstation: 0

=
[ Sy steminio |
[T B help

.

Address virtuell. test

Location BIS.Zutritt_Hintereingang
Description

Friday, January 28, 2011
10:37:17 AM

©

Alarm time

Exit

T Location overview | B Device overview | 1 Acionplon | & Wis documenis ﬁ

Label Screen Element

1 Navigation Buttons, page 28 Invoke BIS Engines and Event log, control the
loudspeaker, get system information, invoke help or exit BIS. In previous versions
these buttons were displayed by default horizontally across the top of the screen.

2 Message Display Field, page 29 Displays incoming messages for processing by
the system operator. This field has its own status bar, which summarizes the
messages in the list.

3 Tool Bar, page 29 Manipulates the Location and Device Overviews.

4 Location Tree, page 31 Lists locations, but in effect any possible sources of BIS
alarms/messages (locations, devices, detectors, operators) in a logical hierarchy.

5 Document Display area: the main pane for displaying floor plans, action plans,
device hierarchies and Miscellaneous documents.

6 Additional Displays, page 32: A display which is configurable by the system
administrator, typically used for showing details of a message selected in the
Message Display field.

7 Navigation pane: As an aid to orientation, the pane shows the full extent of the
currently loaded location graphic, and the red rectangle indicates the part of the
graphic currently visible in the Document Display area.
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8 Tabs for display selection: Tabs for switching between different display modes:
Location overview, Device overview, Action plan, and Miscellaneous
documents.
6.2 Navigation Buttons

Automation Engine

/‘\ Automation Engine

Click this button to switch to the Automation Engine. For more information, refer to the
Automation Engine Operation Online Help.

Security Engine

security Engine

Click this button to start the Security Engine (the Admin9000 module). For more information,
refer to the Security Engine Operation Online Help.

Access Engine

Click this button to start the Access Engine. For more information, refer to the Access Engine
Operation Online Help.

Video Engine
»= “ideo Engine

Click this button to start the Video Engine. For more information, refer to the Video Engine
Operation Online Help.

Event Log

1 Event log

Click this button to open the Event Log. For more information see Event Log, page 75, Event
Log Filters, page 83 and the BIS Configuration help file.

Mute Buzzer

ﬂ Mute buzzer

Click this button to mute the buzzer for 30 seconds. The buzzer is switched off when the
message is accepted. If a new message arrives with the same or a higher priority however, the
buzzer sounds again.

System Information (Systeminfo)

@ =ystemlinfo

Click this button to view a summary of system information, including operator name, operator

permissions, BIS version, server name, computer name, operating system, language, logon
time.

BIS Help
? BIS help

Click this button to view the BIS Operation Online Help.
To print the online help, right-click on the opened help topic and click Print...
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Exit

Click this button to log off the BIS Operator Interface.

6.3 Message Display Field

Incoming messages are displayed in a list for processing by the operator. In a default

configuration the message fields are:

—  The State of the message (New, Accepted, or Workflow). A blinking icon identifies new
messages.

—  The Current state andAlarm state of the triggering device (for example, Master armed)

—  The Address of the triggering device

—  The Time (actually date and time) of the message

— The Location of the triggering device

—  The Prio (priority) of the message

—  The Operator who accepted the message. This field is empty for all messages in states
other than “Accepted”.

Notice!

A BIS system administrator can change which fields appear in the display, and in what order.

This is done by editing the ActiveX controls in the .htm file which defines the main BIS screen

for a particular configuration. For details please consult the BIS Configuration help file.

As operator you may see one or more additional fields, which can be configured by the BIS

system administrator. These include:

— A Brief text which can be used for describing the triggering device

- A Time Stamp marking the time the message was accepted. This field is empty for all
messages in states other than “Accepted”.

—  The Attributes (either Custom or OPC attributes) of the message, e.g. user ID, message
text etc.

—  Message (number) and Current State (number)

6.4 Tool Bar

go|(dEELLLUREQ= D StBE s

The tool bar offers a number of functions that affect the display:

Button Description

Prints the floor plan for the current alarm/message location.

When traversing the location tree during message processing, this button
takes you straight to the detector triggering the current alarm/message.

Displays the location graphic

Displays the detectors belonging to the currently selected element in the
location tree (detector view).

Displays all detectors of the currently selected element in the location tree,
without filtering.

B & @ s |
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E Displays those detectors of the currently selected element in the location
tree which have the same group as the current message

Displays those detectors of the currently selected element in the location
tree which have the same state as the current message

Displays only the detectors for the message currently selected in the
message field.

L] LS

Filters the displayed list of detectors by state lists, address lists and/or
addresses. Two wildcards can be used in the address field:

* = The asterisk represents any number of characters, including zero.

? = The question mark represents exactly one character.

Notes:

2

—  The search is case-sensitive.

-  Select <without filtering> to switch off filtering based on the
respective criterion

— Removing or adding a filter criterion causes an automatic refresh of
the search results.

—  Filters the displayed list of detectors, not the graphical view.

— Include detectors from sub locations in the search by selecting the
check box marked Include sub locations. (detector view)

—  The more detectors are present at a location, the longer the filtering
process will take.

@ Move the visible section of the location display: left-click, hold and drag.
Use the mouse wheel to zoom in and out.

Zoom the visible section of the location display left-click hold and drag up
or down. Use the mouse wheel to zoom in and out

o

Zoom to selection.

&

Click and drag to select an area in the graphic, then click this button to
zoom to the selected area.

Home view.

aY

Reverts the display area back to the initial view.

i

Displays a dialog box for selecting layers to be hidden or displayed

Prints the location graphic (provided a print template has been set up).
See BIS Configuration Guide online help "Alarm print" for details.

Note!

Macros in the print template will not be instantiated by information from
the selected message.

1]

Toggles whether the Navigation Pane is displayed.

Toggles whether the Location Tree is displayed
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6.5 Location Tree

-1 BIS
l. Devices

o Operakors
@ Detectors without location
@ new detectors
-l D9412G_Location
@ Engineering
Sales And MET
@ Maint
@ warehouse
l.l Accounting
‘I Shipping And Receiving
@ office
@ vaul

@ Personnel

@ office 2

l.l Compuker Room
@ office 3

Shows all connected systems and objects with their respective addresses and line states, as
well as other elements identifiable in the system (for example, configured authorization
levels).

You can open or close any location tree node, as well as all sub-nodes beneath a node. Right-
click on a node and select either Open sub-tree completely or Close sub-tree completely.

Be B P[] &

g« Ml
2@ BIS

l'l Devices
o Dperators
P Detectors without location
@ nHew detectors
094125 _Location

- 1‘ DemoMa
i Dpen sub-tree complekely
@ Sales  Close sub-tree completely

Qperator alarm

Reset
1
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6.6

Additional Displays

The standard BIS displays and controls in this area are as follows. Depending on the
configuration your user interface may display customized screen elements. In this case please
consult your system administrator for further information.

Counters

@ On 12
P oFf ]
@ Ready/Standby 56
@ Pre-Alarm ]

@ rire External 8

Counters show the number of objects currently in particular states. The sums of one or more
line states are displayed for one or more objects, in different colors.

Counters can be defined per operator group, hence it is possible that different operators see
different sets of counters.

For example, the device state counter Open Windows Detector Area Warehouse counts only
the addresses of the windows (i.e. their magnetic contacts) in the warehouse, and only if
these have the status Open. If the device state counter is O then it is determined that no
window is open and that the operator can arm the intruder alarm for this area.

If you double-click on a device state counter, BIS lists those devices in that state within the
location overview area. This can take some time if your system is very large.

address Skate T

&9 D94126,09412G,,, | Burglary Cancel | pan, .,
O D94125.09412G, ., | Burglary Cancel | pan, ..

Message Details
ClerstrgFacterrd
Address DO 25004135 Area 1.*

Location  |BL3.DS412G Location

Dezcription

Thursday, Tune 22, 2006

Alarmtime oo bl

If you click on a message in the message list, message details display in this area.

Action Buttons

Video ON
(example)

The BIS screen interface is configurable to the operators' needs. This allows the system
administrator to add action buttons (e.g. for switching to another camera display, opening
telephone directories, starting an application etc.).

Depending upon the purpose of the action button, the operator may be prompted for
additional information (e.g. addresses or other parameter values).
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When adding an action button, the system administrator considers the following parameters:

—  Button text (for example, Escalator off)

—  Type of control to execute (for example, emergency switch off of all escalators)

—  Authorization level required for the activation of the button (for example, technicians
only)

-  Message reference (the address of the object to control may be derived from the
message)

All controls triggered through action buttons are entered in the Event Log, along with the
operator's login name.

Action buttons can also embedded in action plans which are invoked for the processing of a
message. Action buttons can be configured so that:

—  The action button must be pressed before the message can be deleted

—  The action button can be pressed once or multiple times

Layer Buttons

Floor Plan

H(example)
These are optional components to determine the visibility of layers in the location plan.

6.7 BIS Smart client

As of BIS 4.9 the application offers a web-based Smart Client, which contains its own online

documentation. You start both clients in a browser with the name of the BIS server:

HTTPS://<Name of BIS server>

The choice of browser determines which client starts:

— Internet Explorer: Classic client

—  Mobile browser: BIS Mobile client

— Modern desktop web browser (see table of browsers and their versions below): Smart
client

The minimum browser versions for optimal operation:

Web Browser Version

Google Chrome 90 or higher

Microsoft Edge 90 or higher

Mozilla Firefox 88 or higher
6.7.1 Standard screen elements

The screen display explained in this section is subject to possible BIS Smart Client
customizations. Customization options can alter what you see on your screen.

This page explains the functions of possible standard screen elements of the BIS Smart Client
user interface.
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6.7.2
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Label Screen Element
1 Side navigation: collapsible or expandable pane consisting of navigation menu items

to load alarms and location maps, invoke customization options of the interface, get
system help on using the BIS Smart Client, get system information or to exit BIS.

2 Dashboard title bar: consists of button to mute alarm sounds, showing real-time
status of connection with BIS server and interface language selection.

3 Dashboard: consists of customizable collection of widgets, to display alarms, maps
of system and objects, or alarm action plans.

4 Alarms widget (example): displays incoming alarms for processing by the operator.
5 Action plan widget (example): displays action plans associated with the alarms.
6 Map widget (example): displays alarms on location maps, and quick navigation using

the location tree nodes.

Differences
The following differences apply to the Smart client, as compared with the Classic client:

Parallel processing

— To accept or delete multiple alarms simultaneously, select multiple alarms from the alarm
list and right-click for the context menu.

— To send commands to multiple devices simultaneously, select multiple devices in the map
and right-click for the context menu. The resulting context menu will contain only those
commands that are common to all the devices that you have selected.

Sending commands to devices

—  The Smart client monitors only devices that belong to locations that user has defined in
the system. Typically these locations correspond to physical locations in the real world,
and can be displayed in a map.

—  The current version of Smart Client does not support commands where the commands
require you to enter parameters in a popup window.
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Displaying Documents

7.1 Document Display
The display container serves as the frame for the various types of document display. Which
document types appear, and in what order, depends on the configuration:
—  Location overview with possibly multi-layered location plans.
- Device overview
—  Action plan
—  Miscellaneous documents
Display by Priority
The system administrator of a BIS system uses the BIS Configuration Browser to associate
message types with one or more documents in a prioritized list. When a message is received,
the first document in that list will be displayed. The other documents in the list (if any) can be
displayed by clicking them in the Additional Display area, see Additional Displays, page 32
Similarly, your system administrator specifies here which of the four document types are
displayed at all.
Display Multiple Documents on the Screen
The BIS system administrator also configures the html files shown in the Document Display.
Depending on the settings, you may be able to view more than one display container
simultaneously.
Multiple Monitor Operation
In a multiple monitor environment, the various document types can be distributed across
multiple monitors, so that they are visible to the operator at all times.
Notice!
If several messages are presented simultaneously during message processing, the document
display always relates to the message just selected.

7.2 Location Overview/Location Plans

Location Overview/Location Plans (optional component)
The location overview is an important means of orientation in BIS.

What is the purpose of the location overview?

The location overview and the associated location plans show all locations:

—  Locations at which detectors and sensors are placed

—  Locations to which graphics, areas (named subareas of graphics, e.g. South Entrance),
and message-dependent layers are assigned

You can always print location overviews, even without pending messages. The detectors

placed there are displayed in the location plans with their current line states.

Why is one of the symbols blinking in the overview?

If you select an alarm message the related symbol blinks to make it easier to locate.
Depending on your system's configuration, the blinking symbol can stand for a single sensor,
detector or a group of either.

Blink patterns of the detector symbols

The following settings are possible (individually or in combination):

—  Default setting: background color blinks (depending on state of the detector symbol)
—  Special setting 1: Frame and symbol of the detector blink on a green background

—  Special Setting 2: Whole detector symbol blinks (frame, symbol and background)
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Notice!

Please contact your BIS administrator if you need to reconfigure these blink settings.

A detector symbol has changed, what has happened?

Your system may be configured so as to reflect state changes of detectors not only by sending
messages and changing the color of the detector symbol, but by changing the symbols
themselves.

For instance it is possible a door can be shown in the states closed, open, locked, etc.

During message processing

The location plan displayed during message processing always depends on the selected (or
displayed) message. Navigation through the entire location tree and the associated location
plans is also possible during message processing.

Message Display in the Location Overview

Button Description

Displays the detectors in a graphical floor plan, if configured (spatial view).

Lists the detectors as they are organized (logical structure view).
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Notice!

No distinction made between detectors, sensors and groups of either in the display.
All detector points allocated to the location will be displayed, not just those having a
hyperlink in the graphic.

Giving commands to a selected detector

There are two ways to send a command to a detector via the location overview:

1. Right-click the detector symbol. If your authorization is sufficient a context menu opens,
which contains all the commands available for this detector and your authorization level.
Left-click the desired command in the context menu, then, if required, enter any other
required control parameters (e.g. ON or OFF) in the ensuing dialog box.

2. Alternatively, double-click the detector symbol to invoke the Fast Access Command
defined in the BIS Configuration Browser for this detector type. The Fast Access
Command is the default command among those listed for the detector type. If none has
been defined then an explanatory error message appears.

Notice!

The list of commands is alphabetically sorted. The names of the commands can be edited
using the BIS configuration browser. Placing an exclamation mark at the front of the
command name promotes the command to the top of the list alphabetically, and
simultaneously makes it the Fast Access Command for this detector type: BIS Configuration
Browser > Infrastructure > Detector Types > Commands > (Right click and edit the name of
the command)

Orientation aids in the location overview
To facilitate working with the location overviews, and assist in message processing, a number
of orientation aids are provided.

Notice!
These orientation aids depend on your system configuration. Not all functions may be
available in your system. See your system administrator for more information.

Buttons in the display header (Tool bar)
In both views (message display or location graphic), the header of the display container
provides a tool bar:

Blinking elements in the location overview
If there is a message or state-change for a group, detector or sensor, the icons on the location
map for that element will blink.

Navigation pane (7)

A navigation pane is always visible. The area shown in the main display is outlined in red in the

navigation pane, thus helping you to locate alarms in relation to the entire site.

Controlling from the location overview
If so configured by the system administrator controls can be activated from the location tree
as well as from the relevant location graphic.
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Notice!
Controlling from the location overview is an optional feature and may not be enabled on your
system. Contact your system administrator for more information.

7.3

Layers

Layers (optional component)

What are layers?

AutoCAD plans typically consist of separate images which overlie each other and are therefore
own as layers. Each layer may contain specialized information (e.g. ventilation, plumbing,
approach routes, escape routes, fire doors, positions of fire extinguishers etc.) and can be
displayed in combination or separately as required. A location overview usually consists of
many layers.

How are layers displayed?

Layers are always displayed with messages, and relate to the state and alarm location of the
detector that generated the message. When a message is displayed, layers are also displayed
during manual navigation.

To control which layers are shown, click to open the Layer dialog. Then select and de-
select layers as required.

Layer %)

WILAND SCP A
VW IMDOW F
WP I,

WIINST, DR,

[ JGRID
WIMATNT
WMOTION 3

Layer buttons
Your system administrator can also add a custom button to your operator screen that you can
use to show and hide a specific layer. For example, you could use this button:

Floor Plan

to show the floor plan layer:
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or hide the floor plan layer:

S« | |[HIE | BIEELLE [ |f7"Q 88
- BIS

@ Devices OFFICE
' Operatars MAIMT
@ Detectors without lacation
@ Hew detectors OFFICE
& 094125 _Location
=i DemaoMap
.. Main Entrance 545
' Sales Enkrance ENGIN EER'NG W,ﬂ,REI—
Yaulk
& Computer Room

l

COMPUTER RSO

Notice!
The display of layers and layer buttons is an optional feature and possibly not enabled on

your system. Contact your system administrator for more information.

Notice!
Avoid multiple dash and underline characters in layer names e.g. ABBCC|--DDFF and AABBCC]|

DDFF__HHKK, as these can lead to compatibility problems between AutoCAD and the BIS

client.

7.4 Zoom and Pan

Zoom and Pan (Graphic Navigation) (optional component)
Zoom and Pan allow enlargement or reduction (Zoom), or back and forth movement (Pan), of

the graphic display. Use the mouse for smooth uninterrupted movement.
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Zoom and Pan make it possible to rapidly navigate through the alarm locations, as well as to
select individual images for display and printout.

Using Zoom and Pan

The function can be started during or outside of message processing, as follows:
1. Click and drag the graphic display in two dimensions

2. Click on the symbol in the tool bar

Button Description

'D\ Zoom: Enlarge or reduce the display.
@ Pan: Move the display back and forth.
Notice!

The zoom and pan functions are optional features, and may not be enabled on your system.
Contact your system administrator for more information.

7.5 Device Overview

Device Overview (optional component)
Besides the location tree and the location plans, the device overview provides another
orientation aid when using BIS.

What is the purpose of the device overview?

The device overview shows all connected systems and objects, with their addresses, states,
and other elements identifiable in the system (for example, configured operators). The
individual objects are sorted in this view not by location, but by connected devices (for
example, “Building control”
“Operator”).

or “Timer”), and logical administrative units (for example,
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Similar to the location overview, there is also a tree structure in the device overview. This tree
structure, however, does not display the locations, but the logical levels of the contained

systems and objects (the device levels). Where location plans are displayed in the locations
overview, the device overview displays detector addresses pertaining to the selected level
(with the current state), sensors, lists, groups, and so on.

If an element (such as a detector group) is selected in the device overview, the associated

sub-elements (for example, detectors) can be selected in the list by double clicking. You can

return to higher levels by double-clicking the back-arrow button.

The address overview is updated continuously.

Double-clicking on a counter causes BIS to display all devices with that state:

Address

Skake

Calling the device overview

The device overview exists independently of a message display, and can be called during or
outside of message processing.

To call the device overview, click the Device Overview tab in the display container.
Double-clicking on a counter also causes BIS to display all devices with that state from

A 0o4126.000126... [N <.
@ 0s4126.00412c... | ---.
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the counter's state list.

address

Skate

& 0o126.0011zc... [N ro-.

) D9412G.09412G. .,

FPan...

Notice!
The device overview is an optional feature which requires configuration. It is possible that the
device overview is not enabled for your system. Contact your system administrator for more

information.

Sorting the device overview
The contents of the overview can be sorted by clicking on the appropriate column heading
(e.g. Address, State, Type).

Context Menu:
Right-click the desired device. If your account is suitably authorized, a menu opens
containing the commands that are available for this detector and your authorization level.

D941 260341206

Controlling devices from the device overview
There are two methods for giving commands to devices via the device overview:

Addresses | Sub addrasses | ar

S0 ey Door
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'ﬂ Pe Pesimeter Delay Exik
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& pg  Reset Sensor

EP‘: Secure Door Mode
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Terminate Secure Door Mode
Terminabe Uinlock Door Mode
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- Select the desired command using the left mouse button, and enter other control
parameters as required (for example, ON or OFF).

New since BIS Version 2.3

— ltis now possible to associate any URL with any detector type, and invoke a browser with
that URL via the context menu. As only one URL can be invoked at a time, the context
menu command is only available where detectors are selected singly, not multiply or from
lists. Click Show extended in the context menu entry to invoke the URL. The association
of detector and URL is performed in the Configuration Browser (see Configuration
Browser online help). This feature is typically used to provide extra documentation for the
detector type. If no URL has been associated, clicking Show extended will produce a
dialog box where a URL can be entered manually.

—  Similarly detector types can now be associated with BIS Reports. Click Show Report in
the context menu of a detector in Location or Device Overview to invoke the report. See
Configuration Browser online help for details on how to associate BIS Report types with
detector types.

Fast access command

— A suitably authorized user can configure which of the device's commands will be
executed when the corresponding button in the Fast access command column is clicked.
If so configured then the same command will be executed when the user double-clicks on
the device's icon in the Location overview.

—  Place an exclamation mark at the front of the command name to promote the command
to the top of the list alphabetically, and simultaneously make it the Fast Access
Command for this detector type: BIS Configuration Browser > Infrastructure > Detector
Types > Commands > (Right click and edit the name of the command)

Display of states in the device overview
The device overview shows not only the states of physical devices, but also of “virtua
such as address lists, servers, timers, command/event queues, operators etc.

|))

devices

Notice!

If an action is to be triggered on the status change of a device from the device overview, then
system administrator needs to configure an appropriate association in Configuration browser
> General Settings > Associations

See BIS Configuration Browser help for details.

State display of the address lists

In the device tree select Devices > virtuell > Address lists. The names of configured address
lists appear in the device overview. The state of a complete address list is the highest
prioritized state of all the current states of its sub addresses.

State display of the connection servers

In the device tree select Devices > virtuell > Server. The names of all connection server
computers appear in the device overview. You can see from the displayed state whether the
server is functioning correctly.

State display of the command and event queues: “System status”

In the device tree select Devices > virtuell > System status. The various queues of incoming
messages and outgoing OPC commands appear in the device overview. Four states are used
(state numbers 271-274, introduced with BIS 2.3); these are:

—  Normal (green)
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- Warning (yellow)
—  Critical (orange)
- Error (red)

Notice!
With the Error state, the maximum number of entries has been reached, and any new
incoming messages will be lost.

7.6

Three system status "devices" are visible by default.

These are

- Commands to OPC servers (how many OPC commands are waiting to be sent to OPC
servers)

—  Offline Messages (how many offline messages from OPC servers are waiting to be
processed by BIS)

-  Eventlog entries (how many messages are waiting to be written to the event log)
The queues for further OPC servers appear under the name Data from <OPC server
name>

State display of the time-scheduled programs
In the device tree select Devices > Timer. The names of all time-scheduled programs appear in
the device overview along with their current states.

State display of operators
In the device tree select Devices > Operators. The names of all configured operators appear in
the device overview along with their current states: logged on or logged off.

Action Plans

Action Plans (optional component) are created in advance by system administrators, and not
by the operator. Which document types appear, and in what order, depends on the
configuration. For more information please consult the BIS Configuration online help.

Contents of an action plan

An action plan defines in detail what steps should be taken in the event of an alarm. The

states triggering the messages are continuously monitored. The action of deleting a message

is stored in the Event Log.

An action plan can contain active elements such as action buttons (see below) and macros,

which are replaced by current data from the message every time the action plan is displayed

(e.g. the time of day).

Displaying the action plan

An action plan is not displayed until an operator accepts the relevant message. This is to

ensure that only one operator at a time executes the plan.

— If the action plan is uppermost in the list of documents configured to the message, then it
appears in the display container as soon as the message is accepted.

— Else display it by clicking the Action plan tab, usually below the display container.

Action buttons in an action plan

An action plan can contain predefined, context-related action buttons. These are created by

the system administrator with the following attributes:

- Label

—  Authorization (the user groups allowed to click the button). If you are not authorized to
use an action button it appears grayed out in the user interface.
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-  Message reference (address, state, automatic display)

—  The commands to be executed

If an action plan contains required/mandatory buttons, its message cannot be deleted until
these buttons have been clicked.

Notice!
A message cannot be deleted unless all required actions have been executed.

1.7

Action plans and Workflows

If a message requires the attention of different kinds of operator, it can be forwarded by right-
clicking the message, selecting Workflow and then selecting another operator group from the
popup list.

For example, an action plan for a stuck elevator might contain the action button Intercom to
communicate with the elevator. This button would be authorized for all operator groups. In
the same action plan another button Reboot Elevator would be authorized only for the
location manager, and so be grayed out in the normal operator’s Ul. If the normal operator
determines the alarm is genuine he may forward the message via Workflow to the location
manager’s group. When the location manager accepts the message he will be able to click the
button Reboot Elevator from the action plan.

Another example: an operator can postpone processing of a non-urgent message, after
accepting it, by forwarding it via Workflow to his own group. The Event Log records such
actions in any case.

Miscellaneous Documents

Miscellaneous Documents (optional component)
In addition to the location overviews, device overviews, and action plans, the Miscellaneous
documents category is another document type that can display during message processing.

This category includes any number of HTML documents.
Miscellaneous documents can contain macros, which are replaced at the time of message
generation by current data from the message (for example, the date).

Examples for miscellaneous documents:

— Display of message-related first aid measures

—  Retrieval of video images from webcams

— Links to databases (for example, a central hazardous substances database)

— Display of telephone or address books

—  Calling documents from in-house applications (for example, SAP)

—  Embedding active documents from external applications (for example, the analog value
display of a pyrometer)

Notice!
These documents can also be part of an action plan.

Displaying miscellaneous documents
—  Click the Misc. documents tab. All documents in this category are shown in a list field,
and can be selected from that field.
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8.2

BIS Message Processing
Processing a BIS message

How you process a message depends on the scope and configuration of your BIS system.

There are only a few rules which are generally applicable.

—  Ensure that you are familiar with any local rules and procedures for your site, that these
are stored locally and can be consulted quickly in an emergency.

Step Procedure

1. Suspend the acoustic Click the

signal while making a first ﬂ Mute bizzer
assessment of the

situation, or proceed to button.

step 2

2. Accept the message.

Double-click the message.

3. Assess the overall
situation if faced with
several simultaneous
messages.

Browse through the lines of messages to find common
reference points for the pending messages. This will help you
to decide on the order of processing.

Note: It may be helpful to sort the list by clicking on the
header of the Priority or Time columns.

4. View documents.

Click in the documents list (if available) to view the
documents. You may find important information that will help
you process the message. For more details see Displaying
Documents, page 35

5. Execute the required
procedure.

Execute the steps listed in the message documents,
particularly those in an action plan. See also Action Plans,
page 44

6. If you require the
actions of others, place
the message in the
workflow.

Right-click on the selected message and select Workflow
from the context menu. A list of operator groups appears, to
which you may pass the processing of the message. Select
one of these.

The action plan itself may specify to which user group you
should pass the message, and when you should do this. The
message then appears on the displays of all operators
belonging to group you selected. See also Notes on Workflow
processing, page 49

7. After processing, delete
the message.

Right-click on the selected message and select Delete from
the menu. Delete the message only if all specified steps have
been executed. In case of messages with an action plan there
may be certain mandatory actions (e.g. mandatory buttons to
press) before the message can be deleted. See also Notes on
deleting messages, page 49

Standard features of a message

The following section describes features which are standard to messages in a BIS installation.
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Recipients

A message only appears in the message list of those operators who are authorized to process
the message. The operator who accepts the message first is responsible for further
processing. The message cannot be accepted by more than one operator.

Acoustic signals
When a message arrives, the system produces an audible signal, which can be turned off for

,l""" Mute buzzer
30 seconds by clicking the button. The signal sounds again until

the message has been accepted (acknowledged) by double-clicking the message.

Message states

Message State | Description

New All the incoming messages that have not been accepted by any
operator are marked NEW. These messages are displayed to all
operators that are authorized to process them.

Accepted All messages which have been accepted by any operator are marked
ACCEPTED. In the Operator column, the name of the operator who
accepted the message is displayed. Only this operator can delete the
message or put it into the workflow.

Workflow A message is marked WORKFLOW if it was accepted by another user,
but was forwarded to your authorization level for further processing.
All operators with your authorization level see the message on their
own workstations, and may accept the message from there.

The Message Display Field

The message display field shows all messages that you are authorized to process.

—  Sort the list by clicking on the header of the column by which you wish to sort.

—  Select multiple messages by shift-clicking or control-clicking. An arrow in the left column
marks the message you selected last.

—  Details of the selected message may appear elsewhere on the screen, depending on how
your user interface has been configured.

— If you are running a Multi-Server BIS installation, and a message arrives on your Consumer
server from a Provider server , then the message display field prefixes the name of the
Provider server to the Address field, and the background color of the message is gray, as
seen in the following illustrations:

Current state Alarm state Address Tirne
wirtuell.testl| 20,10.2014 10:47:21
ACCEPTED Ermergency alarm Emergency alarm wirtuelltest? | 20,10,2014 10:52:07
1| n
Total: 2 Mews 0 Workflow: 0 Accepted: 2 Accepted at this workstation: 1

Figure 8.1: Messages from a Provider server as seen locally on that Provider server, or one of its clients.
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| State | Current state Alarm state Address Tirne |
ACCEPTED RermoteSites TEST-HP 8virtuelltestl  20.10.2014 10:47:21

n & ACCEPTED Ernergency alarm Ernergency alarm RermoteSites TEST-HP 8 irtuelltest? | 20010.2014 10:52:07

< | 1 |

Total: 2 Meww: 0 Witk o Accepted: 2 Accepted at this workstation: 1

Figure 8.2: The same messages from a Provider server as seen remotely on a Consumer server, or one of its

clients.

—  An operator on the Consumer server can accept and process remote messages (messages
from a Provider server) as if they were coming from any other Connection server .

—  Whenever there are no messages, the message display field is hidden and replaced with a
clock.

—  The message pool can hold a maximum of 5000 messages (plus, if necessary, the Event
log full message) regardless of the processing state of the messages.

—  The status bar below the Message Display provides the following information:

-
lTotaI: 3 |New: ] |Wnrkﬂnw: 1] |.0.ccepted: 3 |.0.|:|:E|:uted at this workstation: 3 = 7]

—  Total number of all messages in the list

—  Number of New messages in the list

—  Number of Workflow messages in the list

- Number of Accepted messages in the list

—  Number of messages in the list Accepted at this workstation

— lIcon a-z: Indicates whether the messages are currently sorted or not. If unsorted the
icon is crossed out.

Notice!

To avoid confusion in the message list, new messages are always appended to the end of it.
Because of this, a previously-sorted list may become unsorted. If this occurs, the flag a-z icon
in the status bar is crossed out, as shown above.

8.3

The dwell time of a message

in general a message disappears from the message display field only when deleted.

Exception:

—  If during message processing the same object issues a new message with the same or
higher priority, the initial message is overwritten. For example, a fire detector detects
dirt during its self-diagnostics check. If this detector shortly thereafter triggers a fire
alarm, and the dirt message still has not been processed, the dirt message is overwritten
by the fire alarm and disappears from the message display field.

— If another message with a lower priority arrives, the original message is not overwritten;
the new message appears in addition to the original message.

— If the first message is already being processed when a new message arrives, it is not
overwritten. The second message appears in addition to the original message.

Optional/configurable features of a message

The following section describes the commoner features which may or may not be part of your
BIS installation, depending on how it is configured. For details on the many possibilities
offered, please consult the BIS Configuration helpfile.

Message documents
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When a message arrives, BIS displays any documents that are associated with it in the
configuration (e.g. location plans, escape routes, action plans, instructions regarding
hazardous substances). If more than one message is present in the message list, then it is
those documents associated with the selected message that are displayed. For more
information see Displaying Documents, page 35

Automatic events
When a message arrives, BIS may trigger events that are associated with it in the configuration
(e.g. the printing of a specific document).

Notice!
If so configured, the system can also trigger automatic controls without generating messages.

8.4

8.5

Sequence-monitoring using timeouts

To help ensure that urgent messages are not overlooked or ignored, the configuration may
include timeouts for message processing steps (e.g. the time taken to accept a message after
it arrives). If a timeout occurs, a control or a new message may be triggered automatically.

Display of alarm location

The standard behavior is to show the location of the alarm immediately after a message
arrives in the location tree. This behavior can be reconfigured by the administrator, e.g. so
that the location tree shows the alarm location only after a message had been accepted.

Notes on Workflow processing

A workflow is the set of operator types to whom a certain message can be passed for further

processing. Each message that has been placed in the workflow is then marked WORKFLOW.

—  Messages can only be sent to a Workflow individually. Multiply-selected messages can not
be put into a Workflow simultaneously.

—  The configuration may specify escalation sequences for messages. These automatically
forward messages to the workflow if the first operator group does not accept the
message within a certain time limit. This helps ensure that urgent messages are not
overlooked or ignored.

Notes on deleting messages

A message remains in the message display list until it is deleted, then it disappears from the

list. You must distinguish between two types of messages.

— Messages without an action plan : These messages can be deleted at any time. You can
select multiple messages of this type for simultaneous deletion by ctrl-clicking or shift-
clicking them.

— Messages with an action plan: Action plans usually have mandatory actions which you
must complete in the course of message processing.

You cannot delete a message until all mandatory actions have been executed.
You must delete each of these messages separately.

Logging off BIS

As an operator, you can only log off a running BIS configuration when you have finished
processing all the messages that you have accepted.

Information about the acknowledgement and deletion of messages, as well as the status of the
associated action plans and miscellaneous documents, is automatically recorded in the Event
Log, see Event Log, page 75.
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8.6

8.6.1

Using the mobile client

Introduction

The mobile client is a browser-based application that connects to the BIS server and allows

operators to perform the following tasks from portable devices:

- View, accept and delete alarms.

— Receive notifications over the internet from the BIS server, even if you have not opened
the BIS server's web page. This is known as “push notification”.

Differences between desktop clients and mobile clients

The mobile client is intended to help operators to stay informed about alarms when they are

not at their workstations. It provides a subset of the functionality of the desktop client. The

main differences are:

— Its menus and commands are automatically displayed in the language that is set in the
options of the browser, provided that this is one of the languages supported by BIS. The
default language is English.

— Alarms are displayed in the language of the BIS installation.

—  The colors and sounds are the defaults from the mobile client.

— It does not support the handling of BIS Workflows, Action plans and Miscellaneous
documents.

—  Mobile client operators can log out even if they have open alarms (alarms that they have
accepted and not yet deleted). Such alarms remain assigned to the current operator for
30 minutes before being marked as New again, and offered for reassignment in the
alarms list.

Supported browsers

The following web browsers are supported:

—  Chrome (recommended)

- Firefox

- Edge

Notes: The Edge browser can be used for accepting and deleting messages, but does not
support push notification. Apple iOS does not support push notification at all.

Technical specifications
— Asingle browser window can connect 1 operator to only 1 BIS server.
— The operator can have up to 5 concurrent sessions on separate tabs.

Prerequisites and HTTPS certificates

There are no configuration steps necessary in the BIS Configuration Browser. The mobile

client is enabled by default.

For secure communications with the BIS server, CA certificates or self-signed certificates can

be used. By default, BIS creates self-signed certificates, which need to be manually exported,

imported and installed on the client devices.

Ensure that the filename extension . CER is defined as MIME type application/x-x509-ca-

cert for the Default Web Site of the BIS server:

1. On the BIS server, start the Windows program IIS Manager

2. In the Connections column, open the page with the name of your BIS server and navigate
to Sites > Default Web Site
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3. In the main pane MIME Types, if file name extension . cer is not listed as MIME Type
application/x-x509-ca-cert then add it as follows:
— In the Actions column, click Add... and enter them in the Edit MIME Type popup.
—  Click OK and close IIS Manager.

Follow the procedures below for exporting, importing and installing self-signed certificates.

Exporting a self-signed certificate on the BIS login server

1. On the BIS login server, run the Windows certificate manager certmgr.msc

2. In the certificate manager program navigate to Trusted Root Certification Authorities >
Certificates

3. Right-click the hostname of your BIS login server in the Issued To column and select
All tasks > Export... from the context menu.
—  The Certificate Export Wizard opens.

4. Click Next and on the next page select file format DER encoded binary X.509 (.CER)

5. Click Next and enter the file path c:\inetpub\wwwroot and give a name to the
certificate file, for example MYCERT. CER

6. Click Next again, verify the settings and click Finish to conclude the wizard.

Importing a self-signed certificate from the server to the client device
1. On the mobile client device open the certificate's URL in a browser.
—  For example, if your BIS server is called MYBISSERVER and you named the certificate
as above, MYCERT, then the URL will be http://MYBISSERVER/MYCERT.CER
2. Save the certificate file in local storage on your mobile client device.

Installing self-signed certificates onto mobile devices

Prerequisite: This section assumes that you have generated a self-signed certificate on the BIS

login server, and placed it in the mobile's internal file storage.

Generic procedure

1.  Onyour mobile device open the device settings and enter certificate to search for the
certificates installation menu.

2. Select Install certificate from storage (or similarly named menu item, depending on your
operating system).

3. Select the imported certificate and Install it.

Notice!
Note that the exact procedure will vary slightly from platform to platform, and version to
version. If in doubt, consult the device's own online help.

8.6.2

Settings

Time and date formats

The time and date formats for the mobile client's alarm list and alarm details are configured in
the following file:

<BIS Installation drive>\MgtS\SmartClient\BWC\config.json

The relevant lines, here shown with default settings, are:
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"timeFormat 24hrs": "true"
and
"dateFormat'": "dd/mm/yy"

- To change the time to 12 hour am/pm format, edit the line to: "timeFormat 24hrs":
"false"

— To change the date to US format, edit the line to "dateFormat": "mm/dd/yy".
The system currently supports only these two date formats.

— If atime or date format is missing or invalid, then system uses the default settings.

After changing settings in this file, restart the mobile client.

8.6.3 Connecting the mobile client to the BIS server

1. Openthe URL https://MYSERVER/BWC in the browser of your mobile device, where
MYSERVER is the hostname of your BIS login server.

2. (First time only) Add the application's shortcut icon to the home screen of your mobile
client. See the next section for more detailed instructions.
After performing this step, always launch the application from the shortcut icon.

3. On the Login screen, enter the username and password of a BIS operator, as defined in
your configuration
— The Home screen (Alarm list) opens.

8.6.4 Adding a shortcut icon to the screen of your mobile client

Introduction

For convenience, an application shortcut can be added to the home screen of your mobile
client.

If you fail to add the shortcut icon the first time you open the URL, then you will no longer be
prompted, and you will need to add the icon manually via the browser's menu.

Notice!
Note that the exact procedure will vary slightly from platform to platform, and version to
version. If in doubt, consult the device's own online help.

Adding a shortcut icon using the Chrome browser
Prerequisite: You have entered the URL of your BIS login server for the first time in the
browser's address bar.
1. Click the link Add Building Integration System to Home screen in the popup bar at the
bottom of the screen
2. Click Add in the popup to confirm.
—  The shortcut icon is added to the screen.

Adding a shortcut icon using the Firefox browser
Prerequisite: You have entered the URL of your BIS login server for the first time in the
browser's address bar.
1. Click the @ icon at the top of the screen
— Theicon is displayed
2. Click + ADD TO HOME SCREEN below the icon.
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3. Click Add in the popup, to confirm

— The shortcut icon is added to the screen.

8.6.5 Logging out of the mobile client
1. Click the Menu button =

2. Click Log out G

8.6.6 Viewing, accepting and deleting messages

= Home

Alarms

Alarm state

. Logged on

Operators.op2 State

. Logged off

Opsrators.op2 Stata

= Logon
Cper:bw:.(nl{jﬁ:l ion

— Logon

" Operators.op2 LastAction

< Logon
Operators Bit LastActon

— Logoff

Operators.op1 Lastacticn

oy Logoff

Operators.op2 LastAction

29

29

30

30

22:44
24/10/18

23:14
24/10/19
22:39
24/10/19

22:44
24710118

23:43
24/10/18

23:10
24/1019

23:14
24/10/18

< Alarm

&

Logged off
Current State:

Address:

Time of alarm:

Assigned
Operator:

Location:
State:

Description:

-—
Prio: 28

Logged off
Operators.opl.State
10/17/19, 12:04:09 pm
N/A

BIS.Operators

New

Logged off

Accept alarm

Delete alarm

1. Onthe Home screen the messages are sorted first in order of priority (highest to lowest),
and then by timestamp (oldest to newest).

—  Messages that have been accepted by other operators will be read-only.
-  Messages that have been deleted by other operators will not appear.
2. Click inside any message to see a details screen.

3. On the message details screen:

—  Click Accept to accept the message, so that it becomes your responsibility to handle
it. Other mobile operators will see your ownership in their mobile clients.

—  Click Delete to delete the message, after you have handled it. The message will
disappear from all other mobile clients.

8.6.7 Push notification

Introduction

Push notification means that the mobile client receives messages from the BIS server even if
the BIS server page is not currently opened in a browser.

Prerequisites

—  The operator has permission to see the message.

—  Push notification enabled in the settings menu ( E(Menu) > Settings ) of the BIS

browser application.
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— Note: Push notification is enabled by default for all operators and every new session.
If not desired it must be deactivated manually in the settings menu every time you
open a session.
—  The operating system and browser allow Push notification. For example, iOS Safari does
not.

Operation

When a new alarm is triggered, the BIS server "pushes" a message to all mobile clients where
the prerequisites are fulfilled:

Notification is sent only for new alarms, not the modification or handling of existing alarms.
Each notification expires after 30 minutes.

The BIS server sends notification and logs out the operator automatically after 30 minutes of
inactivity on the mobile client. Before that, after 27 minutes inactivity, it sends a warning to
the mobile client to give the operator a chance to avoid the imminent logout.

A similar notification is sent if the BIS application stops, usually because of a configuration
change. The operator then needs to log in again.

8.7 Message processing in the Smart client

The BIS Smart client contains its own online help. Consult this online help for details.

Message and alarm processing in the Smart client allows a degree of parallel processing:

— To accept or delete multiple alarms simultaneously, select multiple alarms from the alarm
list and right-click for the context menu.

—  To send commands to multiple devices simultaneously, select multiple devices in the map
and right-click for the context menu. The resulting context menu will contain only those
commands that are common to all the devices that you have selected.
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9.1.1

9.1.2

9.2

9.3

Using the BIS Smart Client
Logging in and out

Logging in to BIS

To login to BIS from the workstation PC

1. Start the Microsoft Edge (Chromium-based), Google Chrome or Mozilla Firefox browser.

2. Enter the address of the BIS logon server as follows: https://<Name of the BIS
server>

3. Enter your operator user name and password in the window.

4. Click Login.

The logon server validates your login entries, and checks your authorization level. The server
then sends the start page to your workstation PC.

If the password check policy is enabled on BIS, logging in with credentials where the operator
user name and the password is the same invokes a change password dialog. The BIS Smart
Client prompts you to change your password so that it complies with the password policy
which is specified on the dialog screen.

Logout of BIS
To logout of BIS

1. Click the Operator menu item {Q' of the side navigation.
2. In the ensuing dialog, click Logout to logout of BIS, or Cancel to abort logout.

Changing the interface language

The operator can change the BIS Smart Client interface language by selecting the language
from the language selection list on the Dashboard title bar. The interface language changes on
the fly as you select different language code abbreviations from the language selection list.

Connection to BIS server

The connection icon on the Dashboard title bar indicates the connection status to the BIS
server. The following possible status are:

Icon |Connection to BIS server

’@’ Connection is good.

{§j Connection is lost. You are no longer connecting to the BIS
server.

You may be disconnected for one of the following reasons:

— maximum number of users for the license has been reached
—  BIS server unreachable

—  general network issues

- others

Check with your system administrator to resolve the issue.
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9.4

94.1

9.4.2

The screen display

Standard screen elements
The screen display explained in this section is subject to possible BIS Smart Client
customizations. Customization options can alter what you see on your screen.

This page explains the functions of possible standard screen elements of the BIS Smart Client
user interface.
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Screen Element

Side navigation: collapsible or expandable pane consisting of navigation menu items
to load alarms and location maps, invoke customization options of the interface, get
system help on using the BIS Smart Client, get system information or to exit BIS.

Dashboard title bar: consists of button to mute alarm sounds, showing real-time
status of connection with BIS server and interface language selection.

Dashboard: consists of customizable collection of widgets, to display alarms, maps
of system and objects, or alarm action plans.

Alarms widget (example): displays incoming alarms for processing by the operator.
Action plan widget (example): displays action plans associated with the alarms.

Map widget (example): displays alarms on location maps, and quick navigation using
the location tree nodes.

Side navigation
The side navigation consists of the following elements:
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Dashboard

Click the Dashboard menu item @ to invoke the dashboard, which can be customized to
display any, or a combination of the following widgets: Alarms, Maps, or Action Plans. If the
dashboard of the specific monitor contains the alarm widget, the number appearing beside
this button represents the number of unprocessed alarms.
View

oo

Click the View menu item O to customize the dashboard and workspace.

A

Operator

Click the Operator menu item to logout from BIS.

Help

Click the Help menu item @ to invoke the HTML help file for navigating and using the BIS
Smart Client within the web browser.

About

Click the About menu item @ to view a summary of system information, including the
operator name, server name, server operating system, language, operator permissions, and
BIS version.

Date and time
For display only. Shows the real-time date and time of the BIS Smart Client.

Collapsing and expanding the side navigation

The side navigation can be collapsed to minimize its view, leaving a larger display space for
other information. The original view of the side navigation can be restored by expanding it
again.

To collapse the side navigation

» Click the Collapse button <
v' The side navigation collapses, taking up a smaller view on the display.

beside the Building Integration System title.

To expand the side navigation

» Click the Expand button >
v' The side navigation expands, providing a full view of the navigation buttons.

9.4.3 Dashboard
The dashboard is a browser window that an operator can configure to contain an assortment
of widgets, which are reusable, modular user interface components. Examples of widgets
include alarm widget that can display alarms, map widget for maps of systems and objects, or
action plan widget for alarm action plans. Being customizable, the user interface may look
different between individual dashboards.

Alarms widget
Incoming alarms are displayed in a list in the alarms widget for processing by the operator.
The alarm fields are:
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9.5

9.5.1

—  The Alarm state of the alarm (new, accepted or forwarded) including location

&

_;
indicates accepted alarms. A pointer on the right of an unopened mail indicates

information. An unopened mail indicates new alarms. An opened mail

forwarded alarms in a workflow.

—  The Priority of the alarms, with warning signs varying in color from yellow for low priority
to dark red for high priority.

—  The Time (actually date and time) of the alarms

Click on the alarm to expand it to display the details. This action also opens its location map
in a tab on the map widget. The details of the alarm are:

—  The State of the alarm (new, accepted or forwarded)

—  The Alarm state of the triggering device

—  The Current state of the triggering device

—  The Address (location) of the triggering device

—  The Time (actually date and time) of the alarm

—  The Assigned operator, who accepted the alarm

—  The Description of the alarm

If there is an action plan attached to the alarm, it appears with the E icon. To view the
action plan in the action plan widget, accept the alarm. If there is no action plan widget on the
dashboard, you will not be able to view the action plan.

Map widget

The map widget contains the location tree on the left and the location overview on the right.
The location tree shows all connected systems and objects with their respective addresses
and line states, as well as other elements identifiable in the system.

You can open any location tree node, as well as sub-nodes beneath a node. Opening the node
displays the corresponding location map in the location overview area.

Clicking new alarms in the alarms widget open their corresponding maps in their respective
tabs in the location overview.

Action plan widget

An action plan defines in detail what steps should be taken in the event of an alarm. The
action plan of an alarm can only be viewed in the action plan widget. If such an action plan
widget is not configured for the dashboard, you cannot view the action plan. For more
information on the configuration of action plans, refer to the B1S Configuration Guide.

BIS alarm processing

Processing an alarm

How you process an alarm depends on the scope and configuration of your BIS system. There

are only a few rules, which are generally applicable.

—  Ensure that you are familiar with any local rules and procedures for your site, which can
be consulted quickly in an emergency.

— If an alarm arrives, keep calm.
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Step # |Step Procedure

1 Suspend the acoustic signal while I::] })
making a first assessment of the Click the Mute once button to mute
situation. once.

2 Assess the overall situation if faced Browse through the lines of alarms to find
with several simultaneous alarms. common reference points for the pending

alarms. This will help you to decide on the
order or processing.

Note: it may be helpful to sort the list by
clicking the header of Priority or Time
columns.

3 View documents. Click the alarm to view the map. You may
find important information that will help
you process the alarm.

4 Accept the alarm. Click the alarm, and then click Accept.
5 Execute the required procedure. View the action plan in the action plan
widget. Execute the steps listed in the
action plan.
6 After processing, delete the alarm. Click the alarm, and then click Delete.
9.5.2 Standard features of an alarm

The following section describes features that are standards to alarms in BIS.

Acoustic signals
When an alarm arrives, the system produces an audible signal.

To mute the sound once (temporarily)

)
» On the Dashboard title bar, click the Mute once button E:] )
or

M
1. On the Dashboard title bar, click the Down button beside the Mute once button

)

2. Click Mute once.

This mutes the sound temporarily until the operator refreshes the web browser, or applies a
different workspace to the session.
Otherwise, the operator can also choose to mute the sound permanently.

To mute the sound permanently

v )
1. On the Dashboard bar, click the Down button beside the Mute once button E:] )
2. Click Mute permanently.
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This mutes the sound permanently for the session, until the operator logs off and logs in
again.

Display of alarm location

When a new alarm arrives, select the alarm to show its location map in a tab in the location
overview of the map widget. The map zooms into the object by using the named view that
issues the alarm. If the map navigation pane is obscuring the view of this object, BIS Smart
Client automatically collapses the map navigation pane into a tiny map icon.

Alarm states

Alarm State Description

New All alarms that have not been accepted by any operator are marked as
new.

Accepted All alarms that have been accepted by any operator are marked as
accepted.

Forwarded An alarm is marked as forwarded if it was accepted by another operator,
but was forwarded to you for further processing.

Note: The colored circles tagged to the alarm icons are color codes of the device states. In
BIS, the states of the device are differentiated by different color codes.

The alarm list

The alarm list shows all alarms.

—  Sort the list by clicking the header of the column by which you wish to sort. The currently
sorted field name is highlighted in a different color.

—  Filter the list by selecting the filter criteria, or search the alarm using the search function.

—  Click the alarm to expand and show more details. This also opens the location map in a
tab in the display area of the map widget. The map zooms into the object that issues the
alarm.

—  The operator can accept and process the alarm.

—  The highlighted number in the badge of the alarms widget represents the number of
unprocessed alarms in the list.

Notice!
New alarms are always inserted according to the currently sorted field name.

The dwell time of an alarm

In general, an alarm disappears from the alarms list only when deleted.

Exception:

—  If during alarm processing the same object issues a new alarm with the same or higher
priority, the initial alarm is overwritten.

— If another alarm with a lower priority arrives, the original alarm is not overwritten; the
new alarm appears in addition to the original alarm.

— If the first alarm is already being processed when a new alarm arrives, it is not
overwritten. The second alarm appears in addition to the original alarm
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9.5.3

9.5.4

Searching for specific alarms

You can search the alarm list for alarms that match your input text. You can enter any text in
the search input field. This search is an incremental search that instantly filter possible
matches as you type the search text in real-time.

To search for an alarm

1. On the Alarms title bar, click the Search button h.
2. Enter the search text in the Search text area.

To clear the search result

» On the Alarms title bar, click the Close button >< .

or

» Select the Esc key.

v" This clears the search result and shows all alarms in the list.

Filtering alarms

You can filter the alarm list to show only specific alarms based on selected criteria from the
following categories:

-  state

- priority

- time

To toggle the visibility of the filter categories

» On the Alarms title bar, click the Filter button Y to hide or show the filter categories.

To filter the alarm list

1. On the Alarms title bar, click the Filter button Y if the filter categories are not visible.

2. Click the Expand button +
expanded.

3. Select the desired criteria.

beside the category to expand it if it is not already

4. Click the Collapse button beside the category to collapse it if you wish to hide the
criteria of the specific category.

5. Repeat the steps above for all other filter categories if so desired.

As you select a criterion from the specific category, the number beside the category reflects

the number of selected criteria for the category.

To hide the filter categories
»  Click Hide filters (just below the Alarms title bar).
or
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9.5.5

9.5.6

» On the Alarms title bar, click the Filter button Y .

v' The filters are hidden from view. The number appearing beside the Filters button Y
reflects the number of chosen filter criteria.

To clear the chosen filter criteria

1. On the Alarms title bar, click the Filter button Y if the filter categories are not visible.
2. Click Reset (just below the Alarms title bar).

Action plans of an alarm
Action plans (optional component) are created in advance by system administrators, and not
by the operator. An action plan defines in detail what steps should be taken in the event of an

alarm. An alarm with an action plan is indicated by the Action plan icon E .

An action plan is not displayed until an operator accepts the relevant alarm. Click the alarm,
and then click Accept to view the action plan in the action plan widget. This means that if your
dashboard is not customized with the action plan widget, you will not be able to view the
action plan.

Notes on accepting and deleting alarms
An alarm remains in the alarms display list until it is deleted, then it disappears from the list.
The alarm can be accepted to be processed. You must distinguish between two types of
alarms.
— Alarms without an action plan: These alarms can be accepted and deleted individually at
any time.
— Alarms with an action plan: Action plans usually have mandatory actions. You can accept
but cannot delete these alarms.
— If the dashboard contains an action plan widget, click Accept to accept the alarm
and view the action plan in the action plan widget.
— If the dashboard does not have an action plan widget, clicking Accept will not show
the action plan. In the ensuing dialog, click Accept to accept the alarm without
viewing the action plan, or Cancel to leave the alarm as new.

You can also select multiple alarms for processing at the same time if they do not have action
plans. Alarms with action plans require special set of rules for processing.

To select multiple non-contiguous alarms

1. Click on an alarm from the alarm list.

2.  While selecting the Ctrl key, click another alarm from the alarm list.

3. Repeat for any other alarms that you wish to process together.

Note: All selected alarms are highlighted by a thin blue bar towards their left.

To select multiple contiguous alarms

1. Click on the first alarm of the contiguous list from the alarm list.

2. While selecting the Shift key, click the last alarm of the contiguous list from the alarm list.
Note: All contiguously selected alarms are highlighted by a thin blue bar towards their left.
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9.6

9.6.1

9.6.2

9.6.3

To process the selected alarms

1. Right click on any selected alarms.

2. Click Accept to accept or Delete to delete the alarms in the context menu.

3. In the ensuing confirmation dialog, click Accept to accept the alarms, or Delete to delete
the alarms, or Cancel to abort the operation.

Location overview

Purpose of the location overview

The location overview and associated location maps show all locations:

—  Locations at which detectors and sensors are placed

—  Locations to which graphics, areas (named subareas of graphics, for example South
Entrance), and alarm-dependent layers are assigned

The devices must be linked to a location for them to be viewed in the BIS Smart Client. The
devices placed there are shown in the location maps with their current line states.

Patterns of the detector symbols

The following settings are possible (individually or in combination)

—  Colored frame around the symbol (dark grey in normal state, other colors in other states)

—  Colored warning triangle beside the symbol

—  Unopened mail, opened mail, or unopened mail with a pointer on the right beside the
warning triangle to indicate status of the alarms (new, accepted or forwarded)

Giving commands to a selected detector

There are two ways to send a command to a detector via the location graphic map:

1. Right-click the detector symbol. If your authorization is sufficient, a context menu opens,
containing the commands available for this detector. Left-click the desired command in
the context menu. Commands with parameters must have been predefined in the BIS
Configuration Browser.

2. Alternatively, double-click the detector symbol to invoke the Fast Access Command
defined in the BIS Configuration Browser for this detector type. The Fast Access
Command is the default command among those listed for the detector types. If none has
been defined, then an explanatory error message appears.

You can also select multiple detectors to send a command. Note that only common commands
between the multiple detectors will be visible.

To select multiple detectors to send a common command

1. Click the detector symbol.

While selecting the Ctrl key, click the next detector symbol.
Repeat until all detectors that you desire are selected.
Right-click any detector symbol.

Click the desired command in the context menu.

oM wbd
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9.6.4

9.6.5

9.6.6

View or hide map layers
The location maps are made up of multiple different layers. You can choose to view only layers
that you wish to see by toggling the visibility of each layer in the location overview.

To toggle the visibility of the map layers

1. On the Map title bar, click the Layers button g to show the list of layers.

2. From the list of layers, select to show, or deselect to hide them on the fly.

3. Click Hide layers to hide the list of available layers.

The number next to Hide layers represents the number of layers currently hidden from view.

L)

The Layers button remain in blue color as long as there are layers that are deselected.

To reset the visibility of the map layers

L)

1. On the Map title bar, click the Layers button
2. Click Reset to make all layers visible again.

if the layers list is not visible.

Viewing multiple maps
Clicking an object in location tree opens the associated map in the location overview area. You
can also open multiple maps in their respective tabs in the location overview.

To open a map in its tab
1. Right click the desired location object in the location tree.
2. Click Open a new tab from the context menu.

Map navigation aids

Using location overview to assist with alarm processing, BIS Smart Client provides a number
of navigation aids for the graphical maps. This includes a map navigation pane and zoom, pan
and tilt functions.

Map navigation pane
A map navigation pane is always available at the bottom left corner of the location overview.
The area shown in the main display is outlined in blue in the navigation pane. This helps to
locate alarms in relation to the entire site.

X

. To expand the map navigation pane,

You can minimize this map navigation pane by clicking its collapse button

(1]

. The map

navigation pane then collapses into a tiny map icon
simply click on the tiny map icon.

Zoom, pan and tilt

Use the mouse to zoom in (close-up), zoom out (wide view) and panning (horizontal or
vertical) of the location overview. Zoom and pan make it possible to navigate rapidly through
alarm locations, as well as selected parts of the map for display and printout. Tilt makes it
possible to angle the map to view it in a three dimensional perspective.
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Move the mouse within the boundaries of the location graphic map until the pointer becomes

ﬂ . Drag the location graphic to pan the map in two dimensions, horizontally or vertically.
Zoom in by scrolling the mouse wheel upwards; zoom out by scrolling the mouse wheel
downwards. Tilt the location graphic map by selecting the Shift key and pan it at the same
time.

To reset the map in two dimensions

» Click the node of the map in the location tree.

or

» On the Map title bar, click the Restore to initial view button .
or

» Click the tab of the map.
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10 Control
10.1 Controlling with BIS

Depending on the configuration, BIS offers several means of controlling connected devices
(for example, bringing elevators to the ground floor, or closing gates). You can trigger control
events in standby mode of the system, as well as during message processing.

Controls are executable in the following ways, as described in detail in the following sections:
From the location tree

From the location graphic (location plan)

From the devices overview

From an action plan (possible only during message processing)

From miscellaneous documents

Through buttons on the operator interface

R e A

Notice!
All control events can be entered in the Event Log with the name of the triggering operator.

10.2 Controlling from the Location Tree

If configured, controls can be activated from the location tree (for example, a reset or an

operator alarm). Proceed as follows:

1. Right-click the desired location in the location tree. If your authorization is sufficient a
menu opens.

2. Left click the desired command and enter other control parameters in the ensuing input
box.

When controlling from the location tree, the commands always act on the relevant location,
not on individual elements placed there.

10.3 Controlling from the Location Graphic

If configured, controls can be activated from the location graphic for individual elements (for

example, the reset of a certain detector). Proceed as follows:

1. Select the desired location in the location tree. This displays the relevant location
graphic.

2. Right-click an element in the location graphic (for example, a detector). If your
authorization is sufficient a menu opens.

3. Left click the desired command and enter other control parameters in the ensuing input
box.

You can activate controls from the location graphics in standby mode as well as in message
mode.

104 Controlling from the Device Overview

If configured, controls can be activated from the device overview by right-clicking the device.

Proceed as follows:

1. Click the Device overview tab in the display container.

2. Navigate through the structure tree of the device overview until you reach the desired
unit. Details are listed.
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3. Right-click the desired line in the overview. If the configuration is correct and the
authorization is sufficient, a menu opens.

4. Left click the desired command and enter other control parameters in the ensuing input
box.

The Device overview can also be used to create backups of the Event Log. For more details
see Event Log contents and backup, page 75

Notice!
You can activate controls from the device overview in standby mode as well as in message
processing mode.

10.5

10.6

Controlling from an Action Plan

Action plans are created by system administrators and not by the operator. For more
information please consult the BIS Configuration online help. This section describes basic
aspects of action plans (where suitably configured). Please see the following section for more
details Action Plans, page 44

As action plans are always associated with a certain message, control events can be triggered
from an action plan only during the processing of the message (i.e. after the operator has
accepted the message).

Controls from an action plan are usually manually executed by clicking the appropriate Action
buttons, see Controlling with Action Buttons, page 67. Nevertheless, system administrators
may also configure automatic controls in the action plan.

Action plans and related processing are entered in the log book along with the messages
which invoked them.

Controlling with Action Buttons

Action buttons are a basic but powerful kind of manual control in the system. They can
activate general scripts via ActiveX as well as influencing the states monitored by the BIS state
machine. See also Action Plans, page 44.

Action buttons are not necessarily message related and can be configured to appear in the BIS
operator interface outside of action plans.

Examples of action buttons on the BIS operator interface:

— Emergency OFF action button stops the operation of escalators with one mouse click

— Camera 1 through Camera 4 action buttons switch the display to the appropriate camera
at the matrix

—  Alarm simulation action button simulates an alarm for testing and exercise purposes
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11 Operator Alarms
11.1 Operator Alarms

An operator alarm is an alarm that is triggered manually by the operator in response to
external information (e.g. a threat by telephone, or something the operator witnesses
personally), and not automatically detected through a subsystem.

An operator alarm is like a normal alarm in that it is always linked to a specific message
location and has a state change associated with it.

BIS handles the operator alarm like a normal alarm, that is, it executes controls defined for
that alarm location, and makes state changes.

An operator alarm message must be handled by other operators like any other alarm.

Notice!
The operator alarm is an optional feature and may not be enabled on your system. Contact
your system administrator for more information.

11.2 How to Trigger an Operator Alarm

Depending on the configuration, there are two ways to trigger an operator alarm:

— By using action buttons on the operator interface
The system administrator may place an action button with the Operator alarm function
on the BIS Ul. For more information please consult the BIS Configuration online help.
Because the operator alarm must always be linked to a certain message location and
state change, this information must be entered manually in a separate input box after
clicking the button.

—  Through the right mouse button menu
An operator alarm can also be triggered when the operator right clicks on a message
location in the location tree.
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12 Simulated Alarms
12.1 Simulated Alarms

Simulated alarms are useful for testing the Associations (If-Then rules) in a BIS configuration,
to test the display of message documents, or to train operators in message processing. The

simulated alarm command in fact simulates only a state. Whether a simulated alarm is in fact
generated depends on whether an Association exists that is triggered by the simulated state.

Simulated alarms generate only a message on the screen, which must be accepted and
processed by the operator even though they have no real consequences.

So that simulated alarms can be distinguished from real alarms, they are only visible in the

message display field, See Standard Screen Elements, page 27

Simulated alarms have the same priorities as real alarms. They are processed the same way,

and are sortable according to their priority and timestamps alongside real alarms. The only

differences are:

—  The Current State of the alarm message is unaffected. The Alarm State is displayed in
struck-through text in order to distinguish it from a real alarm.

—  Simulated alarms produce only messages. They do not trigger any state-changes or
commands

12.2 How to Trigger a Simulated Alarm

Simulated alarms can only be triggered through detector icons.
1. Select alocation in the location overview, or a detector in the device overview.
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3.
4.

Right-click the location or detector and select Simulated alarm.
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Enter a state number in the ensuing dialog.
Note that an alarm message will only appear if the state change triggers an Association
that generates an alarm. See the BIS Configuration online help for details.
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13 Printing
13.1 Printing with BIS

The system administrator can configure different printers for the different events in BIS (for
example, fault messages can be sent to a specific printer).

Printing can be started manually or automatically (i.e. by automatic printing rules in the BIS
Configuration). See the BIS Configuration online help for details.

13.2 Log Printing

System configuration determines which events trigger printing, and which information is
included in the printout. See the BIS Configuration online help for details.

The printer configured as the log printer must be accessible from the BIS login server,
because printing events are controlled from there.

The system monitors the printing function. No manual override is possible on log printing.

Notice!
The printer must be configured to use the operating system's printer spooler. If this is not
done, printing will be not be asynchronous, resulting in reduced BIS server performance.

13.3 Alarm Printing

System configuration determines which alarm events trigger a special printout, and what
information is included. The following is a brief summary of the possibilities. See the BIS
Configuration online help for details.

The printer configured as the alarm printer must be accessible from every workstation.
Printing can be started manually or automatically (i.e. by automatic printing rules in the BIS
Configuration). See the BIS Configuration online help for details.

Notice!
The printer must be configured to use the operating system's printer spooler. If this is not
done, printing will be not be asynchronous, resulting in reduced BIS server performance.

Time of printout

For each alarm location and alarm state the system can be configured so that printing is
automatic on the arrival, or alternatively upon acceptance of an alarm, and which location
graphic should be printed with the message.

Macros in the document
If the documents to be printed contain macros, they are instantiated by current information at
the time of printing (for example, the name of the operator who just logged in).

Layers in the document
If the location graphic to be printed contains layers (e.g. the layer of the triggering detector),
the configuration can individually include or exclude any layers from the printout.
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13.4 Printing Manually

Printouts can be triggered manually on all printers configured as alarm printers.

1. Click in the tool bar above the location overview.
2. Select the printer and its properties, then start the print job.

While printing from the location overview (graphic display), the graphic of the current alarm
message is always printed. In all other cases, the currently displayed document is printed.
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14 Sending Messages to Operators
14.1 Sending Messages to Operators

Within BIS logged-in operators can exchange short messages between their workstations. The
command is called Send message and can be invoked from the context menus of operators,
for example in the Location or Device overviews.

The following example describes how a message to any operator is triggered from the Device

overview.

1. Select the Operators node in the device tree of the device overview. All configured
operators are listed. You can identify, with the help of the status display, which operators
are currently logged onto the system.

2. Right-click one of the logged-on operators. A menu appears, from which you select Send
message.

1 Operators | Refresh |

Addragsas ] Sub addresses | ' |
adkess | Condition | Tvpe
&) b5 Logged off Cperator
[ |
oin
a Sierud message T
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3. Inthe entry dialog that appears, in the Value box, enter the text of the message you want
to send to the operator, then click OK to send the message.

Parameter entry

Command Send mesege
Descnplion Sends a message ko another operatcs
Pasameter | Value | Note
Meszage System wall be offline from 5 bo 6 pen| Meszage to send
4 >
[ ok ] conca |

A small window opens on the receiving operator's workstation, displaying the message.

Mote ... (372972006 1:17:14 PM)

131714 Systenn waill be offine from 5 to B pra

CE,
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15
15.1

Event Log
Event Log contents and backup

All system events are logged in the Event Log. The type of entries stored in the Event Log is
configurable.

Events in the Event Log can include:

—  Operator logons and logoffs

-  State changes

—  Automatic and manual controls

- Message processing events

Notice!

The system always logs configuration changes made with Admin9000. These changes are
visible to every operator.

Security Engine card holders are part of the common division. These card holders are visible
to every operator.

Backup of the Event Log

It is possible to backup the Event Log database from the Device Overview and from the BIS

Manager.

—  For backing up the Event Log from the BIS manager please consult the BIS Configuration
online help > BIS Manager > BIS Manager tabs > Event Log

—  To back up the Event Log from the Device Overview proceed as follows:

—  From the BIS main screen click the Device Overview tab, then in the Devices hierarchy
click Event Log, then in the main Document Display area right click on Backup and select
Start backup.

—  When prompted enter a valid path for the backup (see note below), the maximum
number of backups allowed in that path, and 1 or O depending on whether already
backed-up entries should be deleted (1) or not (0).

— e Devices 0 - tl
s Yent lo
= m virtuell £- g

B Address lists Addresses ] Sub addresses ]
B server Address | State |
E Mew1 | Backup Peripheral ON

Tirmer ﬁ Error Skark |:|.5||:|::_u|:|
Operators

m Event log

& BackupProgress
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Notice!

From the Device Overview it is only possible to backup the Event Log database to a local or a
valid UNC path (\\<servername>\<sharename>\<path>), not to a mapped drive. Moreover the
BIS user process must have write-access to this UNC path, i.e. the same user/password
combination must exist on \\<servername>.

Any drive letter which is used instead of a UNC path refers to a drive on the BIS login server,
and not on the local machine (unless these happen to be identical).

Hence if you wish to back up the Event Log to a local machine that is not the BIS login server
you must use a UNC path.

From the BIS Manager it is however possible to backup to a mapped drive, provided the
windows account under which the BIS Manager is running has write-access to this mapped
drive.

15.2

Event Log User Interface

Click , in the navigation toolbar to start the Event Log application.

% - hitp:/fiecalhestiMglPlatform/EventlogWebRe parting/StartPage. him X FEX
 BOSCH
Manage Filters
ksl Page 1
Use Filters
Event time State name Rddress Locat ion
1218 /2009 %:53:34 AM Dongle not available wirtuell  Domgle. IBTS . Detectors withont =
12182009 9:49:37 AM |Logon Operators. BIS. Las|BIS. Operators
127182009 9:4%: 37 AM |Loggod on Operators. BIS. StalBIS . Operators
12/18/2009 9:4%:16 AM (Stand-by/Control off |virtuell Server PBIS. Detectors without
1271872009 9:49%: 16 AM {Stand-by/Control off |virtuell. Server PIBIS. Detectors without
12/18/2009 9:49:16 AM |{Stand-by/Control off |virtuell.Server.PBIS.Detectors without
12/18/20009 S:4%: 16 AH (Stand-by/Control off wirtuell Server PIBIS Detectors without
12/18/2009 %:4%:10 AM {Dongle not available |virtuell Dongle DBIS. Detectors witheut
[default] 1271852009 %:4%9: 10 AM {Dongle not available |virtuesll Dongle KBIS. Detectors without
12/18/2009 %:49%:07 AW |Hormal wirtuell. System sIﬂIB.D-twtors without
12/18/2009 2:4%:07 AM |Hormal virtunell. System % BIS. Detectors without
12/718/200% 9:4%:07 AM |Hormal wirtuell. System s[BIS.Detectors without
12182009 9:4%:07 AM |Hormal wirtnell. System sBIS. Detectors without
I — 12/18/2009 9:4%:07 AM [Hormal wirtuell System s[BIS. Detectors without
Use Repgrts 12/16/2009 9:49:07 AM [Hormal virtnell. System s[BIS. Detectors without
12/18/2009 9:4%:07 AM |[Hormal wirtuell System s|BIS.Detectors without

On the left panel of the window appear controls for changing database settings, setting filters
and initiating searches:

— A control for selecting the Database

— Manage Filters button for adding, editing and deleting filters

—  Use Filters button for applying the filters you have defined

— Use Reports button for running predefined or user-defined reports

The Database selector enables you to search other event log databases which may be present
on your system. The default setting is the current database.

The Manage Filters, Use Filters and Use Reports buttons function as vertical tabs or “Outlook

buttons”.

—  The Manage Filters tab is closed by default when the Event Log is started. Clicking
Manage Filters will display a set of horizontal tabs in which search filter settings can be
configured, modified and saved. Saved filters can be invoked by name from the Filter -
Search tab. Details about how to use the Manage Filters tab can be found under
Managing Filters, page 77: Creating and Modifying Filter Settings
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15.3

—  The Use Filters tab is closed by default when the Event Log is started. This tab is used for
invoking Event Log searches based on the named filters configured under the Reports
tab, or invoking ad hoc searches. The results can be displayed here and saved for further
processing. Details about how to use the Use Filters tab can be found under Using
Filters, page 79: Starting and refreshing searches

— The Use Reports tab is open by default when the Event Log is started. This tab is used for
invoking predefined or user-defined reports. The results are displayed here and can be
saved for further processing. Details about how to use the Use Reports tab can be found
under Using Reports, page 80: Starting and refreshing reports.

Navigating through the results

In the main pane of the dialog the results of the search are displayed in columns whose
number and order are determined by the filter. When the Event Log is first invoked a new
search is started based on the default filter, and the results displayed here.

Note that if a button is gray it is not active. This is because the desired page has been reached
or does not exist. Examples:

@ You are already on the first page of results.

Go to the first page of results.

= Go back through the results by one page.

= You are already on the first page of results.

=Go forwards through the results by one page.

The text Page <n> to the right of these buttons indicates the number of the page currently
displayed.

Formatting the time stamp

The format of the time stamp in the Event Log is determined by the Windows registry key
HKEY CURRENT USER\Software\Microsoft\Internet Explorer\International
\AcceptLanguage

To change the format flexibly, delete this key if it exists, and set the format in browser's
regional and language settings. To do this, navigate to:

Internet Explorer > Internet options > General tab >

Appearance, Languages > Set Language Preferences

The Event log will take the language format that is uppermost.

Managing Filters

Click the Manage Filters Outlook button for a dialog page containing tabs for defining filter
criteria.

The purpose of filters is to focus on the essential and exclude unnecessary event messages.
The user interface supports the saving and reuse of filters you have defined and named.

By contrast, the Use Filters Outlook button allows you to search with criteria defined on-the-
fly.

A series of smaller buttons below the Reports button in the left-hand tool bar provide the
following functions:

Button Function Description
Add a new filter. A new entry New Filter, appears in the list of filters below
the buttons. This filter still lacks a definition.
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Save selected Filter | Saves the changes made to the selected filter.

Copy selected filter | Creates a copy of the selected filter with all the settings of

the original.
Delete selected The selected filter is deleted;
filter. Note: No confirmation is requested. The default filter, with

the black icon, can not be deleted.

Revert to last saved | All changes made to filters since the last save (N.B. not
filter data. just the last change) will be discarded. The last saved
settings are reloaded.

O aaa

Default filter
A default filter [default] is always present. It can be modified and renamed but not deleted.
This filter is applied as soon as the Event Log is invoked, and contains the following settings:
—  Date/Time:

— arelative time filter covering the events of the past 2 hours

Visible Columns:

- Eventtime

-  State name

-  Address

- Location

Notice!

The [default] filter appears at the top of the list, due to the alphabetic value of its first
character. If you change the name its alphabetical position in the list will may also change,
but it will remain recognizable by its black icon, whereas all other filters have blue icons.

Creating new filters

Click u to create a new filter called New filter. The tabs for defining the filter appear.
Two text fields appear above the tabs: The fields Filter and Description allow you to change
the default name and give the filter a descriptive explanation.

Notice!
A new or modified filter is marked with an asterisk * in the Filter field. At the same time the
I

. button becomes active, enabling you to discard unsaved changes if desired.

The only predefined setting is that of Visible columns for the results list.
The columns are:

Event time

-  State name

-  Address

- Location

For all other filter types there is no predefined setting.

Copying the current filter
To create variants of existing filters a copy function is available.
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154

Select the filter whose settings you wish to copy and click B A copy of the filter is added
to the end of the list, under the name Copy of <Name of original filter>.

Give the filter a new name and make the desired modifications. Save the filter using the U
button.

Using Filters

Introduction

In the Use Filters menu, which is also displayed when the Event Log is invoked, you can
search for (filter), print and save database entries. You can experiment with temporary
changes to filters, and browse back and forth within filter results of the current session.

Notice!

To prevent Event log from taking too much processing power from the system, searches will
return a maximum of 10,000 records and then display a warning: Maximum number of result
rows exceeded.

Workaround: Use a more restrictive filter to limit the number of results to 10,000 or fewer.

Procedure

1. Inthe BIS Client, click Event Log. The application appears in a separate window.
2. Select the desired database in the upper combo-box.

3. Select the desired filter from the drop-down list.

|
Y
4. If desired, use the - button to check or temporarily change the selected filter. If you
make a change the filter name will be marked with an asterisk.

5. Click the search button “ to search the database using the filter in the

drop-down list. If you modified this filter in the previous step, it will be marked with an

asterisk.

— To sort the results by the contents of a column (ascending or descending) click the
column headers. NOTE: This causes the database query to be reissued using the new
sort criteria, and does not simply re-sort the list of results already obtained.

- To save temporary changes to filter settings click the Manage Filters menu. The

changed filter will be marked with an asterisk, and you will need to click the U
button to save, or the E button to discard, before you can use other filters.

— To discard temporary changes to filter settings click the u button. The filter
reverts to the settings last saved in the Manage Filters menu.
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15.5

6. (Optional) Click the arrow buttons to the left and right of the search button to move back
and forth within this session’s history of search results. When you do this, the name of
the filter used, and the date and time of its execution, is displayed along with the search
button.

[default] @ 07/06/2017
19:38:05.48

—  Click the U button to save the results that are currently on the screen. They are
saved to a CSV file where they can be further processed using Microsoft Excel.
Note that the file name and file path are unmodifiable:
<Installation drive>:\MgtS\Export\BIS\lastResult.csv
Therefore ensure that any previous results that you wish to keep are saved under a
different name before performing further exports.

— NOTE: only the results are saved, not the filter settings. Filter settings can only be
saved in the Manage Filters menu.

7. (Optional) To copy a line from search results, click in the desired line and press Ctrl-C.

The line is copied to the Windows paste buffer and can be pasted from there into other

applications.

8. (Optional) To print the results list click the E button. The layout is predefined and can
not be changed. The first page of the printout gives details including the date and filter
settings used.

Ensure that the print version does not contain too many columns for the width of the
output medium. Use the filter tab Visible Columns to choose which columns appear and
in what order.

Using Reports

In the Use Reports Outlook button you can run predefined or user-defined reports.

Note, reports can not be created within BIS. Reports can be created by system administrators
in the MS Report Builder tool outside of BIS. Please see the Report Builder tool's own online
help for further details.

Once an administrator has created a new report and placed it in the BIS Reports default
I

directory, then click the refresh button ' to include the new report on this Outlook
button.

Predefined reports
The predefined reports available after the installation of BIS are:

Report name Description

Distributed Events |A tabular report (new as of BIS 4.0)
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Click this report to show events from the local BIS server and all
the BIS servers that have been configured to participate in the
Distributed Events report. The original server name for each event
appears in the first column. The events are fetched and displayed
based on the authorization of the operator who clicks to request
the report.

The report will query the N most recent events from each of the
configured BIS servers, where N is an integer (default 500, max
2000) set by the Distributed reports configuration tool in the
Tools menu of the Configuration Browser.

Currently no filtering of event type takes place.

Events for ACE

A tabular report.

If Access Engine (ACE) is part of your BIS installation, then click
this report to list those events relevant to access control.

Events list

A tabular report.

Click this report to show the last 2000 events

Events per device

A graphical report.

Click this button to show in a histogram the top 10 event-
producing devices

Click one of the bars to show the Events list report for the
respective device.

Click the back-arrow button in the toolbar (see Reports toolbar
below) to return to the parent report.

Events per state

A graphical report.

Click this button to show in a histogram the top 10 most frequent
states.

Click one of the bars to show the Events list report for all events
which have this state.

Click the back-arrow button in the toolbar (see Reports toolbar
below) to return to the parent report.

Events per time

A graphical report.

Click this button to show a graph of the number of events per day.
The dates are shown along the horizontal axis of the graph.

Click one of the points on the graph, representing the number of
events on that day, to zoom in on that day and display the number
of events per hour.

Click again to zoom in on an hour and display the number of
events per minute.

Click again to zoom in on a minute and display the number of
events per second.

Click again to display the Events list report of the actual events
listed for that second.

Click the back-arrow button in the toolbar (see Reports toolbar
below) to return to the parent report.

Reports toolbar

The tool bar above the main window pane offers a number of ways to customize the display of

the report results.
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4 4 |1 ofa0 b Pl 4 75w - | Find | Mext |Selectaformat | Export 3] S
Select a format
Total nurrn)f avants: 2000 e e 0 Acrobat (POF) file ‘m 6

Expork Format:

Ewert tirne State name

08142009 01:53:21 PM 297 |wirtuell Server PERITTAINGHFPA  |[CPCSerer Stard-byfCortral off

08/14,2009 01:53:12 PM7E7  |virtuel Donge Donge Dongle Cangle avail able
08,/14/2009 01:53:11 PM 2343 Oper akors BIS LastAction Operakor Logon EI=
05142009 01:53:11 PM 343 |Operators BIS State Cper atorState Logged on EIS
02142009 01:53:11 PMOE2  [wirtuell Event Log Ewert log Skard-bogCorkral off
08/14,2009 01:53:11 PMOEZ  [rirtuell Protocclpeicking Pratocaprinting Stard-by'Corkral off
Ao MABANG M40 40 NRAGC D Tirmo v Comeb L ke - Tirrmw Tirmow ~F
1. Page forward and backward through the report
2. (Back-arrow) Return to a parent report after zooming in on details
3. Modify the display settings for the report from 10% to 500%, Whole Page or Page Width
4. Enter a search term to seek within the current report
5. Export the report to a different format for post-processing or printing, e.g. PDF, Excel or

Word formats.
Refresh the report
7. Print the report

o
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16
16.1

Event Log Filters
Filter Overview

Introduction

The Overview tab summarizes settings from the other tabs. Its entries are hyperlinks which
take you directly to the corresponding tab.

Any tabs where changes have been made are marked with a green tick.

Building Integration System

Current database = Filter: |Fiﬂer2 Description \Descripllun of Filter2

Manage Filters {(Nerview]AddresslAﬂributele Date/Time | Event Typel-/ Statele Operator |~ Access Control |+ Visible Columns
+'@n'x'c

Y Fitert

Y Filtert 1

Y Filter111 Address 7
Y Filter2

Y Filter3

Attributes

I~ NOT| Date/Time Relative ime (2 hours) )

Event Type

¥ NOT| States 1 state selected. - ("Logged on (258) )

¥ NOT| Operator 1 operator selected. - ('BIS")

Access Control See all other tabs

Visible Columns 5 columns selected [Show all columns.(on)] . - ( 'Event time', 'State name', 'Operator’, 'Address', ... )

Logical negation of filters using NOT

Each of the individual filter settings can be logically negated by selecting the NOT check box

next to the hyperlinks.

A negated filter will allow all records to pass that do not have any of the values contained in

that filter.

For example, a filter is defined to catch all records where the Operator is OP1 or OP2.

—  Where the NOT check box is cleared, only records that contain the Operator name OP1 or
OP2 will pass the filter.

—  Where the NOT check box is selected, only records that do not contain the Operator
name OP1 or OP2 will pass the filter.

Note that the Access Control filter tab holds a collection of different filters, and therefore
cannot be negated with a simple NOT.

Notice!

Possibility of incompatible filters with backup databases

By default only filter criteria relevant to the current database are made available.

These criteria are not changed, however, when changing between a current and a backup
database.

It is therefore possible in such cases to apply filters which are irrelevant to the current
database, and thus yield “no search results”.
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16.2 Filter Address

The purpose of this tab is to allow the event log to be searched using device addresses.
Because the number of addresses can be very large, this dialog provides its own special filters
to narrow the focus to specific groups of addresses.

This dialog is divided into three areas:

Available Addresses - to select special detector types and message types of interest to
you. Each column represents a section of a device address which is normally divided by
the “.” (period) character, e.g. AccessEngine.Devices.DMS.State

Free Input - to enter search terms for other detector types that also should appear in the
search results.

Selected Addresses - The resulting list of addresses to be sought in the event log. This
list should be regarded as a logical OR, i.e. any messages which contain any of the
selected addresses in this list will be found when the search is started.

Overview | v Addresﬂ ¥ Attributes 1 ¥ DatelTirme ] Event T:,fpel v Slatesl v Opera[orl ¥ ACCess Com:rol] ¥ Visible Columns .

Available Addresses

Detectortype: [an =]
Filter: | | T apply || X Delete |
Addresses
AccessEngine Devices BFR HI-2 Event ~
AccessEnging Devices BFR HI-2 AddCheck
AccessEngine Demices BFR HI-1 State
AccessEngine Demices |BPR H-3 AddCheck
AccessEngine Devices BPR HI-2 State
AccessEngine Devices BPR HI-2 Sabotage
AccessEngine Devices EPRHI State
AccessEngine Devices EPRHI Sabotage
AccessEngine Devices BPR HI Everit &
+ Add to selection AccessEngine Areas Area |w El
Free Input
| | X Delete |
+ Addto selection
Selected Addresses
Addresses:

AccessEngine Areas Area-7_04
| X Delste

Further filtering to find addresses of interest

1.

Select the desired Detector type from the list- the default setting is All.

The list contains only those detector types which have generated event-log messages. A
complete list of all detector types available to the system can be seen in the Detector
types dialog in the Configuration Browser.

The addresses matching the detector type now appear the upper Addresses list
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3. Use the text box Filter, if the list is still very long, to restrict even further the kinds of
addresses to be included in the event log. The text entered should match the desired
addresses either literally or by use of wildcards. The text itself is not case sensitive.

4. Click the Apply button to apply the filter and restrict the list. Overwrite the filter to
change it, or click sDelete to remove the filter and refresh the addresses list without it.

Use of wildcards
The wildcards which can be used are
“*“ (asterisk) for any character(s)
- “?” (question mark) for exactly 1 character

“ e

- .“ (period) for an address section boundary.

E.g. the address .... ... is matched by the filters

AccessEngine.Devices.DMS.State |AccessEngine.Devices.DMS.State
accessengine*

*.devices*

*dMs*

a*.*.*.state

Event log.Error *Error
event*

If the number of available addresses exceeds 200 then an additional control appears to
facilitate scrolling through the list.

1. Select the desired entries in the Addresses list (multi-select using Ctrl-Click, Shift-Click

etc).

2. Click the button Add to selection to add these to the Selected Addresses list in the
lower part of the dialog window

3. Addresses to be found by using the Free Input text box. The wildcard syntax is the same
as for the Filter box above. E.g. if you are interested in seeing all entries pertaining to
operators then enter operators.* in the Free Input box and click the Add to selection
button. To add more addresses simply overwrite the Free Input text and press Add to
selection again.

Post hoc modifications

To modify a previously collected set of selected addresses, add new pairs as described above
or delete unwanted pairs by selecting them in the Selected Addresses list and then clicking
the xDelete button below it.

16.3 Filter Attributes

The upper half of this dialog offers all Available Attributes along with their corresponding
values in two selection lists.
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16.4

Overview | Address \/AttnbutesI WDateITimeIEvent TypeIStates[OperatorI v Access Control] ¥ Wisible Columnsl

—Available Attributes

L e
Alarm 1D BIS Detectors without location
Authorization BIS Operators
Erief text Video Systems Detectors without location
Command Video Systems. Operators
Location
Status
URL

¥ Addto selection

— Selected Altributes

s . T —

Location Video Systems.Operators
Location BIS Operat

= AND
& OR

X Delete

When an available attribute is selected in the left-hand list (Name) then the right-hand list
(Value) becomes populated with its possible values.

To transfer attribute-value pairs from Available to Selected Attributes select a value in the
right-hand list and then click the Add to selection button. Repeat the procedure as often as
required to complete your set of selected attributes.

Post hoc modifications

In order to modify the set of selected attributes add new pairs as described above, or delete
unwanted pairs by selecting them in the Selected Attributes list and then clicking the xDelete
button below it.

Prior to version 2.3 the attributes in a search were combined by a logical OR. Since Version
3.0 they are combined by either a logical AND or logical OR, depending on the AND/OR radio
button. To prevent self-contradictory filter criteria, the Add to selection button will only
permit you to add multiple Attributes of the same name if the radio button is set to OR.

If a logical combination of attributes is negated on the Event log’s main Overview tab, then
only those records are retrieved from the Event Log that did not pass the original filter.

Filter Date/Time

Use this dialog tab to create time/date filters. These are especially beneficial in the case of
event logs which span long periods of time.
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« Mo DatedTime filtenng

* Relative time
The last|2 =] hours

The last|- 7| calendar days until now

~ Absolute time

From To

Date: [urimtes o] ¢ Date: [unimted ___ [oe] o28

Tme % Tme %
=

Time data refers to:
C Eventtime

& Server ime

The following possibilities are available for date/time filtering. Note that the three kinds of
time settings (None, Relative and Absolute) are mutually exclusive within any one search.
— No Date/Time filtering All events are shown as long as they are not excluded by other
filters.
— Relative time By default this option filters the events of the last 2 hours. This may be
changed by setting one of the following 2 mutually exclusive options.
—  The last ... hours The combo-box contains the values 1 - 12 and 24.
— The last ... calendar days until now The combo-box contains the values 1 -7, 14, 21
and 28.
-  Absolute time
-  From..To
The Date can be entered manually but it is recommended that to use the date-picker
control which is accessible from the combo-box arrow button.
Time is entered manually. Double-digit values for Hour, Minute and Seconds are
required.
Entries can be changed by overwriting them, or deleted via the xDelete button.
—  Search in time frame
If this check-box is not selected, then the date/times entered are treated as
absolute start and end times for the search. Example: Setting From 01.06.2008 -
08:00:00 To 05.06.2008 - 12:00:00 Result: All events between these two points in
time will potentially be found by the search.
If this check-box is selected, then the two clock times are treated as a time frame
for each day in the date range.
Example: as above
Result: All events occurring between 08:00:00 - 12:00:00 on each day of the date
range 01.06.2008 to 05.06.2008 will potentially be found by the search.
- Time data refers to:
- Event time
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16.5

-  Server time
Events are logged with two time stamps: one is the time of the occurrence and the other is the
logging time on the server (i.e. in the database). These two time stamps may differ
considerably, for instance, where devices which have been offline forward their buffered
messages when they come back online hours later.

In general the Event time will be the more representative for the purposes of filtering,
however in order to determine the downtime of particular devices it may be necessary to filter
on Server time.

Filter Event Type

This tab lists Available Event Types from which those desired can be transferred to the lower
Selected Event Types list, and thus included in the overall search filter.

Oveniew] v’ﬁ.ddressT ¥ Attributes 1 ¥ DatelTirme IEVEnt T';,-pe] \/Slatesl \/Operatorl ¥ Access Comml] ¥ Visible Columns |

Available Event Types

Event Type:

corfig change
control
message
state change
user change

# Addto selection |

Selected Event Types

cer oo [

X Delete

After making your choice of event types (multi-select using Ctrl-Click, Shift-Click etc.) click the
Add to selection button to add them to the filter.

In order to modify the set of selected types add new ones as described above and delete
unwanted types by selecting them in the Selected Event Types list and then clicking the x
Delete button below it.
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16.6

16.7

Filter States

Event messages contain information about the current state of the device generating the
message. Use this dialog tab to create filters based on such states.

Oveniewl ¥ Addrass 1 ¥ Attributes I ¥ Data/Time ] Event Typel (Slatesl w/Operalorl v Access Comroll ¥ Visible Columns 1'|

Available States

State:
5 Stand-by/Control off ~
24 Peripheral OM
27 Malfunction F4
258 Logged on
259 Logged off
260 Logon
261 Logoff
270 Message
346 Log entry
450 Event log backup successfully complated
4018 Area empty
4019 Area not empty
4021 MAC line Ok ¥

4 Addto selection |

Selected States

State:
4019 Araa not empty

X Delete

The list contains however only those states which have generated event-log messages. A
complete list of all states available to the system can be seen in the States dialog in the
Configuration Browser.

After making your choice of states (multi-select using Ctrl-Click, Shift-Click etc.) click the Add
to selection button to add them to the filter.

In order to modify the set of selected states add new ones as described above and delete
unwanted states by selecting them in the Selected States list and then clicking the xDelete
button below it.

Filter Operators

Every log-in and log-off plus every modification made to data is logged under the name of the
respective operator. Use this dialog tab to create filters based on operator names, and thus
discover his/her activities.

Bosch Sicherheitssysteme GmbH Operation Guide 2021-0514.9.0.1 | OG



90 en | Event Log Filters Building Integration System

Ovaniew[ v’Address‘{ " Attri butes‘[ ¥ DatafTime [EventTwe] /Slatesl sf’OperalorI ¥ Access Commll ¥ Visible Columns‘

Available Operators

Operator.

Adrministrator
BIS

4 Add to selection |

Selected Operators

Operator,
Adrministrator
BIS

* Delete

After making your choice of operators (multi-select using Ctrl-Click, Shift-Click etc.) click the
Add to selection button to add them to the filter.

In order to modify the set of selected operators add new ones as described above and delete
unwanted operators by selecting them in the Selected Operators list and then clicking the x
Delete button below it.

16.8 Filter Access Control

This dialog tab provides a convenient overview of most of the other filters and their settings
(all except Event Type ) and also allows you to set and/or modify them from a central
location.

As soon as settings have been made on one of the other tabs (except Visible Columns and
Event Type) they will also appear on this tab, and their tab headers will be marked with a
green tick..
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Cwerview | v" Address | " Attributes | ¥"DatefTime | Event Type' /Slatesl w/Ope-rator! ¥ Access Controll ¥ Visible Columns |

DatelTime
© Mo Date/Time filtering
 Relative time The last| T =] hours Thelast|. -] calendar days until now

& Absolute time

Today | From Date: [unlimited | To Date: [unlimited v| Searchintime frame: ™

From now Tirne: [B:00:00 &M | Tirme: [p:00:00 &M | % Delete ime

Time data refersto: © Eventime & Server ime

Operator

Operator | -

Personnel Data

Last name: | Personnekid:
First name: | Company: [nosch
IO cardno. [222 Department: |

X Delete personnel data

Device- and Message Type

Device type: |- =] Message type: [ =l
Device: |AccessEngine Areas Area-2 ~ Messages: |Access -
AccessEngine Areas Area-3 Access denied
AccessEngine Areas Area-4 ACCass armor
AccessEngine Areas Area-5 Access Open
AccessEngine Areas Area-6 a Access timeout
& e - = 5 Address blocking 3
Selection: | Selection: |
X Delete devices X Delete messages

The following filter types are displayed here in separate areas:

Date/Time

Shows the settings made on the Date/Time tab. Modifications made here are also

reflected on the Date/Time tab. All options, input fields and displays of that tab also

appear here. Absolute time contains two additional buttons for convenience:

—  The Today button sets From Date and To Date to the current date, and the times to
midnight and 11:59 PM respectively.

—  The From now button sets From Date to the current date and the start time to the
current time. The other two fields (To Date and end time) are cleared of input.

In contrast to the Date/Time dialog tab the single xDelete time button deletes both clock

times.

Operator

Shows the settings made on the Operator tab.

As long as only one or zero entries on the Operator tab has been selected, then this filter

can also be modified from the Access Control tab. Otherwise this control is disabled and

the following warning is displayed.a e sercre speraorseecizd on cpsreorpase

Personnel Data

Shows the settings made on the Attributes tab, as long as only one entry was selected

there, and as long as only the attributes NAME and FIRSTNAME are affected. Otherwise

these fields are disabled.
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In addition, and only here, further personnel data filters can be set: ID card
no.,Personnel-ID, Company and Department.
Note that using the xDelete Personnel Data button here will also delete attribute settings
on the Attributes tab.

—  Device- and Message Type
Shows the filter settings from the dialog tabs Address and States in the fields labeled
Selection under the list boxes Device and Messages.
Use the combo-boxes Device type and Message type to reduce the list entries to a
manageable number. Simply clicking on an entry in the list boxes will transfer it to the
Selection text field.
Note that the xDelete Devices and the xDelete Messages buttons will remove the entire
selection from the tabs Address and States respectively.

16.9 Filter Visible Columns

This dialog tab is not for creating filters but for configuring the display of the search results
which were produced by applying those filters.

An event log message consists of a set of data divided into columns. Use this dialog to
determine which columns (i.e. which data) you wish to view in the final search results.

0veniew| ¥ Address I ¥ Attributes I /Dateﬂime] Event T\,'pe] -’Slates] -/Operalorl ¥ Access Comml] ¥ Visible Columns |

Available Columns

= T e
Address A
Authonzation

Brief text

Detector type

DEVTYPE

Event time

aventTypeld

FIRSTMAME

Location

NAME

OMLINE

QOperator o

4 Add to selection

Selected Columns

Event time
Location
Address

Report fields reduced to: [State name [&] T Showal columns.

X Delate

The default visible columns are Event time, State name, Address and Location.
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After making your choice of columns (multi-select using Ctrl-Click, Shift-Click etc.) click the
Add to selection button to add them to the lower list Report fields reduced to. New entries
are added at the end of the list. Change the order of the columns by selecting one or more
column names and then moving them up or down using the m and m buttons.

Selecting the check box Show all columns does not alter the contents of the Report fields
reduced to list, but does ensure that all remaining available columns appear in alphabetical
order to the right of them in the search results.

After making your choice of columns (multi-select using Ctrl-Click, Shift-Click etc.) click the
Add to selection button to add them to the filter.

Notice!

Report and print format

The maximum number of columns which can be viewed easily on most screens is five.
Move those columns which interest you most therefore to the top of the Report fields
reduced to list (and hence to the leftmost columns in the search results).

Note that too many columns in a printout may lead to unexpected page-breaks.

In order to modify the set of selected columns that was already defined, add new ones as
described above, and delete unwanted columns by selecting them in the Selected Columns
list and then clicking the xDelete button below it.

Note however that the column Event time is required and can not be deleted.
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Glossary

BIS server

(Hardware) A computer where the BIS application
is installed. Also known as a Login server.

Connection server

(Hardware) A computer that runs OPC server
software with which external devices
communicate by OPC protocol. The BIS setup
program can be used to turn a Windows system
into a potential Connection server.

Consumer server

(Hardware) The Consumer server is a BIS single
server system that reads information from one or
more other BIS single server systems by
configuring them as OPC servers.

Database server

(Hardware) A computer that hosts BIS databases
for the event log and (optional) engines.

Multi-server BIS system

A multi-server BIS system is one in which two or
more BIS single server systems share information.
BIS multi-server systems can be organized as
hierarchical or peer-to-peer networks.

OPC client

A software program that reads data
communications in OPC protocol written by OPC
servers.

OPC server

A software program that converts the hardware
communication protocol used by a device into the
OPC protocol.

Provider server

(Computer) The Provider server is a BIS single
server system that provides information to other
BIS single server systems via OPC.

Single server BIS system

A single server BIS system contains only one BIS
Login server (also known as the BIS server). It
may run OPC server software itself, and may
contain zero or more Connection server and
Database server computers.

2021-0514.9.0.1 | OG Operation Guide

Bosch Sicherheitssysteme GmbH



Building Integration System Glossary | 95

Bosch Sicherheitssysteme GmbH Operation Guide 2021-0514.9.0.1 | OG



96 | Glossary Building Integration System

2021-05]4.9.0.1 | OG Operation Guide Bosch Sicherheitssysteme GmbH






Bosch Security Systems B.V.
Torenallee 49

5617 BA Eindhoven

Netherlands
www.boschsecurity.com

© Bosch Security Systems B.V., 2021

202105251953




	 Table of contents
	1 Using Help
	2 General tips for BIS operators
	2.1 Working with right-mouse-button menus
	2.2 Customized and optional components
	2.3 Regarding operators and authorization levels

	3 System Overview
	3.1 BIS single server systems
	3.2 BIS multi-server systems

	4 Logging On and Off
	4.1 Logging onto BIS
	4.2 Changing operator password
	4.3 Viewing updated interface pages
	4.4 Logging off BIS
	4.5 Forced restart due to configuration change

	5 Configuring the BIS Smart client UI
	5.1 Customizing the appearance
	5.1.1 The customization screen

	5.2 Customizing the workspace
	5.2.1 Creating a new workspace
	5.2.2 Modifying an existing workspace
	5.2.3 Deleting an existing workspace
	5.2.4 Adding or deleting workspace monitor
	5.2.5 Applying existing dashboard to workspace monitor
	5.2.6 Applying existing workspace to current workspace

	5.3 Customizing the dashboard
	5.3.1 Creating a new dashboard
	5.3.2 Modifying an existing dashboard
	5.3.3 Deleting an existing dashboard
	5.3.4 Adding and deleting widgets from dashboard
	5.3.5 Adjusting placement and size of widgets


	6 The Screen Display
	6.1 Standard Screen Elements
	6.2 Navigation Buttons
	6.3 Message Display Field
	6.4 Tool Bar
	6.5 Location Tree
	6.6 Additional Displays
	6.7 BIS Smart client
	6.7.1 Standard screen elements
	6.7.2 Differences


	7 Displaying Documents
	7.1 Document Display
	7.2 Location Overview/Location Plans
	7.3 Layers
	7.4 Zoom and Pan
	7.5 Device Overview
	7.6 Action Plans
	7.7 Miscellaneous Documents

	8 BIS Message Processing
	8.1 Processing a BIS message
	8.2 Standard features of a message
	8.3 Optional/configurable features of a message
	8.4 Notes on Workflow processing
	8.5 Notes on deleting messages
	8.6 Using the mobile client
	8.6.1 Prerequisites and HTTPS certificates
	8.6.2 Settings
	8.6.3 Connecting the mobile client to the BIS server
	8.6.4 Adding a shortcut icon to the screen of your mobile client
	8.6.5 Logging out of the mobile client
	8.6.6 Viewing, accepting and deleting messages
	8.6.7 Push notification

	8.7 Message processing in the Smart client

	9 Using the BIS Smart Client
	9.1 Logging in and out
	9.1.1 Logging in to BIS
	9.1.2 Logout of BIS

	9.2 Changing the interface language
	9.3 Connection to BIS server
	9.4 The screen display
	9.4.1 Standard screen elements
	9.4.2 Side navigation
	9.4.3 Dashboard

	9.5 BIS alarm processing
	9.5.1 Processing an alarm
	9.5.2 Standard features of an alarm
	9.5.3 Searching for specific alarms
	9.5.4 Filtering alarms
	9.5.5 Action plans of an alarm
	9.5.6 Notes on accepting and deleting alarms

	9.6 Location overview
	9.6.1 Purpose of the location overview
	9.6.2 Patterns of the detector symbols
	9.6.3 Giving commands to a selected detector
	9.6.4 View or hide map layers
	9.6.5 Viewing multiple maps
	9.6.6 Map navigation aids


	10 Control
	10.1 Controlling with BIS
	10.2 Controlling from the Location Tree
	10.3 Controlling from the Location Graphic
	10.4 Controlling from the Device Overview
	10.5 Controlling from an Action Plan
	10.6 Controlling with Action Buttons

	11 Operator Alarms
	11.1 Operator Alarms
	11.2 How to Trigger an Operator Alarm

	12 Simulated Alarms
	12.1 Simulated Alarms
	12.2 How to Trigger a Simulated Alarm

	13 Printing
	13.1 Printing with BIS
	13.2 Log Printing
	13.3 Alarm Printing
	13.4 Printing Manually

	14 Sending Messages to Operators
	14.1 Sending Messages to Operators

	15 Event Log
	15.1 Event Log contents and backup
	15.2 Event Log User Interface
	15.3 Managing Filters
	15.4 Using Filters
	15.5 Using Reports

	16 Event Log Filters
	16.1 Filter Overview
	16.2 Filter Address
	16.3 Filter Attributes
	16.4 Filter Date/Time
	16.5 Filter Event Type
	16.6 Filter States
	16.7 Filter Operators
	16.8 Filter Access Control
	16.9 Filter Visible Columns

	 Glossary

